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Upcoming Events
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Spema‘ Report: HP Enterprise let Russia scrutinize
cyber defense system used by Pentagon

By Joel Schectman, Dwasghinyvadiv,erlsaacrki es such &
Stubbs, Reuters, Octolpieria2,s&aPldecurity exper:t
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https://www.reuters.com/article/us-usa-cyber-russia-hpe-specialreport/special-report-hp-enterprise-let-russia-scrutinize-cyberdefense-system-used-by-pentagon-idUSKCN1C716M
https://www.reuters.com/article/us-usa-cyber-russia-hpe-specialreport/special-report-hp-enterprise-let-russia-scrutinize-cyberdefense-system-used-by-pentagon-idUSKCN1C716M
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https://www.reuters.com/article/us-usa-cyber-russia-hpe-specialreport/special-report-hp-enterprise-let-russia-scrutinize-cyberdefense-system-used-by-pentagon-idUSKCN1C716M

Membership Update

st, | would Ilike to welc New Membelrme
Chapterde Waeni gopating October ac
ake a moment to introlJosiah Robbertdon
, and otdhefromeenbetrs .i dipani el FloredS el
new member and feel free to ask . Lo
joining the @@hafpdaregetantdo dlomok f or Kathmwhe Marféi
expertise to improive dlheaychappenr . gArdis Hintonls o
suggestions. El'i zabeth Stdrn
Over @&l Ibeieth a qui et mont h on d@baauY.Lq..”Ru'.f?.r.spon?
~514 members as of the end of October. El ection
|l ot of members who are not receiving emails fror
review your profile on your | SSA International a
and up to dat e, especially your <contact 1informat
for everyone as that i's our pri mary method of C
been getting a | ot of bounces, particularly fro
military firewalls have been updated recently toc
when people change companies, they frequentldy fc
been receiving chapter email s, this could be th
address to a personal emai | rather than yourd wo
want anyone to miss the opportunity to vote for

Thanks

David Reed

Member ship Committe
dreed54321@comec:

DISSA

Ghapter ot the Year 201/



mailto:dreed54321@comcast.net

PAGE 4

(Continued from patje

speci al interest group to fédeud ntrerresmed im $ecuauingy.tHl
about it, pl ease coprtwaudtr ehciaes Svamgkisd ayytcou know we reac
organi zations (e. g. | SC2, AFA, AFCEA, etc.) and rece.i
organi zaties?nt ¢éfegyoad in Iearning more about this, C
proutreac-b@®@ssoeag

We have many more committeesiamd hadXigpeloume€Cbapt éni maaa’
a newly established Hospitality Committee to help membe
our Chapter offers, and to hed e ithter kantoavd wihro army t@H &p
have a newly established I' T Committee to hel p with
requirements in support of Chapter operations and sche
Chap# emawards and recognition programs, ensuring membe
recognition ceremony. This includes recognition for S
Me mber , Fell ow, and Distinguished Fellow status.

Our Transformation Committee identifies new/better wa
and the Chapter, present a more professional i mage throc
Sponstirp and Events Committee (really need additional h
sponsoring Chapter events, and also works with sponsor ¢
and any issues/concerns are addressed. OQur Newsl ette
cybersecurity articles, solicits info from Board and C
newsl etter And our Ethics Committee helps ensure we
ti mes

All of these committees provide a valwuable service to
is critical to the success of our Chapter. Vol unteer:i
period of ti me, is a great way to get some experience |
resume. Gelfinyevested in | earning more about any of th
commi ttee chair via our Chapter website | in&kogbaaardle@®@ skse:
cos.orgvhat deern nyeuwested in, or whlateoremre ogtouyo u utecs ttihoen r

Thank you all for your cont i n2Cld7 eGhgaapgteeme otf dheé Yeppod

Colleen
Attention all me mbelf s

Do you Kknow someone wh o contribut
community event related to the infor
so, please take a moment to recogni z
Recognition Commi t tee so we can hlon
Hol i day Luncheon cheduled in Declem
need to submit, j ust a short par algr
what you believe they S hTohuel d d ebaed | 1 €
submi ssNowember 16th, 2017

Pl ease emai | Shawn Murray, Chailr
Commi ttee at

Shawn. murr ay @i

ISSA-COS NEWS N oam



mailto:shawn.murray@issa.org
mailto:pro-outreach@issa-cos.org
mailto:pro-outreach@issa-cos.org
mailto:cos-board@issa-cos.org
mailto:cos-board@issa-cos.org

VOLUME 6 NUMBER 11 PAGE 5

Free Splunk Training for Former Service Member:

As partt16D mhéelion Gpltupnsk: /P lweodrgkep |l us .)s pl
we have committed to supporting the effo
equi pping veterans and former service mer
todsayj olas | at no cost to them.

New Network Security Standards Will Protect
|l nt ernet 0s Rout i

BySt af f , NI ST, October 3, 2017

As technology i mproves and merges mal ware with artifici
mout h may become more i mportant than ever when discussing

El ectronic messages traveling across the internet are u
standards created with the technical guidance of the Nati
the risk of messages being intercepsteecdurort ys twoelaeknn.e sTsh etsheats t
the internet since its earliest days(link is external).

The set of stanflacdse-Dkmadiszm Rout i ng(
IDR) have een published by th
I external)) and rep
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obal scale syste
ands of networks
stahiadt Dsoiuzge ,Mont gomer
t depl oynedelcags ing Imeicht@ani s ms, SO0 id& outse claimjhanatkhs o
smal icious parties meant to capture, eavesd@drop upon
w

as created in the | ate 1980s to allow routers to e
ons of possibilities for data to travel across the in
at a time when security was not a significant concern, an
as a result.

t
I
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Known BGP attacks since 2008 have resulted in stolen fin
have been rebatleel ynsmahly ways, Mont gomery said, we ar e

focused and malicious attacks that take advantage of BGP' s

irhe fact that they haven't been dramati cahlel ys @ixdpnd loi ¢ fe dh
much of our critical infrastducaosportdtiiesn,oncammuwemrinedt ito
cetera. Someday, someon®& wil/l have the motivation.

Read the rest here:
https://www.-avenht gorneé we iv® 6 tl Wd & ® usntiedwy dvairddiso ti enctter meitt $ n g



https://www.nist.gov/news-events/news/2017/10/new-network-security-standards-will-protect-internets-routing
https://workplus.splunk.com/veterans

ISSA Fellow Progra®A Message from the Recorder

2018 Fellows Cycle-Now Open

The Colorado Spri

ng | SSA Chapter h
ral years and ma t
roi
e a

s as
y qualify for he
ership and con butions to the profe .
ow progr am, p | s e com@ Ak dhaSHaowmn @B maivMBuc@rBeBy6 atto
dinate the process. Shawn is the chair of the ¢
S n

e

Bel ow ar e some addi tional detail s 0
nted bel ow:

I d Di st

0 i shed
he member

o more than 1% of members may h [
t p .

ngu
be I imited to a maximum of 2% of s hi
Nomi nations and applicatio
201and applications wiMalr cbe

pp
ro

nNs are accept edSeopnt eamb ean
2accemtld8d aunt5:10P@iml oBnai snt
l icati on period, there wil/l be a ten week revi e
cess. Fell ows and Distinguished Fell ows wil/| be r

Familiarize yourselHf withsubmi &F<ildmm.wg Pfrdegyloianmehsa a a d
contact ®hewhS8A Felbowcd¥Mahageé&6 349 5818 (US toll fr

To Become a Senior Member

Any member cSenn iMdermb ervest atus. This is the first ste
criteria?

Senior Member Qualifications

T 5 years of | SSA membership

T 10 years relevant professional experience

Al'l Senior Member applications require an endor seme
Clicktdearecess the Senior Member application.

Clickf dirertehe Senior Member endorsement f or m.

To Become a Fellow or Distinguished Fellow

Have you |l ed an information security team or proje
years of | SSA meembfecods ht praemdyears in a | eadership r
member or in an I nternational role)? You may be elig
Pl ease contact Shawn andebddoomdrfoagmiedm dGrwisstetlthhndelsceu r r
ensure you comply with al/l requirements.

Fellow Qualifications
T 8 years of association membership.
T 3 years of volunteer | eadership in the association.

(Continued on pag@g
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http://c.ymcdn.com/sites/www.issa.org/resource/resmgr/Fellow_Program/Fellow_Policies_Revised_June.pdf
mailto:fellow@issa.org
https://www.issa.org/?Senior_member_App
https://www.issa.org/?Senior_member_App
https://www.issa.org/?Senior_Mem_Endorse
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in the professic
success or facu

omi nation to que

ommendati on.

ership in the ac
rity community

a nomination to

ow application.

|l etter of recolil

t hat we can recdc
Shawn P. Mu 1
Chapter Recoc

T 5 years of significant performance
team or proj aets,e api eé&rf ocsroomen gneasur e of
cour ses.

Al l Fell ow applications require a n
Clicktdearwcess the Fell ow application.
Clicktdememi nate a Fell ow.
Clicktdegwebmit a Fellow letter of rec
Di stinguished Fellow Qualifications
T 12 years association membership.

T 5 years of sustained volunteer | ead
T 10 years oferdoeptmeatvalte to the secu
security posture or capability.

AlDi st i ndguwildmevd appl i cations require
Clicktdearwcess the Distinguished Fell
Clicktdenmemi nate a Distinguished Fell
Clicktdegwebmit a Distinguished Fell ow

Pl ease help us identify candidates

Awar ds

& Recognition
5871charl ois@gm
71962666
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https://www.issa.org/?Distinguished_Fellow
https://www.issa.org/?D_Fellow_Nom
https://www.issa.org/?Fellow_Recommend
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Bgérd Elections are Coming

nambawn Wel laeand | am runn

eIect|MmeeraatnLaugeamaZ| g

current day j ob IS a «c¢cyb

satelllte p ogram @QverSMDICé AR ¢

year s, I served as one of t he

have in this Chapter and | earned

as we l | as | SSA I nternational. I enjoyed meetin

as well as |listening to ylouwouwlpdniohke Bodcsesongge

Chapter, and would appreciate your vote to make
year fTaamamk you.

More election information wil!/ be coming

2nd Annual Rocky Mountain Technology Summit

Joi nanuds r eccoempviei meeagiastyr ati ont a2f@ 48nnadlue Rocky
tain Technol ogwmi Sgmmott he Crowne Pl aza CMwembhe ro
15t h, f2@m7pm.

Regi stewi HEREhe prsédmo seacdie e your spot and wai v

The theme for 2017 iSExpanding the Frontiers of IT and Security."
Conference Highlights:

T Four (4) concurrent educational sessions

T Peer networking

T 6 CPE credits

9 Exhibit hall with 50+ vendors

T Complimentary breakfast, lunch and cocktail
9 Raffle prizes including a TRIP FOR 2 to a de
Conference Sessionsclude(Agenda in development)

T Opening Keynote: TBD

T Threat Lifecycle Management

T Security Fabric: Bridging Security Gaps to S

T Str€s®e Backup Storage

9 The Future of Communicati on. Communicati on
OQut comes

T Securing You Data Supply Chain

T Preparing Fo Cloudy Weather in Business

T Simplifying BC/DR with Quorum onQ

M The Data Ceter Revolution | T approaches the

T Weaponization of | oT and DDoS

9 I' T Infrastructure: Simplicity=Savings

T Seamless REcxoewefryom Ransomwar e

T Audi ence and Panel Discussions Tying it All

M Technol ogy Demo

e
ISSA-COS NEWS N oam


http://machaoncorp.com/reg/?ee=36
http://arizona.technologysummit.net/#agenda

Digital Danger Zone

OctobxX, 926864a@ Diego, California

With bargain airline prices, the Colorado Spri
| SSA |l nternational conference. [ n scu nansasr y e v elnnt't
conference irnactleu depme afkierrsst, a hecdf wlrodiuctselhead c
appetizing weats, an awesome venue g oanndboaar dr o wde
Mi dway. To seuep rmaonrde pcelrossoenal photos, pagebegl/hiymM

Col orado Springs all smiles after receiving the

From L to R: Gl enn Yor k, June Shor es, Scott f
Tiffany McCull ough (guest of Frank), Shawn Murr a

2 B

NINJAS AND PIRATES
AND LASERS AND STUFF

. J



goo.gl/xymYpP

The Ten Cybersecurity

Commandments

ByScott Simkin, SecurityWeek, Ccetrdbmeert ex3-baa@iddl sedvi ce-beage
wed t o addppl

i ca |on, you mu st ensur e

da

t |
As an |nd®etreyvol :
c_hallengesésth:eytb todagat Iandsp%‘z)e eptrm?osreﬁnntssll,ﬂerthg)(tszr:n%'r\]N%ytr,:E
with both tacticdgvean ndotteycehtnosluor(grp{o rﬂv or e net
the chall enges, but there are |nnovat|ve &V |'n garages
and boardrooms across the count ré. trPyrlaantltC(ﬁ ddihjeustthatlHEn
the meantime, there are f undanfeengtnae nst atth aotn hiasv ea srt-€oGalimetentean i o |
test of time and <can help pfrastenhecoud vgs LMEl. Ny beme or n
breaches from occurring despieeertdhtehipiagce Tohter ehbsbhultchebe no
|l andscape shifts. regardless of what it is or wh
. Trust boundaries that compart me
To hel p ensur e a sol id of the network, or g
f oundati on of protecti f protect dat a from
cyberattacks, I__offer T h apps or users, reduc
?Kl;ersrigggltyimcl?)??zrr:d of wvulnerable systenm
fundament al prgctic the | ateral movemen!
throughout the netwo
ensure successful
avoided, business 5. Embrace adyve
undi srupted, and endpoint me t.lEEmdallreg i
continue to place t hat endpoint protec
brand threat intelligence
across the network
1. Ensure that and prevent known a
applications and mal war e on t he end |
The I mportance 0 Endpoint technol ogy
llatest security able to identify and
overstated At t adg Without any prior
?L:gmgtn t0?(ga;arllaiazsfiltei ften otherwise,a haff eccatni
an unpatched syst protect your organiz
empl oyees, ma k e S 6. Ma k e saf e app
user training is i enabl ement a .requ
ensur e t hat stro ‘ Security teams mu s t
policies ar e in p wi t h determine t he exact
mu Htaict or aut h applications travers
requirements philipmartin.info |rrespective of po
2. Share prevenThenbesntattche %¢ sPEgL OrevsassHl)ve antacatlc or
preventing cyberattacks and de oelaid'lnegS abdavsee;§aar’i eyus'ne%g% ¥1 eed
effective security <controls o the network, endpoi nt nd
cloud operate together as parts7of Gaigi hgverpogat fféonmon 'hrrleshs
means security theaawres twonmanaghrd anwdeventions are only as g
orchestrate separate policiesknewhoprodmenkhownsibieaty, aanmnd
threat intelligence. Each el emercturcay igal nadterv@a tddresec dtyheanie do |
the other &o dtitsa@atovehatd on theegndpdiynttechepl ogy is constant
instance, can automatically bdeadipceeeht @odsehnhVvalleesneltivkoer knew n
and in the cloud, without manulh¢aimtegvehti smould have a wid
. wh at i s ood, alnd what i s bad
3. | mpl ement a consystentacsr%cs%rlntg/twdnrolg,e endpoi nt and
regardless of user Iowmemomhmrrper%ql\é|nqt? hYMhEasures
is consistency of prevention across aII 'ocations, attackers
|l ack the ability to gain an initRieald ftd®et fe®lsd iher#:1ess prote
area and pivot to other parts pfigne pi@addZidy Pdws MWeddfy t d
i s a remote wuser or system, JITMNEma nt
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US Reviewing Better Tech ldentifiers After Hacks

Trump Aide

Wa nt t o gain Kknowl ¢€dge
new? Want to brush up,
something you may al ifeac
earn a few continuing e
CPE/ CEUs)? Join us at| ou
_ do Spr i asgesmi miam i Join]|th
ByAF P, Hel p Net Security, Octoand shar e your knowledge
US officials are studying wlspectives. I
security numbers for identifi da
breaches compromising the dat 3 our topics include: a
Trump administration official
Rob Joyce, the White House |T Sherwood Applied Bus|ine
told a forWashangttieatPoef fi ci tecture (SABSA) Cer tfi fi
studying ways to use "modern Mc Coy) , presented by|tKu
replace soci al security numberi )
Joyce's comment s cC ome afterﬂ I'nsider Threat’ present
million Americans may have Det ai | s:
|l eaked, including the i mporta in
breach at Equifax, one of thr|]f Date: Saturday, 11 Nexve
data for credit a l'ications. . .
A | tpp | cnar |7 Location: Col2l0®e NAnNria
ee very strongly a as :
outlived its usefulness," Joy( nis/ Bl vd. , Colorado Sﬂ)l’l
"I't's a flawed system." T Time: 9am to noon
For years, social security CosRREEo | SSA member §, [
Americans to open bank accoun no-hSSA member s ity
when applying for credit. But ; ) bers
can be wused by criminals to |Regl strati on:
ot her t es of identit theft.
1 i’)p Chink abo ty,t . https:// www. evesistodmi ini ¢ . C ¢
you I u i , v T -
securiiy number we put it at s emi-binrove mbiecB8UT 86251605
i i gi I i nf .
credit and digital and in _Orma'wantlng to broaden tHeir
He said the administration|epgp/ CEUs t o maintaln t h.e
several agencies to come up wi, . L T em
whi ch may invol ve cryptograph)tlom;S allsto a great ppOI’t
This may involved "a publi(;knc’\Nle‘jge and EXpe I gnce
"something that coul d be rqbers of our Chapter, and
compromised," Joyce added. speaker, by volunteerj)ng
The official spoke as US laJSéenters.
the Equifax breach, believed S
of the sensitivity of data | ejd lf. y_ou have any. q.ueStFO
Read the rest here: Training Commirndieri he@IdSS
' COS.org
http:// www. securrevivelwme ¢edtgee b m/ u
i dentaffthearc-k s u-mipd e



http://www.securityweek.com/us-reviewing-better-tech-identifiers-after-hacks-trump-aide
http://www.securityweek.com/us-reviewing-better-tech-identifiers-after-hacks-trump-aide
https://www.eventbrite.com/e/issa-cos-mini-seminar-11-november-tickets-38478625605
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Apple gave Uber's app 'unprecedented' acce
to sensitive Apple features that can record iPhone
screens

By Kif Leswing, Business Insidcerre OcThhédze 5bi\‘2917have names

. ! " d they a
Uber's i Phone app has a sec b §i r'?
Appl e featur es ,-haillliong nsgertvhiecerti RBEP ﬁ“ﬂy‘?ra]cpp fQ)Q,VM% ng th
record a wuser's screen and acc ss 0t er personal infor-
mation without their knowledge fter dlgglng arounéi in the c
. use er
This access to speélwdnllthtacumaeso h onhs "
power f ul that Apple al mbsmi tad wagﬁ’féﬂ églg-@%g*ﬁarmpt#mrlclmrthy
outside coémpsannets di sclosed in ‘alnty IcSonVsaeryerOdd to see Uber
facing information included |tt6hn5Uanfr shappands myf cotmpeamyasp:
Al t hough there is no eV|dencdaW rbISVFraad stfeerchoqqatgschegscségtgg Stﬁ
to take advantage of the i Pho & dh|enr§|){elaﬁ"1 fpn khgw
the app has access to priV|I(?g1(=e(?a% plzﬁocppgergépsses niom'othe\
portant questions for a company, der i nvestigation
for other controversial business practlces. _ )
Uber told Business Insider t@rpt??ordeesa\/\y p%I ﬁ%%vgel ylstqjcgpedrr?l
alnd \\;\v/ats ﬁssentlally a vestlgerpfpI V\?aatrch'erpp tros'roéqndaéﬁre'rga?psA
ple atc app. tl emesntnot currently being used,
However, it has set off alarm..bl@ddlseadnep\p@ l?%(pfeﬁf§'permissio
"Granting such a sensitive eomftiAdiplme nWattoh awerhe ruwn ghalret yt o se
unprecedented, a®snbaother | appnodfé eddlpppr-endering in the Uber afg
ers have been able to convinceMeAmmlie tEnsgrgant ttdledn Bunsi nkeses
ments they've needed to let tHhaies atp@sApuplid i Wat ccheramd no uprr iavp
|l eged system Wiulnlct Sonafiach," acyseauwmri twe' re- working with App
searcher who discovered the sipl edteilign,” told Business I nsid-
er Lots of other 1 OS developers
Nearly every i Phone app ustee pwhavtat & s Apcpallelo éelin tlaehd ietmema tse f
"entitbementcal | vy, a way for somhtware to enable fea-
tures |like the camera or Ap ple 0Ny, |Pho es d i Pads.
Most of these can be eaS|Iy ungaaygn& heq% outsid
app developers. http://www bu5|ne|spshenrpebde-retom/

a C C essesh s ia iﬂceat-nf)mlzoby

But there are certain entit!l Appl e,
giving the company's software tight integration with the i Ph

Update Your Profile!

Donot forget to p

www.issa.orgnd update your personal
information.
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Russian Hackers StaSA Tools From Contractor
Who Used Kaspersky Software

By Ken Dilanian, NBC News, Octobd@&@heb5)] 0361 df secrets is "extr
Russian government hackers stimcﬁI{ Oqf]igqlmclltyﬁlesels\p%kqg_tve%(;l 3:tét
spying tools after a contractaqry, pught cl assifie materlal
home and put it on a computer that uUused Kaspersky anti
virus software, a former senior i Noelbhnh¥ntee ohei wiodlk BFi dfheec
the matter told NBC News. vi si bl e, there is a certain ac

The details were flbrystTheepWa?t?eld Thulr'losn ayanom@émnne
Street Journal Kaspersky, he said, shoul d |

The contractor, whose name haasCtnoort' been made publ i c,
worked for the National SecurityKagreanrcyky whaich kspea@i #itiad egnen
in hacking computers and eavesdrudgpineg tdher commbinhi manor deny
tions. "Kaspersky Lab has n

vided any evidence sul
comp&nyi nvol vement i n
incident,"” the stateme
tunate that news cover
claims continues to pe
tions about the compan
company, Kaspersky Lab
i nappropriate ties t o
including Russi a, and
sion seems to be that
caught in the middle
fight."

Anot her NS A contrac
Mar thans been charged v
home cl assi Wi etiomateer
sion. He had pleaded n
is not the person i mpl
the former official sa

A third contractor,
den, famously removed
fied i nformation NS A

The Journal said the stolen! makediat fRciEdhFed eysc Mmedi a.
details about how the NSA pen!‘?eqrrtat%'sd f”oorte' gsV dmpsuptye'rng too
networks, the computer code it! NusoNE Wr’iy§uE'h LG yMhige athagma gi |
how it defends networks inside tlggn_U.gen Salsse,a Rmember of t#h

The report also said it was l)’rﬂccleeqarcomttﬁé*re’tI”Pea'djonttreacNSA
tor had lost his job or is fal®fndhgrocddutaindn . sodeej d t$otCoRnd
lieved to have wittingly coopecrlataed_amﬂvtehrsé‘rVoH@|g‘ﬁrVﬁdf\ﬁ@rra‘#et
me n t el Aifl i ct injuries.

The man took his work home in A,r] omso{'lfl%F?]O'i)qeraSnA deqleisned to
and Russian hackers were able Qbf '|91I'e"ht|‘ﬁ”9°t"f\% %%t@?ﬁ F aRhg n
access hi bemackiende was using WRalstped stkg ismgreaving it tern.
ware, the former official sai d. Read the rest here:

The case explains why htalse Wi Hps :g/o/Vveww.Mebictnews . com/ rews/ i

cracked down on Kaspethsatmpnnigs jhtas ke enlsen o eclosnt r-afca o ekdas p e-r s ky

uslkey government agencies, he adhbad w808 101

Kasper sky -viisr ussn caomtpiany ownedanbdgy Eugene
Kaspersky, who has |l ong been accused b Uu. S. of ficials. of
having ties with Russian intellilg '//tﬁl Ll d . 40 _/Iuscs gy pel
centl vy, the company's product s—S Ak Yt he
Uu.s and used by some feder al Q—é‘—é—é—(,L—&é”St


https://www.nbcnews.com/news/investigations/russian-hackers-stole-nsa-tools-contractor-who-used-kaspersky-software-n808101
https://www.nbcnews.com/news/investigations/russian-hackers-stole-nsa-tools-contractor-who-used-kaspersky-software-n808101
https://www.nbcnews.com/news/investigations/russian-hackers-stole-nsa-tools-contractor-who-used-kaspersky-software-n808101
http://thehill.com/policy/cybersecurity/354068-russian-hackers-stole-nsa-hacking-tools-using-kaspersky-antivirus-report
http://thehill.com/policy/cybersecurity/354068-russian-hackers-stole-nsa-hacking-tools-using-kaspersky-antivirus-report
http://thehill.com/policy/cybersecurity/354068-russian-hackers-stole-nsa-hacking-tools-using-kaspersky-antivirus-report

Stop Trying to Fix the Usel

By Bruce Schneier, | EEE Securitwramng Rrhiatacwagr imn,dageden (or

ans ecurity |l uti o.n,s hat
Every few years, a fesea.rChs&sawsep&gwmaceﬁgt&he u h{xh cry
study by littering USB stick Loup K@Pckohrogﬁ b& Qo'fspu*mr
grounds and waiting to see howkr{n \myeoogeeopdfe Pi I(ﬁ‘hth M iUWPs of
and plug them in, causing the autorun® function i°n s tal | i
nocuous mal ware on their computBesd tTFthsreeSsttuhdelrees are
great for making security profh@§§|/o,n,aele%xg|eoere BUPL TG % i doclulh n
researchers get to demonstrate heir security expertise and
use the ritesaid h &b laesofnoormemit e rosn.l vy
everyone was more security aware an had more security
traiotihnegy, fclag, I nternet woul d mu ¢ safer
Catitionary, Tale:
Enough of that . The probl yt
we' ve designed our computer ystems' security 'so badly
t hat we demand the wuser do all tive
things. Wh'y can't-tm$errresmbehocpsaesseasgb SéarC
words? Why can't they <click on 1[I in wi | d
abandon? Why can't they plug aB@A |ck into computer
wit hout facing a myriad of virusSes hy ar e wetrylngtofix
the user instead of solving the prndemlyylﬁqursreetnrtltyopbotsleeaf?
Traditionally, we've thought fabomt ssemerong awhousiadielnty f
as a tradeoff: a more secure cyrSant éfs |e§ﬁefud1éts'cor’“ﬁ|bead‘da
more annoyi ng, and a more cap a w
system i s | es i ¢ dEtulvienrk i Thhgi sresgjl?e{: ?y beos|f”1 Opr? Eihfglt r
systems that are neither usabl & Onloy f@&urf;.rom t he house,
Our i ndustry is l'ittered WIlSh 1é\mpcl(%@muFt'(:r'st: security
warnings Despite researchers' AI épten igo n ¢ ih @ 3¢ wa]rréwcr
i ngs just inure people to t rea dozeyp tf %ltud ens
about how to get people to pa la pesn’tlén grl D v&ar -
i ngs We can tweak their wordiDgPoBlgthtDlth&StShefmolnhEJd SaEnCdl
jiggle them on the screen, butt motd bomdf |Wprm<smyecoalueea_ruaancse_
know the warnings are |nvar|ably meani ngl ess. Th don
seihe certificate has expired; afAk WaYSsuSlk eypotul ﬁaanh,atdgglb\oé
to this oféileyadse® an annoying mefisatge ipmeé-or mati on out
ve‘nting you from reading a Web@aag\pe %éCkh@&redDESQSFPﬁj‘IAyGEd eb
me?\l t J - y could give the securlty
ext: passwords. makes no se; er iu rs
generate passwords for webmtegﬁt?hr?e Ioﬁofﬁﬂmcatilné? danq
twice a year. Users realize thPQ:ntﬁec'yeq,t(prye tthho%etpea[% bs—
in their browsers, or they newaer &neelnl boaSerntDltyih]giVIOGBIge-
member them,dA uBongott hey i pas aa8oagd me or number
way to bypass theebsfysteimveloypt altleiyg back .
on the security of their email aAdotuer. telling her to g
And finally: phishing links. &SserSsh@red@teSe toh@aticknNdrk M
the Web wuntil they encounter adilahk do tahehinbimbge we bt ihtaet.
Then everyone wants to know hoplvhb(het_raiyneprpe Phe AutmB er |
click on suspicious | inks. But u a t er ot
click on |links when you've spaeﬂld) tahe\}\}Sapstgé I‘Cd}'i a{jdl(g| nOt
teaching them that |links are tRNe&r-e tPO0be |cI|JclR§J Wanted t
We must stop trying to fix ttthuysernet%dacthP l%e§eocurtht%/|
We'll never get there, and resRB8mMcthi NPwa@d d h 0Ss @ MGdDadt @bepsy s t
obscures the real probl ems. Ustap lyee spcoub”ltoypei qsmgt |n@arj us:
fjetting peopl e ta tdomevahnast cweea\{larml&ge_se-
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Ensuring the Cybersecurity of Manufacturing

Systems

By Timothy Zi mmer man, NI ST, October 6 , 2017

Cybersecurity, at this point in the technological age, has
seems there is a story on the news about a newly discovered
practices Many of these incdatawhi ah er d vicdse di mrowmdl Bt obden
structure. However, the breaches that interest me are those
much of the world arV\oournIdd uhse aal ntdh haanvde sraefaelt y consequences i f t
i mportant systems nd devices are known as operational technc

Typically hidden in plain sight, OT controls many of the p
di stribution, hydroelectric dams, water treatment, buil diing |
eties of manufacturing. Again, the most important characteristic of OT is their ability to reach out from the digital world and ma -
ni pulate the physical wor® dn oshedief fwiec thlutmatnes irmesgidree ddme of t
critical OT processes were to be compromised because of poor

So, how do these systems mani pul ate thedephgmpetcmbciwod| 8PeAe!

fee makerpr onpheors ef uncti omypdr orpeelry fam
tiewery morning

Inside the coffee maker ther i s
valves and heating el ements tha WO |
i on, t he mo st del i cious and invigo
known | f the comput er fnmikliendg tpo oma
the consequences can vary from si mp
fee because the water was never he:
heating el ement stayed on al/l day,
house. The same is true for more el s
turing machines and robot s, whi ch ¢
and actuators
So, &hathe problem with securing t
l ong ago, OT systems were built wusi
ware and their operational details v
er , OT Il everages many of the same t
created for | T, e. g., net wor ki ng, the internet, operating sy
t his shared(steeaahsryoltoogyassmtme that any type of cybersecurity t
this is not the case
For exampl e, cybersecurity devices that filter wunauthorize
simply by preventing important data from reaching its deésati nce
Software used to scan a network for vulnerabllities may send
which is especially bad if the device is actively contraovlel i n¢
a detrimental i mpact on the performance of these critical sys
This i Puwherdegrob. I'n our | aboratory testbed, we install,
on emul ated manufacturing systems. We have al/l the parts and
ing identical industrial comacbihersnteetwoek bhanddwaer, r bbmas
our testbed OT and the real manufacturing processes are the
tional characteristics
Standards and guidelines detailing best practices for prot e
groups and government agencies. However, one thing they are
tections with potenti al negative i mpacts they may have on pel
lines, test methods, metrics and tools based on measurement s
effectively apply cybersecurity protections on their sy#gyems
Our work has alreadyfaesutted  Cybefaisleeur ity Framewor-kaseaevhi &-
proach to help manufacturers i mplement, manage and i mprove t
practices And to put the manufacturi ng prroobfoitlpec aetnod stshtee aebtsrto,l
under many different configurations and scenarios while measu
st here

Read the re
n



https://www.nist.gov/blogs/taking-measure/ensuring-cybersecurity-manufacturing-systems

Top 10 most desired traits for cybersecurity jo

candidates

By Doug Ol eni k, SC Magazine, September 18, 2017

Finding a good candidat e, or possibly any candidate, to fil
is one of the greatest challenges facing security executives

So with that in mind, SC asked some of the top names in the

1. Continuous Learner
Shamla Nai doo, Chi ef I nformation Security Officer, | BM

The cybersecurity |l andscape is evolving continuously and r
security hire is someohgomdomne awmi tdho nahteursadmecur i osi ty Thheat \
security workforce needs people who wild]l be a part of ieavent
future. For me , it's about hiring someone who has irntmelt|l g autsu
experience to plrfookm fbe demenstrable willingness to | earn
specific examples of where they've done this successfully in

2. Persistence
Reg HacCEOsbf GreyCastle Security

fiThe most i mportant quality | |l ook for when hiring new tal
gumption to do the job right? In the cybersec-uhbhygi wgrl dputtah
di fficult to start with, So persistence is key. Addi tmudanalnl y
this industry, as security consultants have to dleeaVelwidxhe ctuntei
end users.There's no time to second guess yourself

3 Curious and Perceptive
Renee Walrath, Founder of Walrath Recruiting

"To work in cybersecurity, curiosity is an absolutelytédssen
same fashion, wi || quickly be outdated, and subject to breac
weaknesses before they become weaknesses. A cybersecurity pr
ahead of external threats Proactively Il earning and updating

PerceqtAi gepod cybersecurity professional needs to see probl
the company, thinking of what they want to protect Theyeal s
any weaknesses or pl aces to attack. Having both perspective:
external threats."”

4. Cerebral, Instinctive and Emotional
Chris Drake, CEO Ar mor

The dynamic nature of cyber security dictates that a person
be successful. Whil e tangible skills |like these are crtihe cal
foundation for rising above the crowd, including:

Cerebratelligence, process and reason

I nstiinicntnavtee desire, awareness, quick thinking

Emotiiomeadrt, passion, sense of duty, pride, morality, just:i

It doesn't stop there, however. Wor king in cyber security
amount of coll aboration across various disciplines, whiecsh r e
This includes attributes such as creativity, confidenceavjthoc
musical talent have an innate ability to synchronize these sk

Read the rest here:
https //www.scmmmmzsdteettcreambttsobnersé(mbrity
candidates/article/ 689345/ ?2email hash=55969B59507ACF1 E61F3F
j gOMDc2NTUOSO&spJoblI D=1120220895&spReportl d=MTEyMDI yM 5NQS?2
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