
If youôre interested in joining our Board 
of Directors, but not quite sure about running 
for an elected position, consider volunteering 
as a Deputy to a Board member.  Deputies 
help the principle with the 
duties/responsibilities of the position, share 
the workload, and are authorized to act on 
behalf of the principle during the principleôs 
absence.  Serving as a Deputy is a great 
way to get Board leadership experience to 
help prepare you to serve in a Director posi-

tion.  We currently have two 
vacant Deputy positions:  
Deputy Director of Certifi-
cations, and Deputy 
Director of Professional 
Outreach.  If interested, 
you may contact the 
Director for either of those 
positions via our Key Per-
sonnel page or let me (or 
any Board member) know.   

Our Annual Awards lunch-
eon is scheduled for 6 Dec, at the Marriott, 
5580 Tech Center Drive.  Please save the 
date on your calendar to ensure youôre able 
to attend.  Watch for an email with the details 
soon!   

Thank you all for your continued engage-
ment and support of our Chapter!  

Colleen 
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C 
olleagues, 

This month our lunch Chapter 
Membership meeting is on Tuesday, 
13 November, at the HP facility on 

Rockrimmon Blvd, and the dinner meeting is 
on Wednesday, 14 November, at the 
Disabled American Vets facility on Palmer 
Park Blvd.  Please note the change and 
ensure you register for the appropriate lunch 
(on Tuesday) or dinner (on Wednesday) 
meeting.   

Weôre currently seek-
ing candidates to run for 
election to several Board 
positions.  An email went 
out on Friday, 2 Nov, with 
the details.  Our chapter 
requires strong volunteer 
leaders willing to invest 
some time and effort into 
ensuring our chapter 
remains a viable force in 
the cybersecurity realm.  
Learn more about the duties/responsibilities 
by reading the position descriptions located 
in the restricted area of our Chapter website.  
If you have any questions, please contact 
our Elections Committee (email: Past-
President@ISSA-COS.org), or any Board 
member.  You can also email any of the 
incumbents via our Chapter website, under 
Key Personnel.  Serving on our Board of 
Directors is a great way to engage in helping 
lead, manage, and steer Chapter initiatives!   

The ISSA Colorado Springs Newsletter incorporates open source news articles in compliance with 

USC Title 17, Section 107, Paragraph a (slightly truncated to avoid copyright infringement) as a training 

method to educate readers on security matters .  

The views expressed in articles obtained from public sources within this newsletter do not neces-

sarily reflect those of ISSA, this Chapter or its leadership. 

Names, products, and services referenced within this document may be the trade names, trade-

marks, or service marks of their respective owners. References to commercial vendors and their prod-

ucts or services are provided strictly as a convenience to our members, and do not constitute or imply 

endorsement by ISSA or the Colorado Springs Chapter of ISSA of any entity, event, product, service, or 

enterprise. 

Elections are Coming II 

A Note From 

Our President 

 

By Ms. Colleen Murphy 
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ñMost attacks 
still involve 
violations of 
data, privacy, 
and 
confidentiality. 
But weôre 
entering a new 
era.ò  

comparable to a person trying to identify a 
sound. And its accuracy rate is close to other 
sound recognition systems such 
as BodyScope (71.5 per cent) 
and SoundSense (84 per cent). Ubicoustics, 
however, recognizes a wider range of activities 
without site-specific training. 

Alexa to the rescue 

Alexa, informed by this model, could in 
theory hear if you left the water running in your 
kitchen and might, given the appropriate Alexa 
Skill, take some action in response, like turning 
off your smart faucet or ordering a boat from 
Amazon.com to navigate around your flooded 
home. That is, assuming it didn't misinterpret 
the sound in the first place. 

The researchers suggest their system could 
be used, for example, to send a notification 
when a laundry load finished. Or it might 
promote public health: By detecting frequent 
coughs or sneezes, the system "could enable 
smartwatches to track the onset of symptoms 
and potentially nudge users towards healthy 
behaviors, such as washing hands or 
scheduling a doctorôs appointment." 

In an email to The Register, Chris Harrison, 
assistant professor of human-computer 
interaction at CMU and director the Future 
Interfaces Group, said accuracy of about 90 to 
95 per cent would be sufficient for deployment. 

He sees false positives, where the system 
hears a sound and think it's something else, as 
particularly problematic for real world usage. 

"These are very annoying to users, and so 
it would have to be more at like 99 per cent 
[accuracy] for this," he said. "I think we can 
achieve both of these accuracies with a year or 
so. Weôve already made so much progress just 
as a small research team. The big players can 
muster proper resources." 

Harrison said a related project 
called Vibrosight, which involves using a laser 
to measure physical vibrations of an object to 
determine what it's doing, has already achieved 
sufficient accuracy for deployment. 

To improve accuracy, the paper suggests 
better quality mics and higher sound sample 
rates could help, as might more sophisticated 
deep learning models such as ResNets. It also 
acknowledges that a world littered with active 
microphones might raise privacy concerns. 

Read the rest here: 

https://www.theregister.co.uk/2018/10/15/alexa
_sound_recognition/ 

By Thomas Claburn, The 
Register, October 15, 2018 

Boffins have devised a way 
to make eavesdropping 
smartwatches, computers, 
mobile devices, and speakers 
with endearing names like Alexa 
better aware of what's going on 
around them. 

In a paper to be presented 
today at the ACM Symposium on 
User Interface Software and 
Technology (UIST) in Berlin, 
Germany, computer scientists 
Gierad Laput, Karan Ahuja, 
Mayank Goel, and Chris Harrison 

describe a real-time, activity recognition 
system capable of interpreting collected 
sound. 

In other words, a software that uses 
devices' always-on builtin microphones to 
sense what exactly's going on in the 
background. 

The researchers, based at Carnegie 
Mellon University in the US, refer to their 
project as "Ubicoustics" because of the 
ubiquity of microphones in modern computing 
devices. 

As they observe in their paper, 
"Ubicoustics: Plug-and-Play Acoustic Activity 
Recognition," real-time sound evaluation to 
classify activities and and context is an 
ongoing area of investigation. What CMU's 
comp sci types have added is a sophisticated 
sound-labeling model trained on high-quality 
sound effects libraries, the sort used in 
Hollywood entertainment and electronic 
games. 

As good as you and me 

Sound-identifying machine-learning 
models built using these audio effects turn out 
to be more accurate than those trained on 
acoustic data mined from the internet, the 
boffins claim. "Results show that our system 
can achieve human-level performance, both 
in terms of recognition accuracy and false 
positive rejection," the paper states. 

The researchers report accuracy of 80.4 
per cent in the wild. So their system 
misclassifies about one sound in five. While 
not quite good enough for deployment in 
people's homes, it is, the CMU team claims, 

Alexa heard what you did last summer ð and she knows 

what that was, too 
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https://www.theregister.co.uk/2018/10/15/alexa_sound_recognition/
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First, I would like to welcome our new members on behalf of the Chapter!  When youôre 

participating in Chapter activities, please take a moment to introduce yourself to members of 

the board, me, and other members.  Donôt forget to identify yourself as a new member and feel 

free to ask for help or information.  Thanks for joining the Chapter and donôt forget to look for 

opportunities to lend your expertise to improve the Chapter.  Weôre always open to new ideas and 

suggestions.   

Melissa Absher has decided to give up her position as chairperson for 

the Mentorship Committee after four years of service in that role.  So, we 

need a volunteer to take on this role for the chapter.  If youôre interested, 

please contact me at membership@issa-cos.org or any board member at 

cos-board-new@issa-cos.org.  If you have questions about what the role 

requires, Melissa can answer any questions you might haveðyou can 

reach her at the membership email address above.  She will be continuing 

in her role as Deputy Membership VP. 
 

We have lots of upcoming activities scheduled in the next couple of 

monthsðmeetings, elections and our annual recognition banquet in 

December.  Please watch the Newsletter, communications and eVites to 

ensure you stay aware of whatôs going on in the chapter.  As always, if you 

have any membership questions donôt hesitate to contact me. 
 

Our membership is steady at ~473 members as of the end of October.  As youôre going about 

your daily activities, please take the time to engage your colleagues, ask if theyôre ISSA members, 

and if not take a couple of minutes to convince them of the value of becoming a member of our 

chapter.  Word of mouth is our primary method of advertising.  If you donôt take the time to tell 

people of our organization, folks wonôt know all the advantages we bring to their professional life.  

Renewals are also critical to maintaining our membership.  If you are considering not renewing, 

please talk to me or one of the other board members to help us understand what we can do better to 

support our membership and retain you as active chapter members.  

Thanks,  

David Reed 
Membership Committee Chairman  

dreed54321@comcast.net 

V O L U M E  7  

Membership Update 

New Members 
October 

Todd Dughman 

Andrew Thornsley 

Kristen Gallien 

Robyn Tarin 

Kevin Bowles 

Justin Cogdill 

Gwendolyn Anderson 

Syed Rahman 

Damion McCurdy 

Connor Gurule 

Steven Mulig 

mailto:membership@issa-cos.org
mailto:cos-board-new@issa-cos.org
mailto:dreed54321@comcast.net


Update Your Profile! 
 

Donõt forget to periodically logon to 

www.issa.org  and update your personal 

information. 
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Journalist Hunter S. 
Thompson once stated, 
ÙThere is no such thing 
as paranoia. Your worst 
fears can come true at 
any momentÚ.  

I S S A - C O S  N E W S  

Facebook%20Messenger
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USB & U 

 

 

By John Mildner, CISSP-ISSEP, CSSLP, CyberConnect (a JSCS Newsletter), 2018 Q2 

¢ƘŜ ¦ƴƛǾŜǊǎŀƭ {ŜǊƛŀƭ .ǳǎ ό¦{.ύ ŎƻƴƴŜŎǘǎ Ƙƻǎǘǎ όŎƻƳǇǳǘŜǊǎύ ǘƻ ŘŜǾƛŎŜǎ όǇŜǊƛǇƘŜǊŀƭǎύ ŀƴŘ ƛǎ ǿƛŘŜƭȅ ǳǎŜŘ ƛƴ ƳƻŘπ
ŜǊƴ L¢Φ ¢Ƙƛǎ ŀǊǝŎƭŜ ŦƻŎǳǎŜǎ ƻƴ ŜƭŜƳŜƴǘǎ ƻŦ ƛǘǎ ƘŀǊŘǿŀǊŜ ǎŜŎǳǊƛǘȅ ǿƘŜƴ ǳǎŜŘ ƻǳǘǎƛŘŜ ŀƴŘ ƛƴǎƛŘŜ ƻǳǊ ŦŀŎƛƭƛǝŜǎΦ wŜπ
ƎŀǊŘƭŜǎǎ ƻŦ ŜƴǾƛǊƻƴƳŜƴǘΣ ǿŜ ŀǊŜ ŎƻƴŎŜǊƴŜŘ ǿƛǘƘ ǘƘŜ ǇƘȅǎƛŎŀƭ ¦{. ŎƻƴƴŜŎǝƻƴ ōŜƛƴƎ ǳǎŜŘ ǘƻ ŀũŜŎǘ ǘƘŜ ŎƻƴŬŘŜƴǝπ
ŀƭƛǘȅ ŀƴŘ ƛƴǘŜƎǊƛǘȅ ƻŦ Řŀǘŀ ƻƴ ǘƘŜ Ƙƻǎǘ ƻǊ ŘŜǾƛŎŜΦ 

hǳǘǎƛŘŜ ƻǳǊ ŦŀŎƛƭƛǝŜǎ ǿŜ ǳǎŜ ōƻǘƘ ƎƻǾŜǊƴƳŜƴǘ-ƻǿƴŜŘ ŀƴŘ ǇǊƛǾŀǘŜƭȅ-ƻǿƴŜŘ ǇƻǊǘŀōƭŜ ŜƭŜŎǘǊƻƴƛŎ ŘŜǾƛŎŜǎ ǎǳŎƘ ŀǎ 
ŎŜƭƭ ǇƘƻƴŜǎΣ ǘŀōƭŜǘǎΣ ƘŜŀŘǇƘƻƴŜǎΣ ŀƴŘ ƻǘƘŜǊ ǘŜŎƘƴƻƭƻƎȅΦ ¢ƘŜƛǊ ōŀǧŜǊƛŜǎ ƴŜŜŘ ŦǊŜǉǳŜƴǘ ŎƘŀǊƎƛƴƎΦ ¢ƻ ŀŘŘǊŜǎǎ ǘƘƛǎ 
ƴŜŜŘ ŎƘŀǊƎƛƴƎ ǇƻǊǘǎ ŀǊŜ ƻƊŜƴ ǇǊŜǎŜƴǘ ƛƴ ŎŀǊǎΣ ŀƛǊǇƻǊǘǎΣ ŀƛǊǇƭŀƴŜǎΣ ƘƻǘŜƭǎΣ ŀƴŘ ƻǘƘŜǊ ŎƻƳƳŜǊŎƛŀƭ ŜǎǘŀōƭƛǎƘƳŜƴǘǎΦ 

¦{. ǘǊŀƴǎŦŜǊǎ ōƻǘƘ ǇƻǿŜǊ ŀƴŘ ŘŀǘŀΦ ¦{. Ƙŀǎ ƎƻƴŜ ǘƘǊƻǳƎƘ Ƴŀƴȅ ŜǾƻƭǳǝƻƴǎ ǎƛƴŎŜ ƛǘǎ ƛƴǘǊƻŘǳŎǝƻƴ ƛƴ мффрΦ ¢ƘŜ 
Ƴƻǎǘ ŎƻƳƳƻƴΣ ¦{. м ŀƴŘ ¦{. нΣ ǳǎŜ ŦƻǳǊ ǿƛǊŜǎΥ ǇƻǿŜǊ όǇƛƴ мύΣ ƎǊƻǳƴŘ όǇƛƴ пύΣ ŀƴŘ ŘƛũŜǊŜƴǝŀƭ Řŀǘŀ όǇƛƴǎ н ϧоύΦ 
²ƘŜƴ ƻǳǊ ƘŀƴŘƘŜƭŘǎ ŀǊŜ ǘƘƛǊǎǘȅΣ ǿŜ ǿŀƴǘ ǘƘŜ ǇƻǿŜǊΦ IƻǿŜǾŜǊΣ ǘƘŜǊŜ ƛǎ ǘƘŜ Ǌƛǎƪ ƻŦ ŀ ŎŀǊ ǎȅƴŎƛƴƎ ŀƭƭ ƻŦ ƻǳǊ ŎƻƴǘŀŎǘǎ 
ŀƴŘ ƻǘƘŜǊ ŘŀǘŀΦ {ƛƳƛƭŀǊƭȅΣ ŀ ǊƻƎǳŜ ŎƘŀǊƎƛƴƎ ǎǘŀǝƻƴ όŀƴŘ ǘƘŜȅ ŀǊŜ ƻǳǘ ǘƘŜǊŜύ Ŏŀƴ ǎǘŜŀƭ ƻǳǊ Řŀǘŀ ŀƴŘ ƛƴǎǘŀƭƭ ƳŀƭƛŎƛƻǳǎ 
ǎƻƊǿŀǊŜΦ 

! ǇƻǇǳƭŀǊ ǎƻƭǳǝƻƴ ƛǎ ǘƘŜ ¦{. Řŀǘŀ ōƭƻŎƪŜǊ ǘƘŀǘ ǳǎŜǎ ǘƘŜ ǊŜŎǘŀƴƎǳƭŀǊ ¦{. {ǘŀƴŘŀǊŘ-! ŎƻƴƴŜŎǘƻǊ ŦƻǳƴŘ ƻƴ Ƴƻǎǘ 
Ƙƻǎǘǎ ŀƴŘ ŎƘŀǊƎŜǊǎΦ ¢ƘŜ Řŀǘŀ ōƭƻŎƪŜǊ ƛǎ ƛƴǎŜǊǘŜŘ ōŜǘǿŜŜƴ ǘƘŜ Ƙƻǎǘ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜΩǎ ¦{. ŎŀōƭŜΦ ¢ƘŜ Řŀǘŀ ōƭƻŎƪŜǊ ƛǎ 
ǎƳŀƭƭ όŀ ŎƻǳǇƭŜ ƛƴŎƘŜǎ ƛƴ ƭŜƴƎǘƘύ ŀƴŘ Ƙŀǎ ǘƘŜ ŜƭŜŎǘǊƻƴƛŎǎ ƴŜŜŘŜŘ ǘƻ ŜƴŀōƭŜ ǘƘŜ ŎƘŀǊƎƛƴƎ ƻŦ ǘƘŜ ŘŜǾƛŎŜ ǘƘǊƻǳƎƘ Ǉƛƴǎ 
м ŀƴŘ пΦ ²Ƙŀǘ ƛǘ ŘƻŜǎƴΩǘ ƘŀǾŜ ƛǎ ŀ Řŀǘŀ ǎǳǇǇƻǊǝƴƎ ŎƻƴƴŜŎǝƻƴ ōŜǘǿŜŜƴ ǘƘŜ ŘŜǾƛŎŜ ŀƴŘ ǘƘŜ Ƙƻǎǘ ǘƘƻǳƎƘ Ǉƛƴǎ н ŀƴŘ 
оΦ 

!ǎ ŀ ƭŀō ŜȄŜǊŎƛǎŜ ǿŜ ŀǎǎŜǎǎŜŘ ǘƘŜ tƭǳƎŀōƭŜ ¦{.-a/мΣ tƻǊǘŀtƻǿΣ ŀƴŘ {ȅƴŎǎǘƻǇ ƳƻŘŜƭ Řŀǘŀ ōƭƻŎƪŜǊǎΦ !ƭƭ 
ōƭƻŎƪŜŘ ǘƘŜ ƅƻǿ ƻŦ Řŀǘŀ ōŜǘǿŜŜƴ ǘƘŜ Ƙƻǎǘ ŀƴŘ ǘƘŜ ŘŜǾƛŎŜ ǿƘƛƭŜ ŀƭƭƻǿƛƴƎ ǇƻǿŜǊ ǘƻ ƅƻǿ ǘƻ ǘƘŜ ŘŜǾƛŎŜΦ 5ƛǎŀǎǎŜƳōƭȅ 
ŀƴŘ ǇƘȅǎƛŎŀƭ ŜȄŀƳƛƴŀǝƻƴ ƻŦ ǘƘŜ Řŀǘŀ ōƭƻŎƪŜǊǎ ŘƛŘ ƴƻǘ ǊŜǾŜŀƭ ƭŀǘŜƴǘ ¢ǊƻƧŀƴ IƻǊǎŜ ŎŀǇŀōƛƭƛǘȅ ŦƻǊ Řŀǘŀ ƛƴƧŜŎǝƻƴ ƻǊ 
ǊŜǘǊƛŜǾŀƭΦ ¢ƘŜ ǾŜƴŘƻǊǎ ŀŘǾŜǊǝǎŜ ŘƛũŜǊƛƴƎ ǇƻǿŜǊ ǘǊŀƴǎŦŜǊ ŎŀǇŀōƛƭƛǝŜǎΣ ǿƘƛŎƘ ǿŜ ŘƛŘ ƴƻǘ ŀǎǎŜǎǎΦ ²ƘŜƴ ǳǎŜŘ ǿƛǘƘ ŀ 
ŎŀōƭŜ ƘŀǾƛƴƎ ŀ ¦{. {ǘŀƴŘŀǊŘ-! ŎƻƴƴŜŎǘƻǊΣ ǘƘŜ Řŀǘŀ ōƭƻŎƪŜǊǎ Ŏŀƴ ōŜ ǳǎŜŘ ǿƛǘƘ ¦{. о ƻǊ ¦{.-/ ŘŜǾƛŎŜǎ ŀǎ ǘƘŜƛǊ ŀŘπ
Řƛǝƻƴŀƭ Řŀǘŀ Ǉƛƴǎ ŎŀƴΩǘ ƅƻǿ Řŀǘŀ ǿƘŜƴ ǘƘŜȅ ŀǊŜ ƴƻǘ ŎƻƴƴŜŎǘŜŘΦ 

¦{. Řŀǘŀ ōƭƻŎƪŜǊǎ ƘŀǾŜ ƭƛǧƭŜ ǳǎŜ ƛƴǎƛŘŜ ƻǳǊ ŎƭŀǎǎƛŬŜŘ ŦŀŎƛƭƛǝŜǎΦ ! ŎƘŀǊƎŜǊ όǿŀƭƭ-ǿŀǊǘύ ǿƛǘƘ ŀ ŘŜŘƛŎŀǘŜŘ ŎƘŀǊƎƛƴƎ 
ǇƻǊǘ ǎƘƻǳƭŘ ōŜ ǳǎŜŘ ƛƴǎǘŜŀŘ ǘƻ ǇǊƻǾƛŘŜ ŜȄǇƭƛŎƛǘ ǇƘȅǎƛŎŀƭ ƛǎƻƭŀǝƻƴΦ /ŀƴ ǿŜ ŘŜǘŜŎǘ ǘƘŜ ǳǎŜ ƻŦ ŀ ¦{. Řŀǘŀ ōƭƻŎƪŜǊ ƻƴ 
ƻǳǊ L¢Κ ¦ƴƭŜǎǎ ǿŜ ŀŎǘǳŀƭƭȅ ǎŜŜ ƛǘ ƛƴ ǳǎŜΣ ǇǊƻōŀōƭȅ ƴƻǘΦ !ƊŜǊ Ƙƻǎǘ-ŘŜǾƛŎŜ ǇƻǿŜǊ ǘǊŀƴǎŦŜǊ Ƙŀǎ ōŜŜƴ ŎƻƴŬƎǳǊŜŘ ǘƘŜ 
Ƙƻǎǘ-ŘŜǾƛŎŜ Řŀǘŀ ƴŜƎƻǝŀǝƻƴǎ Ŏŀƴ ƻŎŎǳǊΦ LŦ ǘƘŜ Ƙƻǎǘ-ŘŜǾƛŎŜ ŎƻƴƴŜŎǝƻƴ ƛǎ ǇƘȅǎƛŎŀƭƭȅ ōƭƻŎƪŜŘ ōȅ ǘƘŜ Řŀǘŀ ōƭƻŎƪŜǊΣ 
ǘƘŜƴ Ƙƻǎǘ-ŘŜǾƛŎŜ Řŀǘŀ ƴŜƎƻǝŀǝƻƴǎ ƴŜǾŜǊ ƻŎŎǳǊΦ ¢ƘŜ ƘƻǎǘΩǎ ƻǇŜǊŀǝƴƎ ǎȅǎǘŜƳ ƴŜǾŜǊ ƴŜƎƻǝŀǘŜǎ ŀ Řŀǘŀ ŎƻƴƴŜŎǝƻƴ 
ŀƴŘ ƴŜǾŜǊ ǊŜǇƻǊǘǎ ƛǘ ǘƻ ǘƘŜ ŜƴŘ Ǉƻƛƴǘ ǇǊƻǘŜŎǝƻƴ ǎƻƊǿŀǊŜΦ tƻƭƭƛƴƎ ǘƘŜ ƘƻǎǘΩǎ ƘŀǊŘǿŀǊŜ ¦{. ŎƻƴǘǊƻƭƭŜǊ ŦƻǊ ǇƻǿŜǊ 
ǳǎŀƎŜ ƛǎ ŀƴ ƛƴŜŶŎƛŜƴǘ ŀƴŘ ƛƴŜũŜŎǝǾŜ ƳŜŀƴǎ ƻŦ ŘŜǘŜŎǝƴƎ ǿƘŜǘƘŜǊ ¦{. ǇƻǿŜǊ ƛǎ ōŜƛƴƎ ǎƛǇƘƻƴŜŘ ƻǳǘ ƻŦ ǘƘŜ Ƙƻǎǘ 
όŀƴŘ ƴƻǘ ǎǳǇǇƻǊǘŜŘ ōȅ ƻǳǊ ŜƴŘ Ǉƻƛƴǘ ǇǊƻǘŜŎǝƻƴύΦ 

CƻǊ ƻǳǊ ǇƻǊǘŀōƭŜ ŜƭŜŎǘǊƻƴƛŎ ŘŜǾƛŎŜǎ ¦{. Řŀǘŀ ōƭƻŎƪŜǊǎ Ŏŀƴ ǇǊƻǾƛŘŜ Řŀǘŀ ŎƻƴŬŘŜƴǝŀƭƛǘȅ ŀƴŘ ƛƴǘŜƎǊƛǘȅ ǿƘƛƭŜ 
ǇǊƻǾƛŘƛƴƎ ǇƻǿŜǊ ŀǾŀƛƭŀōƛƭƛǘȅΦ !ǎ ǘƘŜȅ ŀǊŜ ƛƴŜȄǇŜƴǎƛǾŜ ƭƛƎƘǘǿŜƛƎƘǘ ǇǊƻǘŜŎǝƻƴΣ Ƴȅ ŎƻǿƻǊƪŜǊǎ ŀƴŘ L ƘŀǾŜ ǘƘŜƳ ƛƴ ƻǳǊ 
ǘǊŀǾŜƭ ƪƛǘǎΦ 
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Candidates for the Upcoming Chapter Elections 
Iôm William (Bill) Blake, currently one of the Members-at-Large.  Iôm running for election to a 2 

year term as Member-at-Large this year. Iôve been a member of the Colorado Springs ISSA chapter 
since 1998.  Iôve been working in IT and Cyber Security for over 45 years. That includes an even 
mix of DoD (Iôm retired AF) and commercial experience.  Iôve 
enjoyed being on the board supporting the chapter for the 
past 2 years and would appreciate your consideration for 
another 2 years.  

 

 

Ernest Campos - Candidate for President 

For the last 12-years, I have volunteered as a 1-on-1 
professional mentor and have assisted with founding two 
separate mentoring programs for Non-Profit Organizations 
(ISSA-COS and George Washington University (GWU) Tech 
Alumni Association).  I currently serve on the Board of 
Directors for ISSA-COS as the member-elect Vice-President 
and am often asked to provide insights pertaining to 
requisite elements needed to maintain a vibrant and sustainable Cybersecurity ecosystem at the 
individual, organizational, and industry levels. Numerous collegiate institutions, professional 
organizations, and local government offices throughout Colorado Springs have requested 
my participation on cyber-related focus groups, round table meetings, and panel discussions.  

I have spent nearly thirty (30) years as a Small Business Entrepreneur, First-line Corporate 
Manager, Senior Program/Project Manager, and an Information Systems Technologist specializing 
in Complex Computing Solutions. Throughout my career, I have supported numerous Federal 
organizations including: The White House, The Central Intelligence Agency, The National 
Reconnaissance Office, The National Counter-Terrorism Center, The Federal Bureau of 
Investigation, The Department of Homeland Security, The Department of State, and others.  Prior to 
joining industry, I served 11-years in the U.S. Air Force as a White House Communications, Senior 
Information Systems Technology Lead.  

If elected President, my focus will be to elevate current programming for ISSA-COS events while 
streamlining the effort required to produce our events. I believe more members would volunteer to 
support our organization if tasks were simplified and well defined. I also plan to expand our footprint 
into industries beyond just Federal/DoD. As a volunteer to the COS Chamber and EDC, I have 
gained insight into the needs of other industries such as Healthcare, Finance, and Retail. All of 
these industries are desperately requesting Cybersecurity guidance and knowledge and we, as 
members of our own community, depend on their ability to function with security, reliability, an 
integrity.  Last of all, I intend to honor the many years of success ISSA-COS has experience. I won't 
fix things that aren't broken, and I will uphold our sound reputation. 
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Attention all members!!!  
 
Please take a moment to ponder and recognize 

an ISSA Colorado Springs chapter member for ex-
emplary participation, achievements, professional-
ism, etc.  The nomination may be informal as you 
like.  Simply submit a short sentence that identifies 
the person and for what you believe they should be recognized.   

 
The deadline for submission is November 15th, 2018.    

 
Please email the Director of Certifications at certification@issa-cos.org 

The US National Cyber Strategy 
By Bruce Schneier, Schneier on Security, October 10, 2018 

Last month, the White House released the "National Cyber Strategy of the United States of America. I generally don't have 
much to say about these sorts of documents. They're filled with broad generalities. Who can argue with: 

¶ Defend the homeland by protecting networks, systems, functions, and data; 

¶ Promote American prosperity by nurturing a secure, thriving digital economy and fostering strong domestic innovation; 

¶ Preserve peace and security by strengthening the ability of the United States in concert with allies and partners - to deter 
and, if necessary, punish those who use cyber tools for malicious purposes; and 

¶ Expand American influence abroad to extend the key tenets of an open, interoperable, reliable, and secure Internet. 

The devil is in the details, of course. And the strategy includes no details. 

In a New York Times op-ed, Josephine Wolff argues that this new strategy, together with the more-detailed Department of 
Defense cyber strategy and the classified National Security Presidential Memorandum 13, represent a dangerous shift of US 
cybersecurity posture from defensive to offensive: 

¶ ...the National Cyber Strategy represents an abrupt and reckless shift in how the United States government engages with ad-

versaries online. Instead of continuing to focus on strengthening defensive technologies and minimizing the impact of security 

breaches, the Trump administration plans to ramp up offensive cyberoperations. The new goal: deter adversaries through pre-

emptive cyberattacks and make other nations fear our retaliatory powers. 

¶ The Trump administration's shift to an offensive approach is designed to escalate cyber conflicts, and that escalation could be 

dangerous. Not only will it detract resources and attention from the more pressing issues of defense and risk management, 

but it will also encourage the government to act recklessly in directing cyberattacks at targets before they can be certain of 

who those targets are and what they are doing. 

¶ There is no evidence that pre-emptive cyberattacks will serve as effective deterrents to our adversaries in cyberspace. In fact, 

every time a country has initiated an unprompted cyberattack, it has invariably led to more conflict and has encouraged retalia-

tory breaches rather than deterring them. Nearly every major publicly known online intrusion that Russia or North Korea has 

perpetrated against the United States has had significant and unpleasant consequences. 

Read the rest here: 

https://www.schneier.com/blog/archives/2018/10/the_us_national.html 

mailto:certification@issa-cos.org
https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
https://www.schneier.com/blog/archives/2018/10/the_us_national.html


The Cybersecurity World Is Debating WTF Is 

Going on With Bloombergõs Chinese 

Microchip Stories 
By Jason Koebler, Joseph Cox, and Lorenzo Franceschi-Bicchierai, Motherboard, 9 October 2018 

On Tuesday, Bloomberg doubled down on its bombshell report from last week, which alleged China had surreptitiously 
implanted tiny chips into the motherboards of servers to spy on US companies such as Apple and Amazon. If true, this would 
be one of the worst hacks in history. 

In its new story, Bloomberg reports that a US telecom discovered and removed ñmanipulated hardwareò in its servers. The 
article does not name the telecom and the key claims are all attributed to one source, Yossi Appleboum, co-CEO of security 
consultant Sepio Systems. Bloomberg reports Appleboum provided ñdocuments, analysis, and other evidence,ò but does not 
publish those or provide more information about what types of documents or evidence it has.  

It is not clear in the article that Bloomberg knows which telecom is 
apparently affected; it notes that Appleboum is covered by an non-
disclosure agreement. Motherboard has reached out to 10 major US 
telecom providers, and the four biggest telecoms in the US have 
denied to Motherboard that they were attacked: In an email, T-Mobile 
denied being the one mentioned in the Bloomberg story. Sprint said in 
an email that the company does not use SuperMicro equipment, and 
an AT&T spokesperson said in an email that "these devices are not a 
part of our network, and we are not affected." A Verizon spokesperson 
said: "Verizon's network is not affected.ò 

A CenturyLink spokesperson also denied that the company is the 
subject of Bloomberg's new story. A Cox Communications 
spokesperson said in an email: "The telecom company referenced in 
the story is NOT us." Comcast also said it's not the company in the 
Bloomberg story. 

On Monday, Apple also doubled down, with a new strong denial sent to multiple Congressional committees. The company 
sent a letter refuting the first story, published in Bloomberg's Businessweek, which said China had planted hardware backdoors 
onto motherboards made by a company called SuperMicro used by multiple US companies, including Apple and Amazon. 

The letter is the strongest signal yet from a growing array of government agencies, companies, and technical experts who 
are calling the Bloomberg story into doubt. (The new story does not directly address these denials.) 

ñYou should know that Bloomberg provided us with no evidence to substantiate their claims and our internal investigations 
concluded their claims were simply wrong,ò the letter, signed by George Stathakopoulos, vice president of information security 
at Apple, reads. 

ñApple has never found malicious chips, óhardware manipulationsô or vulnerabilities purposefully planted in any server. We 
never alerted the FBI to any security concerns like those described in the article, nor has the FBI ever contacted us about such 
an investigation,ò the letter continues. 

Bloomberg's blockbuster piece published last week promised to be our worst fears about supply chain attacks realized. 
The article claimed the Chinese government had managed to plant tiny, extra chips onto the motherboards of SuperMicro, a 
computer parts supplier that produces server parts for Apple, Amazon, and many others. Those chips could have given 
Chinese hackers privileged access to those companiesô systems, the piece said. 

ñHardware is a nightmare. We can barely validate software, and all our assumptions rely on the hardware working 
correctly. Pull away that assumption, itôs like removing the screws from a piece of IKEA furniture,ò Matthew Green, associate 
professor at Johns Hopkins University, previously told Motherboard in an online chat. The article itself was based mostly on 
anonymous sources, both inside impacted companies and those who had been briefed on the incident. 

Read the rest here: 

https://motherboard.vice.com/en_us/article/qv9npv/bloomberg-china-supermicro-apple-hack 
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https://motherboard.vice.com/en_us/article/qv9npv/bloomberg-china-supermicro-apple-hack
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Get Your Chapter Of The Year -  2017 Shirt 
NOW!  

Our apologies for the delay in getting the Chapter of the Year shirt ordering information out to everyone.  

We won this prestigious award because of your hard work, dedication, and exceptional support of our Chapter. Chapter of 
the Year recognition is difficult to achieve as there is strong competition among all ISSA chapters worldwide. We should be 
very proud of earning this prestigious honor. To enable everyone to show our accomplishment, we worked with a local shirt 
company to provide two options for a Chapter of the Year shirt.  

Here is a summary of the Chapter of the Year shirt info:  

TYPES:  

¶ Long-sleeve button up  

¶ Short-sleeve Polo  

COLOR:  

¶ Navy Blue  

SIZE:  

¶ Mens and Ladies sizes: S, M, L, XL, XXL  

ORDERS:  

¶ Place your order and pay via the Eventbrite links below  

COST:  

¶ Long-sleeve button up: $35.00 ($2.00 more for XXL)  

¶ Short-sleeve Polo: $28.50 ($2.00 more for XXL)  

PICK UP YOUR SHIRT AT A CHAPTER LUNCH OR DINNER MEETING  

If you have any questions or special requests, please send an email to member-at-large@issa-cos.org.  

Select the shirt you want via the following two Eventbrite links. Select the size you want after you select the type of shirt.  

https://www.eventbrite.com/e/issa-cos-shirts-long-sleeve-button-down-shirt-tickets-49269320865 

https://www.eventbrite.com/e/issa-cos-shirts-short-sleeve-polo-shirt-tickets-48316223124 

https://www.eventbrite.com/e/issa-cos-shirts-long-sleeve-button-down-shirt-tickets-49269320865
https://www.eventbrite.com/e/issa-cos-shirts-short-sleeve-polo-shirt-tickets-48316223124
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Picking flowers, making honey. 
By Alex Joske, Australian Strategic Policy Institute, October 30, 2018 

Chinaôs Peopleôs Liberation Army (PLA) is expanding its research collaboration with universities outside of China. Since 
2007, the PLA has sponsored more than 2,500 military scientists and engineers to study abroad and has developed 
relationships with researchers and institutions across the globe. 

This collaboration is highest in the Five Eyes countries, Germany and Singapore, and is often unintentionally supported by 
taxpayer funds.2 Australia has been engaged in the highest level of PLA collaboration among Five Eyes countries per capita, at 
six times the level in the US. Nearly all PLA scientists sent abroad are Chinese Communist Party members who return to China 
on time. 

Dozens of PLA scientists have obscured their military affiliations to travel to Five Eyes countries and the European Union, 
including at least 17 to Australia, where they work in areas such as hypersonic missiles and navigation technology. Those 
countries donôt count China as a security ally but rather treat it as one of their main intelligence adversaries. 

The activities discussed in this paper, described by the PLA as a process of ópicking flowers in foreign lands to make honey 

in Chinaô ( ), risk harming the Westôs strategic advantage. 

Helping a rival military develop its expertise and technology isnôt in the national interest, yet itôs not clear that Western 
universities and governments are fully aware of this phenomenon.5 Some universities have failed to respond to legitimate 
security concerns in their engagement with China. Current policies by governments and universities have not fully addressed 
issues like the transfer of knowledge and technology through collaboration with the PLA. Clear government policy towards 
universities working with the PLA is also lacking. 

Whatõs the Solution? 
Understanding and responding to PLA collaboration will require closer engagement between governments and universities. 

While universities havenôt self-regulated on this issue and havenôt controlled the associated security risks, universities and 
researchers will not effectively limit the risks of PLA collaboration on their own until governments develop clear policies on it. 

Governments need to explore a wider range of tools for limiting technology transfer, including better scrutiny of visa 
applications by Chinese military scientists and further legislation targeting military end users. 

Governments should also consider increasing funding to strategic science and technology fields, while actively limiting 
problematic foreign investment in those fields. Universities must recognise the risks of such collaboration and seek to learn the 
extent and nature of their collaboration with the PLA by actively working with government, civil society and security 
professionals. 

Introduction 

In 2017, the head of the American Association for the Advancement of Science said that óScientific progress depends on 
openness, transparency and the free flow of ideas.ô This collaborative and open spirit, including collaboration with Chinese 
scientists, has led to some of the great scientific achievements of recent times. 

While countries such as Australia and the US pride themselves on their scientific achievements, their universities and 
research institutes face limited or declining domestic funding. To address these issues, many universities have turned to 
Chinaðan emerging scientific powerhouse that has sought to build ties to scientific communities around the world. This 
collaboration has generally been a productive and welcome part of the AustraliaïChina relationship.  

The Chinese military has also ridden this wave of research collaboration, sponsoring more than 2,500 scientists to travel to 
universities in technologically advanced countries such as Australia as students or visiting scholars over the past decade. The 
volume of peer-reviewed literature produced by PLA scientists in collaboration with foreign scientists each year has grown 
steadily since 2008, following increases in the number of PLA scientists sent abroad (Figure 1). Those scientists work in 
strategic and emerging technology sectors such as quantum physics, signal processing, cryptography, navigation technology 
and autonomous vehicles. 

The PLAôs program of sending scientists abroad is different from standard military exchanges, in which military officers visit 
each otherôs institutions. Those open exchanges build understanding, communication and relationships between militaries. 

Read the rest here: 

https://www.aspi.org.au/report/picking-flowers-making-honey 
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By Staff, US-CERT, October 11, 2018 

This report is a collaborative research effort by the cyber security authorities of five nations: Australia, Canada, New 
Zealand, the United Kingdom, and the United States. 

In it we highlight the use of five publicly available tools, which have been used for malicious purposes in recent cyber 
incidents around the world. The five tools are: 

1. Remote Access Trojan: JBiFrost 

2. Webshell: China Chopper 

3. Credential Stealer: Mimikatz 

4. Lateral Movement Framework: PowerShell Empire 

5. C2 Obfuscation and Exfiltration: HUC Packet Transmitter 

To aid the work of network defenders and systems administrators, we also provide advice on limiting the effectiveness of 
these tools and detecting their use on a network. 

The individual tools we cover in this report are limited examples of the types of tools used by threat actors. You should not 
consider this an exhaustive list when planning your network defense. 

Tools and techniques for exploiting networks and the data they hold are by no means the preserve of nation states or 
criminals on the dark web. Today, malicious tools with a variety of functions are widely and freely available for use by everyone 
from skilled penetration testers, hostile state actors and organized criminals, to amateur cyber criminals. 

The tools in this Activity Alert have been used to compromise information across a wide range of critical sectors, including 
health, finance, government, and defense. Their widespread availability presents a challenge for network defense and threat-
actor attribution. 

Experience from all our countries makes it clear that, while cyber threat actors continue to develop their capabilities, they 
still make use of established tools and techniques. Even the most sophisticated threat actor groups use common, publicly 
available tools to achieve their objectives. 

Whatever these objectives may be, initial compromises of victim systems are often established through exploitation of 
common security weaknesses. Abuse of unpatched software vulnerabilities or poorly configured systems are common ways for 
a threat actor to gain access. The tools detailed in this Activity Alert come into play once a compromise has been achieved, 
enabling attackers to further their objectives within the victimôs systems. 

How to Use This Report 
The tools detailed in this Activity Alert fall into five categories: Remote Access Trojans (RATs), webshells, credential 

stealers, lateral movement frameworks, and command and control (C2) obfuscators. 

This Activity Alert provides an overview of the threat posed by each tool, along with insight into where and when it has 
been deployed by threat actors. Measures to aid detection and limit the effectiveness of each tool are also described. 

The Activity Alert concludes with general advice for improving network defense practices. 

Read the rest here: 

https://www.us-cert.gov/ncas/alerts/AA18-284A 

Publicly Available Tools Seen in Cyber 

Incidents Worldwide 
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Seven Security Activities You Should Automate 
By Stan Engelbrecht, SecurityWerek, October 12, 2018  

Automation is about more than just turning simple human actions into machine processes. Because I spend my time 
working with organizations on security orchestration, automation, and response (SOAR) solutions that apply automation across 
many aspects of the incident response and case management lifecycle, I have a unique perspective on the variety of ways that 
organizations can get value from investing in automated tools. 

Below, I have suggested seven processes that should be automated in order to save valuable time during incident 
response and security investigation procedures, and help organizations improve their overall cybersecurity posture. 

1. SIEM Escalation 
Security alerts come from a range of sources, but particularly in larger organizations, most incidents start in the SIEM. The 

funnel from SIEM to SOAR can be enhanced by automating the criteria for alert escalation. By combining well-chosen rules for 
escalation and automated intelligence gathering (as described in the following section on reputation lookups), analysts can 
focus on significant incidents and work with full context, instead of trying to pick out the genuine threats from hundreds of alerts 
every day. 

2. Reputation Lookups 

One of the biggest opportunities to save time through automation is by gathering contextual data to help analysts assess 
threats. For example, if an email is flagged as a possible phishing attempt, a SOAR platform can automatically look up the 
reputation of the URL in the email, check the geolocation of the domain owner, investigate connections to known attackers, 
and more. Without automation, analysts have to go to other apps and manually look up this information, sometimes over 100 
times per day. 

3. Risk Scoring 
Continuing with the process of escalating and enriching incidents, there is another layer of automation that SOAR 

platforms can add to help analysts quickly determine what incidents require their attention. By comparing threat intelligence, 
link analysis, and other contextual data against customized criteria to generate a risk score, automation can be used to assign 
an incident to the appropriate analyst with the right level of priority, such as lower in the queue when the possibility of a false 
positive is high. 

4. Blocking Users 
One of the most beneficial applications of automation is to simply act faster than a human analyst could. This can make a 

huge difference in limiting the damage of the incident. One example of a security action that can be accelerated by automation 
is disabling the privileges of users that have been implicated in an incident. If a userôs account is flagged for suspicious activity, 
such as logging on at unusual hours or attempting to access sensitive systems, shutting down that account immediately is the 
best chance you have to prevent a data breach. 

5. Guided Investigations 

So far, Iôve covered some of the more conventional use cases for automation, so letôs look at a less well-known idea: using 
automation to guide investigators through procedures. Itôs common to build playbooks and automate steps within them, but 
automation can also be applied to deep investigations to keep investigators on track. This is especially useful for teams that 
comprise a wide range of experience levels, because internal lessons learned, industry best practices, and even regional 
compliance requirements can be built into investigative workflows. This ensures that the right steps are taken, even if the 
investigator is not familiar with the requirements of different jurisdictions or incident types. 

6. Reporting Thresholds 

Itôs important for managers, executives, and other stakeholders 
to have visibility into security processes, but you donôt want to 
waste your security teamôs time with filling out and sending regular 
reports. With automation, you can set thresholds that trigger 
reports, such as when there are too many open incidents, or when 
someone has missed an important deadline. 

Read the rest here: 

https://www.securityweek.com/seven-security-activities-you-
should-automate 
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By Doug Olenick, SC Magazine, October 18, 2018 

A stealthy side-channel tactic for digital surveillance has been 
uncovered, which allows an attacker to ñhearò on-screen images. 

High pay, job satisfaction and strong demand are still not enough 
reason to entice people to enter the cybersecurity workforce as a new 
study shows the workforce gap increasing to almost three million 
globally. 

The 2018 study, conducted by (ISC)2, stated there are 2.9 million 
open positions which up from the 1.8 million noted in the 2017 report. 
The increase is due, in part, to (ISC)2 changing its tracking 
methodology to includes the openings that are currently available, 
along with an estimation of future staffing needs, estimates for 
academic and non-academic entrants into the field, along with 
estimates of existing pros who are pivoting to cybersecurity specialties. 

The Asia/Pacific region is suffering from the largest shortfall of 
about 2.14 million with North America having the next biggest need with 
498,000 workers needed, then EMEA at 142,000 and Latin America at 
136,000. 

ñBuilding tomorrowôs security workforce is essential to address this 
challenge and deliver robust and long-term security for organizations in 
the digital age. Filling the skill shortage will require organizations to 
change their attitude and approach to hiring, training, and participating 
in collaborative pipeline development efforts,ò said Steve Durbin, 
managing director of the Information Security Forum. 

The shortfall is having a real impact with 59 percent of the 1,500 respondents said their organization is at extreme or 
moderate risk due to cybersecurity staff shortage. Twenty-three percent reported a significant shortage of dedicated 
cybersecurity staffers on their payroll, although only 37 percent said the lack of skilled or experienced people was one of their 
top job concerns. 

Forty percent calling their worker shortfall slight. Twenty-eight percent stated they were properly staffed and three percent 
registered to have too many cybersecurity workers. 

One of the reasons why senior cybersecurity executives are having a hard time filling empty positions is what they require 
in a new hire. 

Almost half, 49 percent, require relevant cybersecurity work experience, 47 percent knowledge of advanced cybersecurity 
concepts, 43 percent cybersecurity certifications, 40 Extensive cybersecurity work experience and 39 percent want strong non-
technical/soft skills. 

Another issue not addressed by the survey, but still an important point raised by a few cybersecurity execs was retention. 
Keeping those who are finally fully trained on board is becoming increasingly difficult as cyberattacks increase in number and 
intensity. 

ñOn an average day in 2017, the Equifax Cyber Threat Center captured 2.5 billion logs and monitored more than 50,000 
cybersecurity events per second. No matter how many cybersecurity professionals you hire, human beings arenôt good are 
drudging through a mountain of manual work, yet our industry keeps asking them to,ò said Mike Banic, Vectraôs vice president. 

In order to fend off, or at least limit, the inevitable brain drain that will take place in such a high-pressure field a company 
must have a plan in place. 

ñOrganizations need to build sustainable recruiting practices as well as develop and retain the talent they already have to 
boost the organizationôs cyber resilience,ò said Bret Fund, founder and CEO at SecureSet. ñBusinesses must prepare to build 
information security capabilities across the organization and position the executive team to recognize and retain talent, both 
those who have come up through the ranks and newer employees who have worked in a digital environment and business 
roles.ò 

Read the rest here: 

https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-
report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96
Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-192718 

Cybersecurity job gap grows to 3 million, report 

https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
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New Threat 
Group Conducts 
Malwareless 
Cyber Espionage 
By Jai Vijayan, Dark Reading, October 10, 2018 

Cybercriminals seeking to avoid detection by antimalware defenses have increasingly begun using legitimate hacking tools 
and tactics ð in addition to their own malware ð to break into enterprise networks and literally hide in plain sight. Now a new 
and likely state-sponsored threat group has emerged that isn't using any custom malware at all. 

Instead, the group is exclusively relying on publicly available hacking tools and living-off-the-land tactics to conduct an es-
pecially stealthy and hard-to-detect cyber espionage campaign. 

Symantec, which was the first to spot the group, has named it Gallmaker. In a report this week, the security vendor de-
scribed Gallmaker as targeting government and military organizations in Eastern Europe and the Middle East. The group's tar-
gets have included several overseas embassies of a country in Eastern Europe, and also a defense contractor in the Middle 
East. 

Gallmaker's targeting and its use of political- and diplomatic-themed lure documents to gather information from victims sug-
gests it is an espionage-motivated group says Jon DiMaggio, senior threat intelligence analyst at Symantec. 

"The type of targets seen in the attacks really fit that of what an espionage group would be interested in," DiMaggio says. 
"If simply for financial gain, it would be odd [for Gallmaker] to restrict targets to diplomatic, military, and defense personnel." 

Gallmaker appears to have started operations in December 2017 and its most recently observed campaign was in June 
2018. What makes the group interesting is the fact that it does not use malware at all in carrying out operations. Rather, 
Gallmaker exclusively has been using only tools and protocols that many organizations use for benign purposes, such as for 
penetration testing and for data archiving and compression. 

"Gallmaker takes advantage of legitimate protocols and uses them in a manner that they were not designed for," DiMaggio 
says. 

The group's modus operandi has been to send Office lure documents to individuals at targeted organizations which when 
opened give the attackers a way to remotely execute commands in the victim system's memory using Microsoft's Office Dy-
namic Data Exchange (DDE) protocol. 

Once on a system, the attackers have then been executing various tools in memory on the victim system, making their ac-
tivities hard to spot and to stop. 

DDE is a protocol that enables messages to be sent between Microsoft apps that share data, such as between Word and 
Excel. Microsoft issued an update last December that disabled DDE by default after several malicious campaigns in which at-
tackers executed malicious code on systems via Word and Excel. The victims of the Gallmaker campaign do not appear to 
have installed the patch and are therefore still vulnerable to attack via DDE, Symantec said in its report. 

Gallmaker has been using DDE "to effectively run Rex Powershell scripts, which then allow the attacker to make a reverse 
TCP shell connection via the publicly available Metaspolit pen test tool," DiMaggio says. 

Once the attackers have gained remote control of a system, they have been downloading a legitimate WinZip console for 
packing and compressing data of interest for exfiltration, he notes. The command-and-control servers used by Gallmaker have 
all been IP addresses and not domain names. 

One reason such activity can be hard to spot is because it can appear very much like legitimate processes. Rex Pow-
ershell for instance is a library that is designed to interact with the Metasploit penetration testing suite, DiMaggio says. 
Metasploit is the go-to tool for legitimate pen testers and its presence on a network may not always been seen as a sign of ma-
licious activity. Similarly, WinZip is a legitimate archive and file compression tool that is commonly found in many organizations. 

Read the rest here: 

https://www.darkreading.com/attacks-breaches/new-threat-group-conducts-malwareless-cyber-espionage/d/d-id/1333011 

https://www.darkreading.com/attacks-breaches/new-threat-group-conducts-malwareless-cyber-espionage/d/d-id/1333011
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Ex spy bosses: Cyber-
warfare needs rules of 
engagement for 
nations to promptly 
ignore 
By  Rebecca Hill, The Register, October 24, 2018 

Former intelligence leaders have called for international 
terms of engagement in cyber warfare and greater 

collaboration between the public and private sectors to defend critical infrastructure. 

The comments came at a security-focused keynote at this year's Oracle OpenWorld conference in San Francisco, where ï 
instead of the usual parade of enthusiastic customers ï co-CEO Mark Hurd took to the stage with three former spies. 

John Scarlett, who led the UK's MI6 between 2004 and 2009, said that when it came to cyber attacks, there was ñno sense 
of the rules of the gameò and no international or legal structure. This lack of terms of engagement was central to the 
reemergence of the great tension and rivalry between different actors, he told the audience today. 

However, he conceded that it is ñhard to see how they [rules of engagement] can be developed and agreed on,ò and 
questionable whether any state would trust the various sides to implement them honestly. 

ñWe have to get our brains thinking differently,ò Scarlett said, arguing that the old way of thinking about attacks and 
defense didnôt translate into cyber threats. 

The long-expected cyber Pearl Harbor 

His comments came in response to Hurdôs opening question, which asked what a ñ9/11 cyber attackò would look like ï a 
term that the Brit spy said that he was ñwaryò of using. 

Similarly, former head of US homeland security Jeh Johnson said that the term was ñrather provocativeò, while pointing out 
that it could sometimes take years to assess the full impact of a cyber attack. 

That said, he did suggest that the impact that Russian interference in the 2016 US elections had on democracy could be 
as significant as the terrorist attacks in New York. 

Johnson said that the open, free society in the US, and the access to it via the internet, was both the nationôs greatest 
strength and a major vulnerability. 

ñI think all of us would agree that cyber space is the new battle space,ò he said, adding that the best form of defense in this 
respect was a good offense ï and that this should be a national and international priority for both governments and industry. 

ñWe need to do a better job of public-private partnerships on defense of cyber space and our critical infrastructure,ò he 
said. 

Meanwhile, Michael Hayden, who has led both the National Security Agency and the Central Intelligence Agency, said that 
the answers will not be obvious, and that the rapid pace of technological development can lead to changing definitions on what 
constitutes security. 

For instance, Hayden said that he had come down on the side of Apple in the battle between it and the feds seeking to 
break the encryption on the San Bernadino killerôs iPhone. 

This was not on privacy grounds, or on commercial grounds, he said, but ñon a broader definition of securityò. Law 
enforcementôs requests were legitimate, he said, but ñthe costs of conceding exception access outweighed the benefitsò in this 
case. 

Flexibility and possible fixes 
Hayden emphasized that this wasnôt about setting one hard and fast rule, as different factors might warrant a different 

decision; rather he urged a discussion of the balance of privacy, security, freedom and liberty. 

Read the rest here:  

https://www.theregister.co.uk/2018/10/24/cyber_warfare_oracle/ 
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