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Alexa heard what you did last sum@and she knows
what that was, too

By Thomas Claburncombarable to a person t
Register, Octobersbdand20h&d its accuracy r
Boffins have deSl%nedy a rWea&ognlt|on sys
t o mak e eavesadsrq% Lgfj gco e/l.5 per c
smartwatches, 28 ndogreste per cent). U
mobile devices, AW stéfe’akreercsogn'zes a wid
with endearing nafeshQqplReTinfeggatraining.
bett f hat'
petter aware of what'Alag8'td the’fescue

In a paper to beAlpexaenti&dormed by this:
today at the ACM Shepo¥i bemaonif you Il eft t

User Interface Kol fttcwhaerne amétdmi ght, given
Technol ogy (Ul sST)Skiilnl , Beakeénsome action i
Ger many, co puterOffscMCéthtlsm@rt faucet or
Gierad Laput, K drma@rz o NnArcwjm ,t o navigate ar
Mayank Goel, and GhAmMes Hdrarti siosSn, assuming i
describe-tiameyeadctivitytheesogndtionthe first ple
system capabl e of interTmreetrierggearccoHéresctseLplggest
sound. be used, for example, to
In other words, a swhewara Itahuantdr yselsoad fini
devices'-onal waiylsti n micpopmohes pulwlic health B)
sense what exactly's cCgoolignhgs ®©h sinreezese, the sy
background. smartwatches to track the
The researcher s, ba aegdﬂa ote%natrlnally% nudgeW:Ssre]
Mel | on Un|ve't5|_ty i .%?he ’Ilﬁﬁf&‘ﬁg onbtmté?tlt
project as UbICOUS ecau
ubiquity of microphon itm rﬁmdeeTmﬁEIdRJGtgﬂthlreirgS Har
devices. assistant profescsomp utoefr
A h b . in:tz]raction at CMU and d
. S they observe PNy £fdced2BFbup, said ac
Ub|coustanc&layPIAchoust|§5AFcé'r| Vdgtﬁ’t would be suffi
Recogni t itoinme" sroeuan d evaluation o]
classify activities and Handeecsonftaelxse iposiatni ves
gping area of investhegans oa.sonhmd a@mMuU'tshi nk i
Mo s t att @-oCm%Ssci types have addpeadr tiiscud agd phipygtoibd eetmad i ¢ f
sti || I n\veuhe ling model qumaibngdypds ighe very annoylng
Iatic)ns_|8undvteffects Librariejsy, wol§ g sREVe USSP dp "mor e
Viao ! 1 Qwood entertalnmen[taC(alp c;?]'eFBFort'hQS," h e
dat a, prigseneey, achleve both of these acc.
so. WWe already made so muc
and . Asgoodasyouandme as a smal/l research team.
COﬂfAI dent S‘% dethryt|fy|ng-Ieama|crHlbsnter proper resources.
But owe model s bU|It using these Hiawdijosoenf f egtsdturan opeél
i t b accurate thaal Mehdorsoesi ghai nevhi eh i nvo
en‘t e e a?‘our‘F data mi ned f rtogn mehaesuirret?qgrhrye;ticathe/ibra
era@a boff|ns claim. "Resultsieshowi heawhaturisysteoi ng,
can achiedxevbBlUmeprerformaopeeiciborth accuracy for de
in terms of_ recognition T%CC rprparcqu chagg)a t h
positive rejection, thbetpaé)r qaaa {ey mics “and |
The researchers reporrtatacsc ugoawclyd ofel80 . 4as mi gh
per cent in the wilddee®o | ¢denirngsmdtdems such
mi scl assifies about onemckpowd etdged i veat Whi wer | d
not quite good enough f@ropdtﬁoprieosymﬁlngthtlmalse pr
people's homes, it i s, tﬁe 5: team clalms,
€ a rest here:
https://www.theregister. cc
ISSA-COS NEWS N oam sound_recognition/
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Membership Update

rst, I would | ike to welcome our new Gme mb
participating in Chapter activities, pl ease t
the board, me , and &o tfhoerrg ente nthboe risde nthOofny your sel
free to ask for help or I nformati ond. f olrhgaentk st of
opportunities to |l end your expertilwaysoopmpr 6wve
suggestions.
New Membelr sMeli ssa Absher has decided to give

Octoberjthe Mentorship Committee after four
Todd Dughm@meedvod unttoeetrake on this roldeefiont ¢ he:
Andrew Tholpseasye conmemhe rmeh iato® .osragany board m
Kristen Galdodktonanew@i -ses.orgl f you have question
Robyn Tarifrequires, Mel i ssa can answerodyany cgaune
Kevin Bowl ¢rseach her at the membership email ad:¢

Justin Cogdiinnlher role as Deputy Membership VP.

Gwendol yn Andershon | ; . . . .
Syed Rahmali We ave ots o upcoming activitie

PEETCE, McClIJn?Od tohme et i ngs, el ections and our anr
Qecember. Pl ease watch the Newslett

Connor Gur 1%

Steven I\/luliegnsure you stay @wiam@e oif iwmathe chapt

h"ave any member s hii phegsuietsati eo ntso dcoonnt ac

OQur membership is steady at ~473 mentbhergoiarsg od
your daily activities, pl ease take tohe It S memb
and if not take a couple of mi nutes to convince
chapter. Word of mouth i s our pr i@matrayk emett heo dt ic
people of our orghankmawi ahl tbekadwant ages we b
Renewals are also critical to maintaining our n

please talk to me or one of the other board memb
support our membership and retain you as active

Thanks,

David Reed

Member ship Committe
dreed54321@co0mc:


mailto:membership@issa-cos.org
mailto:cos-board-new@issa-cos.org
mailto:dreed54321@comcast.net

A CRYPTO NERD'S WHAT WOULD

1 IMAGINATION) ¢ 1 ACTVALLY HAPPEN:
HIS LAPTOPS ENCRYPTED. H'S LAPTOP'S ENCRYPTED.
LETS BUILD A MILLION-DOULAR DRUG HIM AND HIT HIM WITH
CL-USTER To CRACK \T- THIS $5 WRENCH UNTIL

NO GooD! IT'S HE TELlS LS THE PASSWORD.
U096 -BIT RSA‘ 501— T,
EVIL PU\N
1S FOILED! ™

Update Your Profile!

Dondt forget to p
www.issa.orgnd update your personal
information.

Journallst Hunter S.
Thompson once stated,
UThere IS no sucH
as paranoia. Your worst
fears can come true at
any momentU.
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USB & U
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Candidates for the Upcoming Chapter Elections

mWi I I i am (Bilcluyr8hakg onetdafr gémhe uMembgr $§ or el
year term-akaMgmbehiies leamr .almember of the Col or
since WwW®98.een working in T and Cyheart Seaclwuideys

mi x amDoBt (rFred AF) and c
d M
DON'T VOTE?

f

enj oye being on the board

past 2 years and would appr

another 2 years.

Ernest C&Lmamas date for cmPLAIN
For thewyéasbhavu® volunt emnle o

professional mentor and hav ﬂ%’w

separate mentori ngPrporfagr aOrsg é

(1 SS6@8S and Waehgalntiovner si ty ( @ i ]y‘

Al umni Assdcicaurisoennt. by on t h ———s =

Director sCOSorasl S $rlee | neecnd eMa sciel

and a of t en pshedde i nsiguuvos

requi e elements needed to maintain a vibrant

indi v al , organi zational , and i ndustry l evel

n t

or ga Il ons, and | ocal gover nment of fices t
myparticipat-ti®ehatoead cfybeus groups, round tabl e me:e

lhave spent nearly thirty (30) year sl ianee aEL£o%ma
Manager, Senior Program/ Project Manager, and an
in Complex Computing Sotat e emsv.el TShurpwg h cewdt nmyme
organizations including: The Whi t e House, The
Reconnai ssance Of fice, -T&@heorNatm oGaht eCqunTlke F
stigation, The Department of Homel andPSeourt
ing sedusWledrls lin the U.S. Air Force as a Wh
rmation Systems Technol ogy Lead.

President, my focus will-CO® dweretl e vv
he effort required to produce our
ganization if tasks were simplifie
S beyfosnda jwasltunFteedeerr attl d Dblbe COS Ch
I ntiondtulsd rmesdsuecth a@atshedeal t hcar e,
esequestdiempeCpbed yecurity guidanc
mu noiwtny depend on t hesiercuabitlyi, t yr etl @
al | I intend to ho#{€®S thlas maperyeart
ngs that aren'tsdurmdkemep wtnat ilom.i | | uphol d
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Attenti on all me mb e

Pl ease take a moment t

an | SSA Colorado Spring:

empl ary participation,

I s m, et c. The nomi nat i

| I k®i.mpl v submi t a Short

t he person and for what

The deadli ne f or submi ssi on 1I's Nove
Pl ease email the Direcentoirf iodai€Ciea o @if

The US National Cyber Strategy

By Bruce Schneier, Schneier on Security, October 2018
Last month, the Whi tNeatHomwnsad rCe/lbeeas eSd rtabhe g’y of Ith@ethenialeldy&
much to say about these sorts of documents. They're filled wi
T Defend the homel and by protecting networks, systems, functi
T Promote American prosperity by nurturing a secure, thrivincg
T Preserve peace and security by strengthening the ability o
and, if necessary, punish those who use cyber tools for mal
f Expand American influence abroad to extend the key tenets ¢
The devil is in the details, of course. And the strategy in
I nNaw Yor kopeidmegd oseplair getenddotl ftfhi s new str at e gdyet atbe gealtr i enre nw i
Def ense cybaend sdtihaastsd aftyii eodn a | Security Presidenti al Memor andum

cybersecurity posture from defensive to offensive:

1 ...the National Cyber Strategy represents an abrupt and reckless shift in how the United States government engages with ad-
versaries online. Instead of continuing to focus on strengthening defensive technologies and minimizing the impacy of securit
breaches, the Trump administration plans to ramp up offensive cyberoperations. The new goal: deter adversaries through pre

emptive cyberattacks and make other nations fear our retaliatory powers.

1 The Trump administration's shift to an offensive approach is designed to escalate cyber conflicts, and that escalatien could
dangerous. Not only will it detract resources and attention from the more pressing issues of defense and risk management,
but it will also encourage the government to act recklessly in directing cyberattacks at targets before they can befcertain o

who those targets are and what they are doing.

1 There is no evidence that premptive cyberattacks will serve as effective deterrents to our adversaries in cyberspace. In fact,
every time a country has initiated an unprompted cyberattack, it has invariably led to more conflict and has encouréged retal
tory breaches rather than deterring them. Nearly every major publicly known online intrusion that Russia or North Korea has

perpetrated against the United States has had significant and unpleasant consequences.
Read the rest here:
https://www. schneier.com/ bl og/archives/ 2018/ 10/ the_us_nati ons:e



mailto:certification@issa-cos.org
https://www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf
https://www.schneier.com/blog/archives/2018/10/the_us_national.html
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The Cybersecurity World Is Debating WTF Is
Going on Wi th Bl oon
Microchip Stories

By Jason JkoeselplhanChoxr,enzo FBawcchdsehiai , 9Mdtch eorbbeora r2dQ 1 8

On Tuesday, Bl oomberg doubled down on its bombtshielslurmepdrtt
i mplanted tiny chips intootbpymonhd&iShcampanokssesuceabartshs sA pvplud
be one of the worst hacks in history.

In its new story, Bl oomberg reports fihdamitp wl dJtSe di el a@rddswasrddr s/ @ @
article does not name the telecom and the key cl| aCiEmds odr es ealulr
consultant Sepio Systems. Bl oonib®&a wme retpso,r t &n aAlpyd ies)b uann gl p@te h ah
publish those or provide more information about what types of

It is not clear in the article L N ° —ch t
apparently affected; it notes th S by
di sclosure agreement . Mot her boar . “maj o
telecom providers, and the four 4 Uus
denied to Motherboard that t-Mebpi I,
denied being the one mentioned i rint
an email that the company does n ent ,
an AT&T spokesperson said in an | ar
part of our network, and we are spok
said "Verizon's metwork is not

A CenturylLink spokesperson al s is
subject of Bl oomber g' s new st hns
spokesperson said in an email: " enc
the story is NOT us." Comcast al pan
Bl oomberg story

n Monday, Apple also doubled down, with a new strong deni g
sent a letther fiekcttisngry, pBbdisdesdwehaeikcBl cambleCh'i ma had pl ant
onto motherboards made by a company called SuperMicro used by

The |l etter is the strongest signal yet from a growing array
are calling the Bl oomberg story into doubt. (The new story do

ivou should know that Bloomberg provided us with no evidenc
concluded their cl aotnhse weertet esri,mpsliyg nwerdo nbgy, Geor ge Stathakopoul
at Apple, reads

Mpple has never fohhaddwatecmamspovhadpegradi | ities purposef ul
never alerted the FBI to any security concerns | i ke thouceh des
an invedthegaltéoher continues.

Bl oomberg's blockbuster ppioemie emlultloi sbhee doulraswo rwete kf ear s abou
The article claimed the Chinese government had managed to pl
computer parts supplier t hat produces server parts for Appl
Chinese hackers privilegesysatcemss thethioseecompdni es

iHar dware is a nightmare. We <can barely validate software,
correctly. Pul I a MBa yl itkhea tr eansosvui nmpgt itohne, sictr e ws OMartotnh eaw pdreeceen , o fa
professor at JohnsprHeowika unssl yUntiolenk s tyb ek boar dhat . The articl e
anonymous sources, both inside impacted companies and those w

Read the rest here:
https:// motherboard. vice. comdleirnupse/ramiggHicacek/ qvO9npv/ bl oomberg

ISSA-COS NEWS Hoan
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Get Your Chapter Of The Year - 2017 Shirt
NOW!

Our apologies for the delay in getting the Chapter of the )

We won this prestigious award because of your hard work, di
the Year recognition is difficuldt to achieve as there is st
very proud of earning this prestigious honor. To enabl e ever
company to provide two options for a Chapter of the Year shi

Here is a summary of the Chapter of the Year shirt info:

TYPES:

T Lonsgl eeve button wup

T Shoglteeve Pol o &’% ISS
COL OR: L S |

T Navy Bl ue
SI ZE:

T Mens and Ladies sizes: S, Gnaﬂter Uftne Year 20]7
ORDERS:

T Pl ace your order and pay via the Eventbrite |Iinks below
COST:

9 Lonsgl eeve button up: $35.00 ($2.00 more for XXL)
1T Shoglteeve Polo: $28.50 ($2.00 more for XXL)
PICK UP YOUR SHI RT AT A CHAPTER LUNCH OR DI NNER N
I f you have any questions or speci aladreerque@ibsssaoplyiease send
Select the shirt you want via the following two Event.brite
https://www. evermtoshi-resd e diue Aiowsdh iti tc MORE 9320865
https://www. evermtoshi-¥lecsclioermvdsd $ 588834 6223124



https://www.eventbrite.com/e/issa-cos-shirts-long-sleeve-button-down-shirt-tickets-49269320865
https://www.eventbrite.com/e/issa-cos-shirts-short-sleeve-polo-shirt-tickets-48316223124

Picking flowers, making honey.

By Al ex Joske, Australian Strategic Policy Institute, October

ChimaPe@plLe berati on Army (PLA) is expanding its research ¢
2007, the PLA has sponsored more than 2,500 military scien
relationships with researchers and institutions across the gl

This collaboration is highest in the Five Eyes countries, (
taxpayefAufsutnrdasl.i a has been engaged in the highest level of PL
six times the | evel in the US. Nearly all PLA scientists sent
on ti me.

Dozens of PLA scientists have obscured their military affi
including at | east 17 to Australia, where they work in area
countriesodiloon China as a security ally but rather treat it a:

The activities discussed in this paipekindeskcowbes by ftdaeeiPg
in Chi(ma J)ri sk harmi®@gst haet &Wgis¢ advantage.

Hel ping a rival military devedl oipnithe exati ¢ arfeo tia mdlle e @ thtntog
universities and governments ar®orhal lyi \wewagiet ioefs thhaivse pfhaeinloent
security concerns in their engagement with China. Current po
i ssues | ike the transfer of knowl edge and technology througl
universities working with the PLA is also | acking.

What 6s the Sol ution?

Understanding and responding to PLA collaboration will reqg-u
Whil e wuni vedasisteelgfsl ehtaevde non t hids d erstureo lalnedd htahveenassoci ated se
researchers will not effectively |Iimit the risks of PlAicol I ¢

Governments need to explore a wider range of tools for 1i
applications by Chinese military scientists and further | egi ¢

Governments should also consider increasing funding to st
problematic foreign investment in those fields. Uni ver stié i es
extent and nature of their coll aboration with the PLA by

professional s.

Introduction

In 2017, the head of the American Associ&tientfbrctpheroddes
openness, transparency @&hhi & heolflraebeorfatoiw eofa nidd ecapse.n s pi r i ,
scientists, has |l ed to some of the great scientific achi eveme

Whil e countries such as Australia and the US pride themse
research institutes face | i miTtoedadar edscltihreisreg i demest, i cmafnyn du
Chiman emerging scientific powerhouse that has sought Tthd sbu
coll aboration has generally been a pgChidouati @leatindnsveil gcome par

The Chinese military has also ridden this wave of research
uni versities in technologically advanced countries suchlhaes A
volume ofkvpewed |iterature produced by PLA scientists in co
steadily since 2008, foll owing increases in Thesaumbeéeenbi stP
strategic and emerging technology sectors such as quantum ph
and autonomous vehicles

The ®@®&LArogram of sending scientists abroad is different froc
each ®thestitutions. Those open exchanges build understandi nc

Read the rest here:

https://www. aspi .-bf gweanksitnegpewyt / pi cki ng

ISSA-COS NEWS Hoan
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Publicly Available Tools Seen in Cyber
Incidents Worldwide

Homeland
Security US-CERT

United States
Computer Emergency
Readness Team

By StaCERTUSOctober 11, 2018

This report is a coll aborative research effort by the cyb
Zeal and, the United Kingdom, and the United States.

In it we highlight the wuse of five publicly available too
incidents around the world. The five tools are:

1. Remote Access Trojan: JBi Frost

2. Webshel l: China Chopper

3.Credenti al Steal er: Mi mi kat z

4. Lateral Movement Framewor k: Power Shel |l Empire

5.C2 Obfuscation and Exfiltration: HUC Packet Transmitter

To aid the work of network defenders and systems administr
these tools and detecting their use on a network.

The individual tools we cover in this report are | imited e
consider this an exhaustive | ist when planning your network ¢

Tools and techniques for exploiting networks and the dat a
criminals on the dark web. Today, malicious tools withyaevar:i
from skilled penetration testers, hostile state actors and or

The tools in this Activity Alert have been used to compr omi
heal t h, finance, government, and defense. Their widespread a
actor attribution

Experience from all/l our countries makes it clear that, whi
still make use of established tools and techniques. Even th
available tools to achieve their objectives.

Whatever these objectives may be, initial compromi ses of \
common security weaknesses. Abuse of wunpatched software vul ne
a threat actor to gain access. The tools detailed in this Ac
enabling attackers to furth@®rsybeemsobjectives within the vic

How to Use This Report

The tools detailed in this Activity Alert fall into five
stealers, | ateral movement frameworks, and command and contr

This Activity Alert provides an overview of the threat pos
been deployed by threat actors. Measures to aid detection anc

The Activity Alert concludes with gener al advice for improv

Read the rest here:
https: /dewww. asv/ ncazd8haAerts/ AALS



https://www.us-cert.gov/ncas/alerts/AA18-284A

Seven Security Activities You Should Automat

BySt an Engel brecht, SecurityWerek, October 12, 2018
Aut omation is about more than just turning simple human a
wor king with organizations on security orchestration, automat
many aspects of the incident response and case management | i f
organizations can get valwue from investing in automated tool ¢
Bel ow, | have suggested seven processes that should be at
response and security investigation procedures, and help orge

1. SIEM Escalation

of sources, bu

Security alerts come from a range t particul e
funnel from SIEM to SOAR can be enhanced by automaehbsgnthael e:
escalation and automated intelligence gathering (as describe
focus on significant incidents and work with full contadxrtt,s i I
every day.

2. Reputation Lookups

One of the biggest opportunities to save time through auto
threats. For exampl e, i f an email is flagged as a possible |
reputation of the URL in the email, check the geolocation of
and mor e. Wit hout aut omati on, analysts have to go to other a
times per day.

3. Risk Scoring

Continuing with the process of escalating and enriching i
pl atforms can add to help analysts quickly determine what in
l' ink analysis, and other contextual data against customgmed
an incident to the appropriate analyst with the right fllesveel
positive is high

4. Blocking Users

One of the most beneficial applications of automation is t
huge difference in |imiting the damage of the incident. nOne
is disabling the privileges of wusers ®hatcclhawnd beerf |iamgmleidc & toe
such as |l ogging on at wunusual hours or attempting to access
best chance you have to prevent a data breach.

5. Guided Investigations

So

féaeg ,cdvered some of the more convenstiloonmmk autskea oclaessessd @ aolr!|

automation to guide i nvesti gcaotnomosn tthor obuwihl dp rwlceeyduaeks dntd au
automation can also be applied to deep investigations td kee
comprise a wide range of experience | evel s, because interna
compliance requirements can be built into investigative wor}
investigator is not familiar with the requirements of differe
6. Reporting Thresholds

I& i mportant for managers, ex ol de
to have wvisibility into diecwan
waste your $Secaurmet ywittehanii |l |l ing
reports. Wi t h automati on, you tri
reports, such as when there ar. or
someone has missed an i mportant

ISSA-COS NEWS Hoan

Read the rest here: n
https://www. secur-d d o unaedettkiy-yciotn / esse ‘
shotwlud omat e
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https://www.securityweek.com/seven-security-activities-you-should-automate
https://www.securityweek.com/seven-security-activities-you-should-automate

|
Cybersecurity job gap grows to 3 million, repo

By Doug Ol eni ck, SC Magazi ne, Oc

A stealtTthmwnséldetactic for dig en
uncovered, which athédwscaaerati ma(

Hi gh pay, job satisfaction and not
reason to entice people to enter yrce
study shows the workforce gap i ee r
gl obally.

The018 study, corfdust ®@tdedyt HdrS
open positions which up from the e 2
Theincrease is due, % ichharpgirng it
met hodol ogy to includes the ope av
al ong wi t h an estimati on of fu
academi c -anpddennoinc entrants intc
estimates of existing pros who al

The Asial Pacific region 1is s ui
about 2.14 million with North Am
498, 000 workers needed, t hen EME
136, 000.

Buil ding&t emacrurawy wor kforce i
chall enge and deldteem sebusitgnd
the digital age. Filling the sk
change their attitude and approa
i n coll aborative pi peds aied detvevepmantbi mf forts,
managing director of the I nformation Security Forum.

The shortfall is having a real i mpact with 59 percent of
moder at e risk due t o cyberselbueeéet pesctaff sbpotthga. aTwe gtny f
cybersecurity staffers on their payroll, although only h&i pe
top job concerns.

Forty percent <calling thedn glwor percemor tsft altleds ltihglyt weTwe ptr
regi stered to have too many cybersecurity workers.

One of the reasons why senior cybersecurity executives are
in a new hire.

Al most half, 49 percent, require relevant cybersecurity wol
concepts, 43 percent cybersecurity certifications, 40 Extensi
technical/soft skills.

Anot her issue not addressed by the survey, but still an im
Keeping those who are finally fully trained on board isdbeco

intensity.

fOon an average day in 2017, the Equifax Cyber Threat Center
cybersecurity events per second. No matter how manyd cggdbed sa&r
drudging through a mountain of manual osvar &8, Myké B3 nJvicod Vmsrtd gyia

In order to fend off, or at |l east | imit, t hper eisnseuvriet afbil eel db re
must have a plan in place.

fiOr gani zations need to build sustainable recruiting practic
boost the ®@rgyghiezadbesind i Bmete, Fund, foundeBuande€EO®OsamusSecpr e
information security capabilities across the organizati dn an
those who have come up through the ranks and newer empl oyee:
roloes.

Read the rest here:
https://www. scmagazi-mews/oamy lhejmsdeasyea moittr@kntivi 4 i on
report/?2utm_source=newsletter &utm medi um=email &&utm campai gn=S¢
Ql&emai |l hash=55969b59507acfleleNFIBPR244B8B38el185&mpweb=1325



https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
https://www.scmagazine.com/home/security-news/cybersecurity-job-gap-grows-to-3-million-report/?utm_source=newsletter&utm_medium=email&utm_campaign=SCUS_Newswire_20181106&hmSubId=PVMeObEK96Q1&email_hash=55969b59507acf1e1e61f3f49338e185&mpweb=1325-3129-19271
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By Jai Vijayan, Dar k R . '

111 010~ 110 O(
Group Co 0TL0. 11101011110

Cybercriminals seeking to avoid detection by antimal ware de
and t &citni casddi ti on to dtheibr eavlh imat ovaemet er pri se networks and
and | i ksepgnsboaned threat group has emerged that isn't wusing ar

I nstead, the group is exclusively relyofifleandpubtticty twactl
pecially stetad eéthgctandyhhear despi onage campai gn.

Symantec, which was the first to spot the group, has named
scribed Gall maker as targeting government and military organi
gets have included several overseas embassies of a country i
East.

Gall maker's targetingndndi pttsenmesdclodr podddimedts to gather
gests it ismati eastpedngrgeup says Jon Di Maggi o, senior threat i

"The type of targets seen in the attacks really fit that o
"I'f simply for financi al gain, it would be odd [for Galedl™maker

Gall maker appears to have started operations in December 2
2018. Wh at makes the group interesting is the fact t hat it
Gall maker exclusively has been using only tools and protocol
penetration testing and for data archiving and compressi on.

"Gall maker takes advantage of Il egitimate protocols and use:
says.

The group's modus operandi has been to send Office lure do
opened ive the attackers a way to remotely execute commands
namic Data Exchange (DDE) protocol

g
a
Once on a system, the attackers have then been executing Ve
tivities hard

to spot and to stop.

DDE is a protocol that enables messages to be sent between
Excel . Mi crosoft issued an update | ast December that disable
tackers executed malicious code on systems via Word and Exce
have installed the patch and are therefore sépodbittvulnerable t

Gall maker has been using DDE "to effectively run Rex Power s
TCP shell connection via the publicly available Metaspolit pe

Once the attackers have gained remote control of a system,
packing and compressing data of i nt eraensdtonftarol e xsfeirlvterrast iucsre,d M
al |l been I P addresses and not domain names.

One reason such activity can be hard to spot is because i
ershell for instance is a I|library that is designed to intei
Met aspl oi-toi sobhefgpo | egitimate pen testers and its presence
l'icious activity. Similarly, WinZip is a |legitimate arcthéve a2

Read the rest here:
https://www. dar krleraeld migetshorngda-tiipa d kieatl svar-ey b@aspi on aigde//1d3 A3 011
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https://www.darkreading.com/attacks-breaches/new-threat-group-conducts-malwareless-cyber-espionage/d/d-id/1333011
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ByRebecca Hill, The Register, Oc

Former intelligence | eaders h

t er ms of engagement i n cyber

coll aboration between the public and private sectors to defer

The comments c a-#ieocauts ead skeegywnroittey at this year's Oracle OpenW
instead of the usual par adeC E®Of Mamtkh Hauiradstiookc it ®t o mer St age wi t

John Scarlett, who | ed the UK's MI 6 between 2004 afmd Z3ENSS.e

of the ruleand nhdbei goeenati onal or |l egal structure. Thi s |
reemergence of the great tension and rivalry between differen
However, he conihaded ttohasteei thoiws t hey [rules of engagamant ]

guestionabl e whether any state would trust the various sides

Ve have to get our brosSicrag | eht nisiang, diafrfgein enmgt Ityh,at the ol d
defens®& drdnsl ate into cyber threats.

The longexpected cyber Pearl Harbor

Hi s comments came i®n orpeesnpionngs eq uteos tH wrndi 9wdlylo ér dmwked diwhiaad k al i
term that the Bri fwasogyy s ai dgt hat he was

Similarly, former head of US homel and fisetchueri tpb whkeihc eltopheniesnotni
that it could sometimes take years to assess the full i mpact

That said, he did suggest that th2016énpd8t ehtabda to nRRndsesmoacnr aicnyt
as significant as the terrorist attacks in New Yor k.

Johnson said that the open, free society in the U&, gredt ¢4
strength and a major vulnerability.

A think al/l of us would agree tdhaet sayher adpacng ithathe hmewe
respect was a agmadod haftf erhses should be a national and internat

Ve need to do a |bpertitveart ej opparafnep sthliipse on defense of ohyeber
sai d.

Meanwhi | e, Mi chael Hayden, who has |l ed both the National S €
the answers wil/ not be obvious, and that the rapid pacet of
constitutes security.

For instance, Hayden said that he had come down on the sid
break the encSraynp tBieornn acdni mtéhheoinlel e r

This was not on privacy grounds, ofbnom ddammareai adle foglmedwt n s
enforcE@meeaquests were | efghei nases hbhé sandedbwmg except diom tahcicse

case.

Flexibility and possible fixes

Hayden emphasized thatuttisiestiwvagnone hard and fast rul e, a
decision; rather he urged a discussion of the balance of priwv

Read the rest here:
https://www.theregister.co.uk/ 2018/ 10/ 24/ cyber _warfare_oracl e



https://www.theregister.co.uk/2018/10/24/cyber_warfare_oracle/
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