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What is “code”?

In communications and information processing, 
code is  a system of rules to convert 
information – such as a letter, word, sound, 
image, or gesture – into another form or 
representation, sometimes shortened or 
secret communication through a  
communication channel or storage in a 
storage medium.



What is “code”?

• For creators of Software, it is the language 
they “code” in to create a Software program.



Do you have the gift of seeing code?



Remember These?
Word Search Puzzles



Stereograms were practice for real life







ENIGMA MACHINE

The Enigma machines are a series of 
electromechanical rotor cipher machines, 
mainly developed and used in the early- to 
mid 20th century to protect commercial, 
diplomatic and military communication.



Cryptography or Encryption?

Shon Harris says: Cryptography is a method of storing and transmitting data in 
a form that only those it is intended for can read and process.

Google says: Encryption is a process of converting information or data into a 
code, especially to prevent unauthorized access.



What about Stegnography
or embedded files?



Twitter Hack

• Tiny Twitter thumbnail tweaked to transport 
different file types

• Troll preserve's images can be used to 
distribute code, PDFs and other stuff

• https://www.theregister.co.uk/2018/10/31/twitter_thumbnail_code/

• Buchanan found that Twitter image uploads can be polyglot 
files, meaning they can be valid simultaneously in multiple 
formats, such as a .jpg, a .rar archive and a .zip archive.

https://www.theregister.co.uk/2018/10/31/twitter_thumbnail_code/


Who uses codes?

• To us non software programmer types, source 
code can look like an encrypted code.

• Historically, codes have been used since 
ancient times.

• During the World Wars and the Cold War, the 
word code took on a new concern.



FBI, CIA, NSA, etc.
The FBI has a long history of breaking secret codes and enabling the Allies to know 
what Spies are doing



Where do you hide your code?



Code Name: Venona

• In 1945 Angeline Nanni took a test in a secret 
Government Facility in Arlington, VA. The 
math was not like anything she had seen 
before. The Supervisor told her to subtract the 
bottom row of numbers from the top. Angie 
had never heard of “non-carrying” before, but 
she “saw” the pattern.

• This program lasted over 40 years.



GCN, 25 May 2018: Sending messages distributed among the millions of pixels of 
digitized images -- a technique known as steganography -- has long been fodder for 
tech-savvy crime or spy films. Researchers at Columbia University have gone 
steganography one better with FontCode, a method of embedding messages in text by 
coding slight changes in the shapes of fonts. 



Can a font have an anxiety?
• perturbation
• noun
• per·tur·ba·tion | \ˌpər-tər-ˈbā-shən, 
• Definition of perturbation
• anxiety; mental uneasiness.
• a disturbance of motion, course, arrangement, or state of 

equilibrium especially : a disturbance of the regular and 
usually elliptical course of motion of a celestial body that is 
produced by some force additional to that which causes its 
regular motion 

• Physics: a small change in the regular movement of an 
object

https://www.merriam-webster.com/dictionary/noun


FONT CODE INVENTORS
https://youtu.be/dejrBf9jW24

• Chang Xiao 
Published on Mar 26, 2018
by Chang Xiao, Cheng Zhang , Changxi Zheng

(Columbia University) ACM Transactions on 
Graphics (TOG), Presented at SIGGRAPH 2018 
http://www.cs.columbia.edu/cg/fontcode/

https://youtu.be/dejrBf9jW24
https://www.youtube.com/redirect?q=http://www.cs.columbia.edu/cg/fontcode/&v=dejrBf9jW24&event=video_description&redir_token=9ET6owtMS_aXj-O5dOln4xoABad8MTU0MTk2MzE0NkAxNTQxODc2NzQ2


Meet the Professor
• Changxi Zheng is an Associate Professor in 

Columbia’s Computer Science Department where 
he co-directs Columbia’s Computer Graphics 
Group, working on computational fabrication, 
computer graphics, acoustic and optical 
engineering, and scientific computing. He is also a 
member of the Data Science Institute and 
collaborates with other researchers across the 
university to better understand and processing 
audiovisual information. Zheng received his Ph.D. 
from Cornell University with the Best Dissertation 
Award and his B.S. from Shanghai Jiaotong
University. He currently serves as an associated 
editor of ACM Transactions on Graphics. He was a 
Conference Chair for SCA in 2017, has won a NSF 
CAREER Award, and was named one of Forbes’ 
“30 under 30” in science and healthcare in 2013.



Meet the Graduate Student

• Chang Xiao is a second-year PhD 
student at Columbia University 
working in the Computer Graphics 
Group and advised by Changxi Zheng. 
His research interests focus on the 
principles and applications of 
computer graphics, with a particular 
emphasis on computational design. 
He received his bachelor degree in 
the College of Computer Science of 
Zhejiang University.



Meet the Graduate Student

• Cheng Zhang is a first-year PhD 
student at UC Irvine working in 
the Interactive Graphics and 
Visualization Lab advised by 
Shuang Zhao. His research 
interests focus on the principles 
and applications of computer 
graphics, with a particular 
emphasis on physically based 
rendering. He received his master 
degree in Computer Science in 
Columbia University.



Columbia University





Articles



Youtube Video on How it works



FontCode Map



• Here's how FontCode works: First, the message is 
first converted to a bit string (ASCII or Unicode) 
and then coded into a string of integers. Next, 
FontCode processes the integer string into the 
text by making changes -- undetectable by 
humans -- in the shapes of the letters such as 
changing the width of strokes, altering the curves 
or slightly increasing or decreasing the height of 
letters. Finally, the FontCode reader uses a neural 
network to recognize and decode the text.



• The researchers have also developed software to 
accommodate the vicissitudes of real-world conditions such 
as poor lighting or wrinkles in paper. Through redundancy 
in the coding and artificial intelligence, FontCode can 
recover a message even if 25 percent of the altered 
characters can’t be read correctly.

• Even better, FontCode can supply an additional layer of 
security with encryption.

• FontCode is not the first program that hides messages in 
the fonts used in texts, but according to the Columbia 
researchers it is the first solution that can work with any 
type of document and that works with printed documents 
as well as with digital files.



Pros                       Cons
Use to embed a QR code. Requires software to manage the 

perturbation of the font.

Hide text messages. Requires an application to read the 
perturbed font.

Create a digital signature especially 
capable of being hid inside of a printed 
document

How many codes can you put inside of 
the perturbation of the font?



A new phishing campaign that uses a custom font to hide its tracks and evade 
detection has been uncovered.

https://www.theregister.co.uk/2019/01/04/phishing_homebrew_fonts/

Fake 'U's! Phishing creeps use homebrew fonts 
as message ciphers to evade filters

fg xjc dua ihut vyfq, xjc uih jci sfat jg mjggfa
By Shaun Nichols in San Francisco 4 Jan 2019 at 23:35 

https://www.theregister.co.uk/2019/01/04/phishing_homebrew_fonts/
https://www.theregister.co.uk/Author/Shaun-Nichols


How it works

Proofpoint said the phishing campaign has been in 
operation since at least May 2018, and is still active.

Here's how it works: the page loads a custom font that 
would, for example, draw the "A" as "E", "B" as "H", 
and so on. This creates a primitive substitution cipher 
fooling security tools looking for certain keywords, as 
the software would only observe a set of random 
letters, but the user would see readable text. Of 
course, this requires victims' email clients to be 
configured to download and render custom fonts.



Zero Width Font
https://www.popularmechanics.com/technology/security/a19682881/zero-width-characters-copy-paste-text/

How Copy-Pasted Text Can Hide a Secret Message That Narcs on You
How a clever trick can hide your username inside any text you copy. 
By Eric Limer Apr 4, 2018

Take a logged in user's username and convert into binary. Then, when 
the user goes to copy any text, insert their username into the text 
invisibly using what are called zero-width characters—special 
characters that have, you guessed it, zero width and are 
functionally invisible to the naked eye as a result. 

As a result, the pasted text would look completely normal, but anyone 
who knew about the secret code would be able to extract the 
leaker's username from the message. Better yet, the leaker would 
be none the wiser. 

https://www.popularmechanics.com/technology/security/a19682881/zero-width-characters-copy-paste-text/
https://www.popularmechanics.com/author/12733/eric-limer/


Embedded vids in Office docs can hide embedded nasties
TheRegister, 25 Oct 2018: Updated Microsoft Word documents 
can potentially smuggle in malicious code using embedded web 
videos, it is claimed. Opening a booby-trapped file, and clicking 

on the vid, will trigger execution of the code. 



RESOURCES

• How do you keep up?
• READ
• READ
• READ
• And join organizations like ISSA where people 

like myself offer perspective and experience 
on where to find resources.



How do you keep up?



InfraGard is a partnership between the FBI and members of the private sector. 
The InfraGard program provides a vehicle for seamless public-private 
collaboration with government that expedites the timely exchange of information 
and promotes mutual learning opportunities relevant to the protection of Critical 
Infrastructure. With thousands of vetted members nationally, InfraGard's
membership includes business executives, entrepreneurs, military and 
government officials, computer professionals, academia and state and local law 
enforcement; each dedicated to contributing industry specific insight and 
advancing national security. 

https://www.infragard.org/



Questions?

Phebe C Swope
pcswope@gmail.com

mailto:pcswope@gmail.com
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