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Spring Is Coming

Goloradn

SSAOS Member s, conference and will in
IWeIcome téos hMamrolc ks, f @bFRAWINg Affinity and
beef & cabbage, andAf ot si tof Go wlulpsge
basketball! But 'éhbebﬁas(w mpart. ots al I,
2019 Cyber Foacrmfse rDeanyc e gmen 1.n ecurity
hosted bgOSI S8Ad the HelMephpering in Security
Business Council (FBCW! YOTuhneg tPhH@®messoenal s
thi sGyeamf erf@nber sescurfi Executives in Securit
D for al |l o addsttroi esupport t hat
{'»—‘Uq‘ t heme, we are opemrilhg the doors Itnodustry Gr
i ndustries within Col or 1T Healthcare in
— Springsh. The venue is f Finance in Se
set, the agenfqa f Retail in Sec
L the registrat n C)Sm‘n DoD in Secur.i
L:_“J set,t and |r(nost Participants
ues speaker ~ -
| get. Thgre ar ééldent]:FD conferenceé
R 3 of sponsor oppoOFEPuUpi €s ave an opport
R ] s o0, i f you o} participate in
J< you know is Ynt group and one
— l et us know an @By Mre ErnesttOampos group. When yo
get you registered. a group, be su
Sponsorship even comesyOowirtmaamepoeth heoSI G
. advertise your compang¢amr !l €Crégiavnei z€amMa iolns. reg.
\ / For your convenience, famr utphdéa tgerdo Uapgse nydoau | O I
| i s included el sewlser e Apngot tlhie§ ngopt dmot ed
- newsletter. 2019 Best €0DS aStSiAc |
B . This month, we aresudimgesihemyvi Mgmbers ar
) promoting the expansi 8haotfi ceurt h®gdciraasearc
£~ I nterest Groups (SI Gs)andTtsedpanidr gqupserwionp@l |
e |l aunch during the Cy®re OfocluBe Dfagl !l owi-ng
S ) (Continued on pagg

The | SSA Colorado Springs Newsletter incorporat ej; op
usc Title 17, Section 107, Paragraph a (sl i)gphtlay ttrfau md
met hod to educate readers on security matters

The views expressed in articles obtained from puplic
sarily reflect those of | SSA, this Chapter or its I|lead

Na mes, product s, and services referenced within |thi
mar ks, or service marks of their respective owners R e
ucts or services are provided strictly as a conven|enc
endor sement by | SSA or the Colorado Springs Chaptenq of
enterprise.




Ong's Hat: The Early Internet Conspiracy Game That

Got Too Real

ByJed Oel baul, Gizmodo, Wrkdr@ady lomnelypipl ace whe
On a sunny qa:rs*rit}yisntgerlomsndl ircatbreen f | or a.
in early ZOOS’h?ri}lts)yl?'eJ(ﬁ/ignrgy cF:)(I);IChmipnlinneg.
3 ik heny woke t {i nqd T :
l.l;nAM)\S'l‘A' Mat YMhe' @rle'a’dustries declined
conspilracy B8O " Lhfil4Sthe Pinelands ar
cam_ped out on hg'iﬁ‘H%)rfdoned amhdrwontst i ng
agai n. He Wasfa'&“?%'r?%
coffee when he notliced "a
face peering inOdtegmoured erred tos amsota
floor window ocfl etahre hsooalmuchd oHat ewvwn
t hrseteory buil diog@! hlore tacks the wunu:
rented in Sarftng, Cacueknfttuthry settler who,
Pas't the peepaengridyertrdrew his hat int
were three otmWamar meh. i-famel Yndescendant
their early 2mame| owasdldm@gdiuatn,d it was
awkwardly. MateHermyne or two buildings.
sighed and wheppeghii stt ed@ni@c aHa't as a r
outside. He albroeoazdyy @ wewost inFdrigotl®3
what they waniTewns Th eof Sout hern , Ne
wanted to know attreegc anfuigsh descripti@ns,
labout @ OrHp t . Trady efel Albor avdbesettrdys | oca
want ed the st pbeadt i m a8bomds tt.h eWht aotwe
interdi mensi onGnce ramaesfs, Watg has sinceé
_ They wer e not Iookinlgarrﬁpltsa trb%%qll\!}vqa;loge 3?)/ :)r‘
information, and he WaqnaISIhg ﬁ npﬁ
|l eave wi t h S 0me crypti comm
quick Il ecture on personaNlon©oOhdatrh|aeis.lSBLWthy t he
Mat heny, a mobile game Ndéwe lyoperg wieds damwMat heany
he spent the 1990s whr k3dh@0.f oor Swhia t ®rhgase cthe c o me
bi ggest names had been pinl Gerdignea gsei nfceer afbarus d@f th
a year wearlier, when HHOoOhBEr tbegeavrd handn it go
unruly intruder off thAC®arohienrg yt cata gumpdil ett, t |
after an at tiempt d c drr didrkg | 6a®aOn § Hat : Gat eway
Mat heny, he and his gi rOifmeinesnidonastCoi ¢ F@Irnec hhuarde
been receiving threatehninggi phob@aeofcaClhaosanSdt udi e:
But eVenenbslst heomeone was AS&mC@@wy@nomwtylwgsbeonci h%m
ntacting his employeespeariamenditnsg |Madt hbeyn yt he 0
Ashr am maﬁlgsetdangerous, a | iabilPirtynceAfomners@némeéeins tf o wikd
great St rdbcth@es of secrets, the achsiecckreents Iweebr eo cto mi mgt he P
with i t g home to rootHatThex Pagi wwemhkChaaeds Stgwdi eshem boote
grown out of his controtthe academy. Near by, a m
UnorthodoXo,g pat is onesokarh&ddBedrngfhl,csman named W
WOFk, dan:gnSbiracy theories, bude peforeg tdat. irt %rr? %
wa S bl’(‘EWiptl e a ruin almost 3A§:6roi[nnﬂ Igss ae"‘{(zve rrPerY' eantdI
S ya Cruz, deep in t dersvyjqchs 0Ty, ﬁ'd‘ﬁn di
- ; g me d i
Jer&eyPi ne Barrens. RuUmor.s, e 5|e%e h S|cal
year s t hat somet hing " Q%U??/g i/hhae‘ﬁmba way s
happened there, a confluence of "ma
and the paranormal that Pead Wd’lreperdesrteéﬁlelrﬁy
itself, —opening a dopdf psi:MY9Yi zSrolaaimlong:s
unf athomabl e worl ds. i Nt eq mired pig @ mE h-g bt
Covering more than 118182229%4%88acres of
|l argely wunspoiled primordial forest, the Pine
Barrens feel i mpossi bly dense and vast, a
E 4u
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https://gizmodo.com/ongs-hat-the-early-internet-conspiracy-game-that-got-t-1832229488
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Membership Update

spent a day in Denver at t he Data Cc
y surprised t hat our® Catobrwadoi eSspr an
by the Denver cybersecurity communit
larly surprideadAbynember secodni triecaan | o/
who put in so much effort to make our

Wel c o nbeunteov member s on behalf odeth

[ i pating i n Chapter activities,

f to members of the bo@rfior et

our sel f as a new member a

for @j diomigreg ttloe

your experal way
suggestions.

upcoming activit
ing |l ots of new o
ommunications
e chapter. ;

New Membe
January & é

Lowel | Ma n h

Adam Price
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toinme to tell p
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Orric,member_ o r chapte
fadvertisingd tdKe ytolue d
JONMSPOINKk s wlomow all the advantages we br
St e pReeneSwal s are also critical t o mainte
considering not renewi ng, pl ease t al
members to help us understand what we can do be
as an active chapter member.

S|C|xX|TS|o |5
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Thanks,

David Reed

Member ship Committe
me mber s hi-qpo@ .scsrag

New ChaptawsBifiave been posCGQ@Sd woenb stihtee lahSIA may]| be
httpscbhbhkioxmhwent / upl oads /-20rlidnsAYy CaweoNBEE018. pd



https://issa-cos.org/wp-content/uploads/2018/12/Colorado-Springs-ISSA-ByLaws-FINAL-Dec-2018.pdf
mailto:dreed54321@comcast.net

RATED TOP 50 INFOSEC CONFERENCE WORLDWIDE

1] CYBER SECURITY SUMMIT
DENVER 2019

’“", TUESDAY,APRILZ  (7) 7:45AM - 6:00PN i@ HILTON DENVERCITY CENTER

EXCLUSIVE INVITE

Standard Adml sion is S330 Now Free With Code.

COMPLIMENTARY ADMISSION

WITH PR

ISSA19BOARD

ke Barnes Ryan Spelman Aaron Janssen Gavin Matthews Tory Smith
Asst. to Special Agent Senior Director Sr. Sales Engineer Product Manager Special Agent
in Charge, Electronic Center for internet Malwarebytes Automax The FBI
Crimes Task Force Security
US Secret Service, Derwer

—— TECH SHOWCASE: EVALUATE THE LATEST SOLUTIONS FROM (pARTIAL LIST)

ARCTIC m - vl ¥ DARKTRACE
WOLF - A Bidefender  CISCO  LRCOPEAZ  YOARKTRA *pERICOM

@EXtraHop \ LOGPOINT Malwarebytes ORACLE SPAleﬂue @SailPoint £ "=CUrorx TEVORA

INSIGHT: INTERACTIVE PANELS & DISCUSSIONS

» Morning Security Briefing with the U.S. Secret Service » Afternoon Security Briefing with the FBI

» Darktrace Presentation: Autonomous Cyber Defense: » Cloud INsecurity: Common Pitfalls that Organizations
Al and the Immune System Approach Make when Moving to the Cloud and How to Avoid Them

» Insider Threat: What the CISO and Every IT Security * Incident Response: What to do Before, During and After
Management Team Must Face & Govern 24/7 a Breach

» ExtraHop Presentation: Next Generation SOC

CONTACT MHUTTON@CYBERSUMMITUSA.COM FOR SPEAKER / EXHIBITOR OPPORTUNITIES.

6 CPE CREDITS Executives in full day attendance will receive 6 CPE credits following the Summit.

ISSA-COS NEWS Hoan
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(Continued from pagp

s and t|
to review yourt wosr kp ubkelfiosrleed i n September for Peak Cy
August 16, &0 1d% Ibawt., Glean your articles in early

Cybersecetatgd Fields

related fields. Not anTlh« pkRedt-GWOH tieSS?AoNo aprloklad m.nt
t he
!

T Network and Infrastructure Security

T Web Security

T Endpoint Security

T Application Security B

f Managed Security Service Providers }

1 Data Security

T Mobil e Security Om

T Risk and Compliance ,

T I'dentity and Access Managemeng : d

1T Security Operations and J ent

T Threat I ntelligence

T Internet of Things (1 o0oT)

1 Messaging Security

T Digital Ri ghts Management

1T Security Consulting

T Bl ockchain

f Fraud and Transaction Security

T Cloud Security

Next& take some time to recog@GOerouenimleyw Ehbamcod nma Sipd&\8 A
Murray Security .SeMS/S ciess nloMSSonly providing financi al sSup|
numerous training scholarships for both the CFD and Peak
industry certification training provided by MSS. The schol
transferrabl e! For more information about MS S, fowlWwoiws ¢ & €
cos.)arg

Next, we are recoghnizing am mMewoc Stpogqieoy .of AsponsSpronsor s
and organizations who provide financi al donations to our ¢
in need. Las€CORostebyurkb@B8A0r SpoksoCubedT Cubed donated fi nc:
t wo members of our chapter. The support wil/l be discretel\
recognized or their generosity throughout the 2019 cal endeze
to the CT Cubed websiwww.viicsossa)wrr gown website (

Last aif lailkle, tlo recognize a special member of our <chapte
communityMsawa®Ady Cbatmdbreen nominated to receive the Athe
Colorado Springs Chamber and Economic Devel opment Couns
businesswomen who inspire others through their busi ness
service. Amy fulfills all these attributes-COEd cihapaestr dmg
of Athena Award wil/ be announc't dtiuhé nAntal d usn chetoe!l .heFar c
register t o atfit2e0n®dd, h esneaa rAcwha r fdo rC ool Polr eaadsoe Scpa ni snigdkse r attendi ng
support Amy and to congratulate her for being recognized.

I n closing, the Board of Directors hbpwe ook wiolwarntd et
meeting, you, and talking with you. Encourage your friend
joining our chapter. The year is still young and there are

Respectfully,

Ernest Campos


http://www.issa-cos.org
http://www.issa-cos.org
http://www.issa-cos.org

Meet the Board Member

s members of the Colorado Springs Chapter of the | SSA
AMont hly Meetings, Mi ni Seminars, Conf e-f epnrcoefsi ta nodr gnaentiwzoa

things can only be accomplished thanks to the volunteer
member of the Board wil!]l be highlighted so you can get tc
Chapter successful

Since this is a new feature, I decided to introduce mys
Board mentbeadspla will be asking them for information in up
Mi ke Crandall and | have the ho r of being the Vice Presi
pos. I have been a member of SA since 2005 always in
promote Cyber Security and supp t those in our community

to a
I

o—>3>

felt it was not only my turn ke on the role but | was

o}
S
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t
I ve been rking in the nfor ation Secur ity Gdrvemean fl
t i righ time and forGurndtrestere
e ic eor.D &R \geelt;come:depby cfalvedyoung Air
ks of how t heMiDdD airimgleadmeZmtneeds |
monitoring tool s. Later, I W
urity (NOSC) for the Air Force

eventually across the Air Force

riever AFB, Col orado where | W 0
e Control Net work and associated ne
orking for a | arge Government cor
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e President of the Chapter it is my goal to helop

Over 70% of smal/l businesses that are breached
I hope we can provide t education and tool s
i find create ways to ain sponsorships to f
our communi ty. I l ook forward to the yea

p1

ut

uggestions and ways tovp@pso®adeooygr chapter.
we will get to know our new President, Ernest

Mike Crandall

| SS®AOS VMVRrcesi den:

e
g
0

Pl ati num dSMuornrsaoyr Security Services

MURRAY

SECURITY SERVICES

INFORMATION & CYBER SECURITY
TRAINING & CONSULTING

ISSA-COS NEWS N oam
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Times Duration Agenda Sponsor/Speaker
070i@M80Pp 60m Exhibit Hall Setup n/ a
Attendee Arrival
" Sigm fearegRrsé rants
080IDO0P 60m Regi stratiioms for Wal k n/a
Il nitiate Meal Service (Contijnent al Breakfast)
Call to Order
090IM91p 10m Attendees are Seated Ernest Canm@BES Prediden
Me a | Service Continues
Opening Announcements
. Recognition of Honorees ;
091mM92p 10m Abbreviated Chapter Business Ernest Cam@®S Predqiden
Schedul e of Events
092iM92p 5m I ntroduction of Opening Keynot|eErSnpeesatk eGampE®sS Pr edi den

" . , . : p r: TBD
092i5101p 45m Opening KeynoitRr eSspeenatkaetri o n (Wltépégégr: TBD

101Q02p 10m Br eak n/ a

102i10p 45m Training SipRraksent#ati on (with ggggnﬁdro:bal Knowl edge

alkBeorb: Wit hers

110i515p 45m Training SipRraksent#®2ti on (with Qé%ggig; $EB

Pr-eunch Announcements

. Preview of afternoon session|sMi ke Cr,anda®8 Vi ce
115@20p 10m I nstructions for dining optifoPrsesi dent
Return ti me
12030p 60m Lunch Break n/ a

S| GSAFFI N$tTyl e QrhAotutpesndees pick|oheae)

WI'S Leaudmre : Shor es
Guest SpeasalkerGi |l ber]t
" Youn ProfessiondlY oun&ePuofl|ewsH dlhefapdreermi ah Wal Her
130i@34p 45m allgsS] [ ¢ gugst S)ageaker: T BD
MI'S Le@areirssa Nichol s
Guest Speaker: TBD
EI'S Leader: TBD

Guest Smpeake&rhawn Murr a

1345140p 15m Break n/ a

Women i n SeciuNiotmeg 80 WI S)

Mentoring iniS$eatidbtSynfgMI S)

Executives iniEbeaecuitbyecElI S)

S| Gsl NDUSTSRYW | e QrAotutpesndees pi ¢kl ndrme)

FI S L eMadrekr :Mal usck g
Guest Speaker: TBD
HI' S Lelareri:s Schor g
Guest Speaker: TBD
RI'S Leader: TBD

Guest SpMeakdrack Call |l ag
DoDIS Lsadeen Mulip
Guest Smpeakeémdy Helo

1445 500p 15m Br eak n/ a

Finance in SdfcumanSye] FI G)

1400L44Pp 45m Heal thcare iniHhealtih&wnr el S)

Ret ail in S&KpetieSty] ( RI'S)

DoD in SecuiDltgD DoDI S)

" . . . : Sp or :
1500 54p 45m Closing KeyndtPeeSpaaleéidi on (W'thsp@é;i)er:

Closing Remarks
Final Recognitio

P 15m Abbreviated Chap

Call to Close

TBD
TBD

154i5 60 {‘ of Honor SErnest GCampga®s Pregiden

ee
er Busi ness
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Once hailed as unhackable, blockchains are
now getting hacked

By Mi ke Orcutt, Treecbhrnbdrogyl®evi2©OW,9

Early | ast mont h, the security team at Coinbase noticed s
cryptocurrencies people ca® kpwyudmd <ee«lchabfbnptl@aifimbasbeéet Bi s
transactions, was under attack.

An attacker had somehow gained
net wsor komputing power and was us
hi story. That made it possible to
ond&nownidashbl e &Ppheendattacker was
oftfo the tune of $1.1 million.
actually stolen from any of its
Gatehmase, admitt tdeadssno | ucky, l osing
attacker (whetusthreaddeal | atf e )t.

Just a year ago, this nightmare
secalled 51% attack against Et her
series of recent attacks on bl ock
the nascent industry.

In total, hackers have stolen nearly $2 billion worth of c¢r
and & hatwust wha't has been reveal ed publicly. These are not
cybercrime organizations are now doing it too: analyticesefir
apparently still active, may have stolen a combined $1 billio

We shdiullen surprised. Bl ockchains are particularly aitthact
reversed as they often can be in thedter ddintgi dmalwnf itrhartc ijailsts
uni que security features, they have uni que vulnerabilities.
funhackwmedrde dead wrong.

Thé&t been understood, at least in theory, since Bitcoin eme
explosion of new crypiteocetanenheydy ppoojsect swhawerndchi whateanhbesea
weaknesses could mean for the future of Dblockchains and digit

How do you hack a blockchain?

Before we go @nygeffuatthew,t érems straight.
Abl ockcihsaian cryptographic database maintained by a network

uppa@ate versionpr At btsotak sheai mf rul es that dictate modve ¢ hteo wwlodh
verify new transactions and add them to the database. The pr
create incentives for the nodes to work toward securingdtyhe r
this system can make it extremely difficult and expensive to

Th&t wsBatmade the technology so appealing t®o atrabnayu nicnhd ussetrryviiecse
bi-game insltiketkFiodsl ity I nvestments and I ntercontinental Exch
start to enmesh bl ockchains i ncetnhte adx ibsatnikrsg afries ianmogwi & hoeoskyi snbge nin
forms of national currency.

But the more complex a blockchain system is, the more ways
mont h, the company dian cclypt@geunfecymushhat uses extremely com
pridateeal ed that itfhudd|l eecrgtplopgliapddtcalfllymwwbaked into the i
have exploited it to make unlimited counterfeit Zcash. Fortun

[
o}
The prottioddle josnmdy thing that has to be secure. To trade cr)

a softwibeewhi ch can also contain vulnerabi® imaies.cllinetepteanble
had to scramble to fix a bug (also in secret) that <could hav
all ow.

Read the rest here:
https://www.technol ogy rheavii-kesuwdh b a ekba bobcék2céhadidngse € thiarck e d /

ISSA-COS NEWS Hoan



https://www.technologyreview.com/s/612974/once-hailed-as-unhackable-blockchains-are-now-getting-hacked/

If you want a vision of the future, imagine not :

boot stamping on a face, but keystroke loggin
on govt contractors' PCs

By Thomas Claburn, The Register, February 13, 2019

The potential for cyberwarfare between the TUdi hed Stcaiuad | a1
is wel/l understood. The British attitudiendts rmrcd cceass arnidl yiedy meer
explicit.

Anyone working on a substanti al contract with the US state
captures the screenifbodvériatksakleysovuo&kebill ed are |l egit.

That's i f propociedcil egntsdlalty omhaped by a maiksera popfr owoerdk. ver i

What's more: New Jersey is not alone. These rules are being

A draft |l aw that just cleard&d ABO8NewrégqusepsShayecAssembly
contract worth more than $100,000 "to use software to verif:
performed on a computer are eligible charges."”

The text of the bildl comes courtdawvedf fTmann 4 phart e ptrBws idreess w,
"Transparent Business gitvene dthdtoe mmanageradouealt he work perfor
architects, engineers, and other professi onadxpl ek tdso ewse bnsoitt

And similar bills, many echoing the TransparentBusiness ten

The mandat edwlsiodh wiag eapéecivneunsdtorpr ovi de the appl i ctaibme sdade
to collected dat a. It muisbty gtaatkhienrg dsactrae eawsthmmest iacnadl | yapt ur i n.
frequieanncdy make the information available on demand to managem

I't must providei metomatedtaneab for each tasd&t @pilionatevidoh @

. e—agyi NT 0of those doing the work. And i
Bagency with a feedback mechani sm.
The system shoul d "ensur e app
confidentiality of any data for i
security requirement
: The bill as presently written r
said data for seven years after
forbids them from passing al ong
oftware to the state I'ts stated
A simil arbliwaswordedoduced | ast ye
Il sland State Legislature. I't's cur
further study.
Procurement
' We have i ndeed been evangel.
transparency in government p
Transparent Business CEO AleXh&oRaegykhehave ao eémabt tbat tr
bill able hours wildl soon become the new standard of publ i c
century! )"
I'n addi i o to his role as boss of Transpark@MiBuGriweps,,a Ko

it n
company for a variety ofYaontdhiekri ,f iarnnost.h eAmaonigr mi hweisteh iasn i nteres
"We support NJ A3989 as it can save New Jersey tens of mil!]l

Politics in America

I n addition to New Jersey and Rhode Il dIl aMidninsessi ontid,arMibsi sl dusr il
other states. Konanykhi nnmisaged hkei lhlopeisntmomodhuwowed hiikedvartyoodbtb g
push for a work verification |l aw in Virginia.

Read the rest here:
https://www.theregister.co.uk/ 2019/ 02/ 13/ work_verification_ac



https://www.theregister.co.uk/2019/02/13/work_verification_accountability_bills/

“E® . Training News

The Colorado Springs Chapter of | SSA |
Preparation Seminar

Those who have been studying and are close to sitting for

This seminar wil/l b e e500vie rei xnagm tchrei tCeormpal.l A SYO
Al ready Security+ certified? Attending this review seminar
wel come to attend just one day or all three days.
First priority seats will be to payir~ ~tmndant e~ »~nt wvet Sec
SY®01 Domains Covered I nclude:
T Threats, Attacks and Vulnerahb
1 Technol ogies and Tool s
1 Architecture and Design Securit +
T Identity and Access Managemen y
T Risk Management W
T Cryptography and PKI 0
LocatCwlhorado Technical University (C GQTIFlED
4435 N. Chestnut St., Colorado Sprin;
Dat®aturday, April 6,13,& 20, 2019

Ti mBoth days: Check iiB8: &AM ween 8: 15 AM
Class starts at 8:45 AM andlf@nsotud ulmpmec bwmi)l rha tbeel yi 4a:n3 Oh oRUM

time can vary, but no | ater than 5:00 PM.

*I f extra instruction time is needed, l unch may be | ess th
5: 00 PM.

Cos$50.00 (includes all three days and refreshments)

Hope to see you there,
Pl ease |l et us know if you have any questions.
Thank you very much,
Jeff Tomki ewicz, Deputy VP of Training
Susan Ross, Past Deputy VP of Training

Update Your Profile!

Dondt forget to p

www./ssa.orgnd update your personal
information.

ISSA-COS NEWS


Facebook%20Messenger

SPECIAL INTEREST GROUPS (SIGS)

Speci al I nterest Groups (SI Gs) are groups comp
together to share information and experie@08s
presents SI Gs in two major categori es: Af finity
| SS\OS brings together both groups to participa
gatherings, participants have an opportunity to
four (4) I ndustry Groups. CPEs/ CPUs are awarded

| et ween for mal gat herings, the SI G Leaders f
coordinate inform&I0OSganbheurages BEESAl eaders to
gatherings at soci al venues such as sporting e
gatherings may also include participating in a ¢c
or a picnicl/ BBQ

Affinity Groups

Affinity Groups are designed fnoirndceodnmunnti etrye sptrso
Cybersecurity. Affinity Groups gather to share
educati on, and help one another solve common prc
promoted-CbOyYS IIHSA ude:

Women i n 1SM counréi®]y

Young Professi bo¥Yfalunign PSedusSsistiyonal s

Mentoring TiM eShd auSiintgy

Executi vesi E[nx eSceudtusrvietsy]

I ndustry Groups

|l ndustry Groups are designed for community prof
have a common interest in Cybersecurity. Il ndusH
related topics and share solutions to probl ems
exchange Cybersecurity related tips, i nformatio
|l ndustry Groups curr-€08l ynpltodceted by | SSA
Finance iinF[ $aalwmnkiet]y

Heal t hcar ei H[ne aSletdh&ra rt ey]

Ret ai l I MR[ ®dlasi rli]t y

DoD in $®caby ty

| SS®0OS invites you to join us at our next SI G g

For additional iindffoa @ass.amm,gwivevi ti 8aSts:. .01 g
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The problem of cert

measure practical skills

By Ken Clark, Certification Magazine, February 19, 2018

The confidence o wenagr fcelrty fé¢emf orti ng! Certification is
Certification provides reasonable assurance that a prospect
technical walk (so to speak).

Any <certified worker wants to be a@abbeeonf hpee d o& meathplt bpe
most definitely wants the newcomer tc‘nebbe abl Bi tedpeltfonmet ha
sheds some | ight on this common circumstance.

Years ago, | was employed by a | arge organizati on, speci fi
fenabdMyr .rol e was to fsintcda,ll damremestisaam, ot echni cal suppor pres
departments I responded to numerous trouble tickets related
software, -aeldapednitssanges.

My job was to resolve any issue related to desktop comput |
escalated to a network infrastructur e, server, or tel ecommun
or personally saw it through from inception to resol udn.on, it

My rol e fewaassbétee h empl oyee | worked with to effecti-vel gt eud
technol ogy, to better fulfill their roles within tkhredw wheastpe
were doing any better after meedtidcdagnevimyh jreb.t han before, ther

Oon a particular Monday morni ng, | was i nformed that an int
train thi&l Bhdckiadild ud fro rMaa kweek or two until he knew the rope
function solo. The appointed morning arrived, and | was able
the job

Mar k was a pleasur e. He was abl e t o-rfellwitdeldy acnadn veexrtsrea caurr ra ¢

certainly conversant as we reviewed the assortment of troubl
response.

This made perfect sense to meoatats &aad kampm@ldi caa bfl ies tifnudlu sa fr y
Comp Bl MM+ and one® ofarMicusosME@SE (Microsoft Certified Systems

through each ticket and provide a solid theoretical response

After a couple of hours spent reviewing ticdkiensl wdidn g ed édtad
each departmentdwe tsSké¢ ooampamyrespond to our first trouble ti

Somet hing peculiar occurred, however, upon arrival at the
formerly conversant Mark, who had verbally rehearsed mul tiple
befuddl ed at the computer keyboard.

After a moment or two, he turned to me and kindly aska&d ho
met that mor ni ng had -dsauwcded ewniltyh choinse ofwanc eloanc ke xopfe r@ reamartei. ¢ dilit nlga n
about fixing computer problems, and another thing to actuall.y

My interest was piqued. Before me was sudden and unantici pe
talk a good talk, while not necessarily bdi npgo sastelses ttchewalTk we
perform the role for which he had been hired.

Admi ttedl vy, after a week with me [ ooking over his shoul deé
guestion, however, if¢hnya i hiiee dM@ir ic emyt i hii cé&t i ons gi veonn hki-hmow hhee p
needed to hit the gra@aund running on day one?

Fadtorward a few years to my current support job with Test
through many inbound customer communications (primarily orig
experience with Mark was not uncommon.

Read the rest here:
http:// cert macge rctoinf/fdporantdidcernpsr @ cs k¢ &l s/



http://certmag.com/problem-certifications-dont-measure-practical-skills/

Better security achieved with randomly

generating biological encryption keys

BySt aff, Penn State College of Engineering, December 19, 21

Data breaches, hacked systems and hostage madwarcdeé uai egf s¢ @
depart ment store, hospital, governmentd bod baeawkadateaml edkiemg
encryption key approach thaengdgisnaearcd mlne,b| gr @atnac tniortg riervfearsmat i
faster and nimbler

"Currently, encryption is done with +watyh efnuantcitci Sbnpstad'rgodrdiitdD |
assistant professor of engineering science and mechanics, Pe
di fficult to do in the opposite direction."

An example of this is multiplying two prime numbers. Assumi
from the result becomesewveurnceimeawawnd computer

"However, now that computers are becoming more powerful an
that reli on its effectiveness because it is monumentally t

y random encryption keys are emgl orableed &brdaost
formula -caltbd pandemsnuBben gemarnatomr sn uanrtbee rr ggaelnley

"We need to go back to nature and identify real random t hi
many bi ol ogi cal processes, no computer can unravel t hem. "

The researcher s, who also included Akhil Dodda, graduate s
graduate student in electrical engineering; and Yang Wu, post
human T <cell s. They phodt mgnapbepdl aamrmaayomnf Z cells in solut
creating pixels on the image and making the T cell pi xels "or

"When we started there wer e a few papers out using nan
(nanomaterials) out of the materi al and are stationary."

Living cell s, regardl ess of the type, can be kept around
photographed repeatedly to create new encryption keys.

"We need a | ot of keys because the population of the world
of data every second by 2020."

Besides encryption keys for personal computers, the keys al
much more. I f something is hacked or malfunctions, this metho

"1t is very darfdiircadrt ttlhoe ssreeveysteems, " sai d-ebagdcdcae.er"” Ndte skee ikr
area of strength."”

The researchers are currently wusing 2,000 T cells per encr
Theory and Simulation that even if someone knows the key ge
generation rate and key sampling instance, it is i mpos¢dciahkl e f
information to bust the encryption.

"We need something secur-encraynpt ebdi od eocgu rciatly sspyesctieess wi | | K ¢
everywhere and anytime," said Wal.i

Read the rest here:
https://www. es m. pfsal. [4¥/ddoal seegnivcer/ay2Ptli8o n . a s p x

ISSA-COS NEWS S e



https://www.esm.psu.edu/news/2018-fall/das-biological-encryption.aspx

How far should organizations be able to go tc

defend against cyberattacks?

Scott Shackel ford , Homeland Security News Wire, Febr uc:
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ations can and should be encouraged to take passive

d reporting intrusions. iBdt nion myewemtaedh enyg salggu
he risk of destabilizing corporate and i ntieftrenrat i
f
e

D Q©
o n xD
Ssva—~"a ~oo->
)

-, <

~ oo
[N
—

digital wvigilantiesm, gl obal insecurity wild.l be

roaftt acks sweepimags agowersn niehnet swoarnfdd compani es th
digital systems, and the corporate and state
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oured the internet for hints about what <cyb
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|l eaders and officials are starttiarkg ntgo moh
extreme option withinhadKisndi inkdoddkaomf &Gawteir
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beent hteesreafricthd ngnaf dvawbaek sacti veDdelieasenofhabesdWw
nal I nstitute of DeXal e amevin ta o Ad rainn iusntdreartgiroand uanae Cox sc
School of Business. We have f oudrmdda couimemxnmpil sisni gn gn unabreirc
more proactive in theiltityberftaotinrtey practices, often

Getting active

he surface, it mi ght siEken beke daéaktempygeoveshea i dpomadyelo tfff
an be enormous: WanMa@r Y0dyherm atngdl, i afcfi eetne
n the worlUdbAanhi Iclaiuere di molr@stt hmmoductivity and
dk Not eolpal sbspping giaanhdMaedske@30bemcbmpany
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with this scale of |l oss, some companies want to st

kdowewlda®td to protect their customer s, net wor ks ano
ees with the skills to trackododwnwns yhsa cekmesrt sh Bartid it pmgerh @ tcrad ti
ying a cyberattack as defekbyve get very complicated vV

often unclear, for exampldunecattlintwhohiasdapahi masé&hsabpt
So who shoubdckheahgek? What UfSampanmnyabel yeoawdetdhat it was
owned by the Chinese government? | f it hacked back, woul d t
happen to repair corporate and international relations if t
Compani es@Gsheukedcdpowered to start gl obal cyber confliofé6lihat

Of cou sel soti mportamthato milghhk happein countries allow the
agaiWls®dovernment or corpwr@itiemeficout ff. fMdle victim to cyberat
l'itebgal recour se.
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Engaging with the law

At the moment, hacki g @bnadc ki ni smainlyl engaali,o nisn atrhoeu riCcb mptued ewo rFir ¢
and Abumekdstit a cri me to awictehsosuta naoutthheorr iczoamp uwtne/r, Ev B € iy u dnie m
Uu.s., as wel/l as Thabdmmad amac KAiursg rimd d ka., |hma s2itlud&, nnbbtrSs htgmeerd ¢
an agreement that private rfatr nsl Ibawed ticm héhek rbaak.i ons ar e

However, supporters of active defensive tactict 2a0E6 pursdsind
platform promiused st hadfdefansebf ideglt wi th hacder sMaasx ht ReDyl 8s e & |
state | epgaisssleadt tae Ipieflalnti itve def enskbatmeaseare®esi gned to prevent
comput er 0Tawoc emsnt hs -GoavNat hahh®epa,l atetblee wutging of technol og)
fnati onal security i mplriacnaitfiiognest iaonnds .ot her potenti al

Read the rest her e
http://www. homel andsecuri-hpiweasisowdlrdganbhéedlifd $t9adLfldmgd i-cnyshter att ac ks



http://www.homelandsecuritynewswire.com/dr20190215-how-far-should-organizations-be-able-to-go-to-defend-against-cyberattacks
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