
• Participation and support from the 
National Cybersecurity Center (NCC), 
the Colorado Small Business Develop-
ment Center (SBDC), the Colorado 
Springs Chamber and Economic 
Development Corporation (EDC), 
AFCEA Rocky Mountain Chapter, and 
the (ISC)

2
 Pikes Peak Chapter 

• The inaugural launch of our newly 
expanded SIGs: Women in 
Security, Mentoring in 

Security, Young 
Professionals in Security, 
Executives in Security, 
Healthcare in Security, 
Finance in Security, 
Retail in Security, and 
DoD in Security. All eight 
(8) SIGs were well 
represented and attend-
ed with many 
experiencing standing 

room only participation 

• Highly regarded local community lead-
ers serving as keynote speakers, 
training speakers, and guest speakers 
for our SIGs; many of which are 
members of our own chapter! 

• Attendance from two (2) prominent 
local news organizations: Fox21 News 

(Continued on page 5) 
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I 
SSA-COS Members, 

Welcome to the 2
nd

 quarter of 2019. 
By all accounts, the first quarter was a 

great one for our chapter. In the first three 
months of this year, we hosted two dinner 
meetings, two lunch meetings, two mini-
seminars, and our first major conference of 
the year. During this timeframe, we also 
launched our newly established Special 
Interest Groups (SIGs). As we enter the 
next quarter, our chapter is 
still running strong: three 
Saturday sessions of 
Security + Reviews, more 
chapter dinners and 
lunches, more mini-
seminars, and the contin-
uation of our SIG gather-
ings. Our Board of Direc-
tors and Key Personnel 
are delighted to provide 
this abundance of quality 
programming for all our members to enjoy. 

Just days ago, on March 28
th
, ISSA-

COS and the Federal Business Council 
(FBC) co-hosted the 6

th
 Annual Cyber 

Focus Day (CFD) conference at UCCS. 
This conference was attended by nearly 
200 participates and included five (5) 
sponsoring businesses and five (5) special 
guest organizations. A few major highlights 
from this conference included: 

The ISSA Colorado Springs Newsletter incorporates open source news articles in compliance with 

USC Title 17, Section 107, Paragraph a (slightly truncated to avoid copyright infringement) as a training 

method to educate readers on security matters .  

The views expressed in articles obtained from public sources within this newsletter do not neces-

sarily reflect those of ISSA, this Chapter or its leadership. 

Names, products, and services referenced within this document may be the trade names, trade-

marks, or service marks of their respective owners. References to commercial vendors and their prod-

ucts or services are provided strictly as a convenience to our members, and do not constitute or imply 

endorsement by ISSA or the Colorado Springs Chapter of ISSA of any entity, event, product, service, or 

enterprise. 

2nd Quarter is Here 

A Note From 

Our President 

 

By Mr. Ernest Campos  
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“For the love of 
God, backup 
your configs on 
your networking 
equipment.”  

months afterwards," Dylan said. "Certificates 
expiring, lost private keys for VPNs, bad configs 
causing failures, and I worked hard at it. For my 
work, they promoted me to system 
administrator, as I was supporting a whole 
bunch of these strange applications anyway." 

The secret switch 

Things were looking up and going relatively 
smoothly until February this year, when Dylan 
noticed another thing wrong within the network 
at the company's remote data center. 

"I was running a network scan in our data 
center and noticed we had a x.x.x.2, an x.x.x.3, 
and an x.x.x.4… What did the .4 go to? We had 
logins for .2 and .3…. But we weren’t sure what 
.4 was," Dylan told us. "We knew we had a Dell 
core switch in our data center so I asked 
around if anyone knew a login or had touched 
the thing. Our engineer gave me a login but 
said he hasn’t managed to get into it. This core 
switch was routing everything in our data 
center, and in the intervening year after our old 
engineer died, nobody has touched the thing." 

Dylan said a technician was dispatched to 
the data center to sort it out, and they worked 
with Dell support to try "about 15 different" ways 
to get in, to no avail. A simple rip-and-replace of 
the switch is not possible either. 

"We have a four-hour replacement on the 
device. So while they said they could get us 
one out there, the only problem is we have no 
idea what the config is on the device," Dylan 
said. 

"No clue about VLANs, no clue about if it 
has STP, or trunking, or anything." 

Barring a breakthrough in obtaining a valid 
login, Dylan told us the company has some 
scheduled downtime in April. Until then, they're 
simply going to hope the old Dell router holds 
up. 

As far as advice for other admins, our 
source has a simple recommendation. 

Read the rest here: 

https://www.theregister.co.uk/2019/03/20/switch
_config_death/  

By  Shaun Nichols, Electronic The Register, 

March 20, 2019 

An IT department 
is pulling its hair out 
this month after 
realizing a coworker 
who died last year was 
the only person who 
could log into a crucial 
network switch. 

This is according to 
Dylan, a sysadmin at a 
small US healthcare 
company, who today 
told El Reg a story of 
how he and his 
colleagues ended up 
locked out of the 
equipment, thanks to 
an untimely death in 
2018. The deceased, 
who we will refer to as 
Nick out of respect for 
the departed and 
family, was the only 

person who knew how to log into the core 
switch, and had a history of both health and 
work performance problems, it is claimed. 

"Nick was absolutely not a good 
engineer," Dylan said. "He knew enough to 
get himself by on tasks such as setting up an 
incredibly insecure FTP server, creating an 
incredibly unstable ESXi environment, and 
pushing out ManageEngine products in 
insecure and often ridiculous ways." 

By 2018, Dylan told us, Nick's haphazard 
network management had caused a bevy of 
problems. Already planning to replace the 
techie, managers were at the time struggling 
to fix an expired ESXi certificate Nick had 
neglected to replace when they received the 
news he had suddenly passed on. 

Now, not only were Dylan and others 
tasked with figuring out how to manage, 
repair, and rebuild the unique network crafted 
by their late colleague, but they would have to 
do it without any of his login information or 
configuration details, according to our tipster. 

"I started at this company just a month 
before Nick died so I got to experience this 
entire mess fold out and had to work with 
users on all the different things that were 
going down or breaking in the next few 

Dead LAN's hand: IT staff 'locked out' of data center's core switch 

after the only bloke who could log into it DIES 

I S S A - C O S  N E W S  

https://www.theregister.co.uk/2019/03/20/switch_config_death/
https://www.theregister.co.uk/2019/03/20/switch_config_death/


New Chapter By-Laws have been posted on the ISSA-COS website and may be found here: 

https://issa-cos.org/wp-content/uploads/2018/12/Colorado-Springs-ISSA-ByLaws-FINAL-Dec-2018.pdf 
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We’ve just completed another successful Cyber Focus Day (CFD), this year at UCCS.  UCCS 
provided great support for the event and we had a great group of volunteers who supported 

activities including the registration desk, the ISSA Chapter table, and other needs to make it a 
successful event.  We leveraged the CFD to kick off all of our special interest groups which seemed 
to be well received.  They are a great opportunity to network with people who have similar interests 
within the community.  

Our membership is holding at ~468 members as of the end of March.  
Kudos to all the members who’ve referred so many of our new members 
this year.  As you’re going about your daily activities, please continue to 
take the time to engage your colleagues, ask if they’re ISSA members, and 
if not take a couple of minutes to convince them of the value of becoming a 
member of our chapter.  Word of mouth is our primary method of 
advertising.  If you don’t take the time to tell people of our organization, 
folks won’t know all the advantages we bring to their professional life.  
Renewals are also critical to maintaining our membership.  If you are 
considering not renewing, please talk to me or one of the other board 
members to help us understand what we can do better to support our 
membership and retain you as active chapter members. 

I would also like to welcome our new members on behalf of the Chapter!  When you’re 
participating in Chapter activities, please take a moment to introduce yourself to members of the 
board, me, and other members.  Don’t forget to identify yourself as a new member and feel free to 
ask for help or information.  Thanks for joining the Chapter and don’t forget to look for opportunities 
to lend your expertise to improve the Chapter.  We’re always open to new ideas and suggestions.  

Please watch the Newsletter, communications and eVites to ensure you stay aware of what’s 
going on in the chapter.  As always, if you have any membership questions don’t hesitate to contact 
me. 

 
Thanks,  

David Reed 
Membership Committee Chairman  

membership@issa-cos.org 
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Membership Update 

New Members 
March 

Mikayla Roché 

Tom Nichols 

Debra Prentice 

Juan Hernandez 

Thomas Warley 

Scott Walker 

Abigail Murray 

James Miller 

https://issa-cos.org/wp-content/uploads/2018/12/Colorado-Springs-ISSA-ByLaws-FINAL-Dec-2018.pdf
mailto:dreed54321@comcast.net
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We're already in the middle of a major 

cyber war, experts believe 
By Brooke Crothers, Fox News, March 23, 2019 

A whopping 87 percent of information security specialists believe we're in the middle of a global cyber war. 

That comes from Venafi, a firm that provides technologies to large companies to protect their networks against cybercrime. 
Venafi got opinions expressing this sentiment from over 500 security professionals at the recent RSA conference in San 
Francisco. 

Paul Nakasone, head of US Cyber Command, recently spoke about the growing threat of cyber war. “In the cyber 
domain…our adversaries…continue to increase in sophistication, magnitude, intensity, volume and velocity, and remain a 
threat to our national security interests and economic well-being,” Nakasone said in testimony before the Senate Armed 
Services Committee last month. 

“It’s clear that security professionals feel under siege,” said Kevin Bocek, vice president of security strategy and threat 
intelligence at Venafi, in a statement. 

Additionally, 72 percent of security professionals believe nation-states should have the right to “hack back” by targeting 
cybercriminals who attack their infrastructure and 58 percent believe private organizations have the right to hack back, 
according to the Venafi survey. 

Bocek added: “Today, private companies do not have a legal right to actively defend themselves against cyberattacks.” 

Currently, the Computer Fraud and Abuse Act prohibits many kinds of retaliatory cyber defense measures, including 
accessing an attacker’s computer without authorization, according to Venafi. 

Read the rest here: 

https://www.foxnews.com/tech/were-already-in-the-middle-of-a-major-cyberwar-experts-believe  

 

Holding Government Contractors Responsible for 

Cybersecurity Is Trickier Than It Sounds 
By Brandi Vincent, NextGov, March 27, 2019 

The federal government wants to hold defense contractors accountable for the cybersecurity of their supply chains but 
that’s no easy feat, experts said Tuesday. 

Industry representatives told lawmakers on the Senate Armed Services Committee about attempting to tackle cyber threats 
as a federal contractor. Much of the hearing was focused on one specific issue: increasingly complex levels of supply chains 
make it difficult for prime contractor to ensure all subcontractors are upholding cybersecurity protections. And that ever-
lengthening chain increases the possibility of compromised information or cyberattacks. 

“I don’t know why we don’t hold the larger contractors who are responsible for the contract to make sure the subcontractors 
they are hiring have protections,” Sen. Joe Manchin, D-W.V., said. “Somebody has to be held accountable.” 

The panelists explained a large part of the problem is that the government frequently does not have access to the contracts 
between primes and their subcontractors, or a prime contractor may know its immediate supplier is but not know the 
subcontractors that supplier uses—a loop that can repeat for each subcontractor.  

Senior Vice President and General Manager of MITRE National Security Sector William LaPlante said during his time 
working as an acquisition executive, he often noticed that some prime contractors had more detailed knowledge around their 
own supply chains than others. He said it was surprising to realize that some didn’t even know who their subcontractors were 
working with, even on their own government-sponsored projects. 

“The knowledge of the primes to the sub to the sub to the sub is uneven,” he said. 

Read the rest here: 

https://www.nextgov.com/cybersecurity/2019/03/holding-government-contractors-responsible-cybersecurity-trickier-it-
sounds/155862/  

 

https://www.foxnews.com/tech/were-already-in-the-middle-of-a-major-cyberwar-experts-believe
https://www.nextgov.com/cybersecurity/2019/03/holding-government-contractors-responsible-cybersecurity-trickier-it-sounds/155862/
https://www.nextgov.com/cybersecurity/2019/03/holding-government-contractors-responsible-cybersecurity-trickier-it-sounds/155862/
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and the Colorado Springs Business Journal 

• An opportunity to issue nearly 1,200 Continuing Professional Education (CPE) credits to the folks who attended the 
conference 

• The raffling and/or gifting of over $9,000 worth of industry certification vouchers for certifications such as C|CISO, 
CISSP, CEH, and Security + CE (special thanks to Murray Security Services and Global Knowledge!!); plus, numer-
ous smaller prizes awarded throughout the day. 

Along with all these great highlights, one extremely tangible benefit we gained was the opportunity to allow all our new 
volunteers a chance to experience the production of a major conference from behind the scenes. This will serve most 
beneficial as we begin to prepare for our second major conference in September: the 9

th
 Annual Peak Cyber conference. 

Please consider volunteering to support this 3-day conference which will include a 
Capture the Flag (CTF) competition, SIG breakout sessions, multiple training 
sessions, and evening events. 

During the closing comments of the CFD, ISSA-COS announced we are consid-
ering updating our logo to better conform with guidance set by ISSA International 
and to better display the verbiage “Colorado Springs Chapter” so it will remain 
visible when scaling the logo to smaller sizes. Members of our chapter are 
encouraged to email your new logo ideas to info@issa-cos.org no later than 
Friday, April 26, 2019. Candidate logos need to retain the ISSA International 
label and globe and should maintain the blue and gold color schemes. ISSA-COS 
will review all submissions and will determine if enough entries were received to 
warrant a general vote. Please note, ISSA-COS reserves the right to modify any entries to ensure total compliance with 
the guidelines set by ISSA International. 

Regarding our monthly chapter dinner meetings, ISSA-COS is piloting a new venue for April. The Tuesday, April 16
th
 

dinner meeting will take place from 5:30 – 7:30 PM at the Harris Corporation (4450 E. Fountain Blvd). If all goes well, the 
board will consider returning to this facility on a regular basis. Please note, Visitor Access Requests (VARs) will NOT be 
required to enter the facility however, attendees will need to sign the visitor log for personnel safety reasons. Our month-
ly lunch meeting will continue to meet at from 11:00 – 1:00 PM at the HP Enterprise (305 S. Rockrimmon Blvd) facility. 
Members may registration for either of these events at our website www.issa-cos.org. Also consider registering to attend 
the April Mini-seminar taking place on Saturday, April 27th from 8:30 – Noon at CollegeAmerica (2020 N. Academy Blvd). 

Last of all, the Board of Directors is encouraging members to consider volunteering for any of our vacant board or 
key personnel positions. We are currently seeking deputies for our Treasurer, Recorder/Historian, Professional 
Outreach, and Member-at-Large positions; plus, we are seeking leaders for our Finance, Retail, and Executives SIGs. 
For all these areas, position descriptions and responsibilities are documented along with efforts having been made to 
simplify our internal processes.  

On almost a daily basis, I receive emails, phone calls, or face-to-face compliments from businesses and organiza-
tions across our region regarding the quality of our members. Thanks again to all of you for helping our chapter become 
a shining star within our community!  

Sincerely,  

Ernest Campos 

(Continued from page 1) 

ISSA Nametags 

Do you want an ISSA nametag for your very own to wear to meetings, conferences, and events? You can now 
order/pick up yours directly from: 

Blue Ribbon Trophies & Awards 
245 E Taylor St  (behind Johnny’s Navajo Hogan on North Nevada) 

Colorado Springs 
(719) 260-9911 

Although their hours are officially Monday through Friday until 5:30 pm, they are occasionally in the shop on 
Saturdays. This is a small business so cash/check would be appreciated. Email wbusovsky@aol.com to order. 

A Note From 

Our President 

 

mailto:info@issa-cos.org
http://www.issa-cos.org
about:blank
mailto:wbusovsky@aol.com
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Meet the Board Member 

A 
s members of the Colorado Springs Chapter of the ISSA you get to enjoy a great number of benefits 
such as Monthly Meetings, Mini Seminars, Conferences and networking with peers.  As a not-for-profit 
organization these things can only be accomplished thanks to the volunteers who make them happen.  

In this edition, we are going to highlight and get to know our chapter President Ernest Campos.    

Below are some questions I posed to him and his responses.   

How long have you been a member of ISSA (COS)? 

• I joined ISSA-COS in 2014; a year after moving to COS and the same year I established my own Cyber-
security company: Incline Cyber Solutions, LLC (ICS, LLC). 

Why did you decide to join the Board for ISSA-COS? 

• Not long after moving to COS, I performed a 5-year analysis on the near-term future of Cybersecurity 
within COS. At the same time, I observed the operational activities, membership constructs, and commu-
nity impacts of many IT/Cyber related organizations within COS. Determining ISSA-COS possessed spe-
cific advantages toward addressing the future needs of our community, I later presented my findings to 
the then president of ISSA-COS along with recommendations on how the chapter could better prepare for 
the future surge of Cybersecurity professionals poised to join our region. I first served as a the chair for 
the Transformation Committee chartered with the responsibility of recommending necessary improve-
ments to the chapter. I later served as the chair for the Sponsorship Committee and soon after was elect-
ed to the position of Vice-President. In the fall of 2018, I was elected to the position of President where I 
continue to implement necessary improvements to our chapter while still holding true to the methods and 
practices that helped make this chapter so great. 

Tell us something about yourself? 

• I am an avid sports and outdoors enthusiast. On any given Saturday you can find me in the mountains, at 
a professional sporting event, or in the gym. Over the years, I developed a library of sports analytic tools I 
use to personally track major sporting events like the World Cup of Soccer, the Triple Crown, Baseball, 
and Football. I'm not a statistician, I'm an analyst...there is a difference.  

What is your experience in the Information Systems Security arena?  

• I have been working in the IS world for nearly 30 years now.... *gasp!*.  I served 11-years in the USAF, 
starting out as a Computer-Communications Specialist and later progressing to a Senior Information Sys-
tems Lead at the White House. Following my military service, I accepted a position with Hewlett-Packard 
(HP) supporting the Intelligence Community in the Washington D.C.metropolitan area. While with HP, I 
managed the design and implementation of complex computer solutions for numerous three letter agen-
cies. After moving to COS, I parted ways with HP and established ICS, LLC, a company focused on 
providing hard-core cyber skill sets to transitioning military and collegiate professionals. I enjoyed that job 
(until the money ran out) and subsequently accepted a position with the Harris Corporation as the Deputy 
Director of Cybersecurity for the SENSOR contract. Most recently, I assumed the role of Manager for 
Cyber Operations which has privileged me the opportunity to lead a stellar group of Cybersecurity profes-
sionals. 

Do you have one “horror” story about Cyber Security you can share?  

• Like many other IT and Cybersecurity professionals, I serve as the family "Computer Guy" for my parents, 
siblings, children, and distant relatives. I remember one year I performed a full-family tech refresh - desk-
tops, laptops, smartphones, cloud storage, virus protection, and remote monitoring capabilities. What an 
ambitious project that turned out to be!  

How has the Chapter helped/supported you? 

• My involvement with ISSA-COS has never been about earning easy CPEs. In my career, I helped estab-
lished two fully functional mentoring programs; one for my Alma Mater (George Washington University) 

(Continued on page 7) 
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Platinum Sponsor—Murray Security Services—https://www.murraysecurityservices.com/  

and the second for ISSA-COS. In so doing, I have met a number of great people; both established profes-
sionals who want to "give back" and aspiring professionals looking for a "leg up." With both groups, I have 
learned to appreciate the wisdom of those who have tread before me and those who desire to walk in my 
footsteps.  

How would you like to see the Chapter grow and/or expand? 

• In the years to come, I hope to see ISSA-COS continue to succeed in improving its posture and position 
within our community. ISSA-COS provides a valuable service to our region; a service other peer organiza-
tions have acknowledged and encouraged. I would like to see our chapter leverage our greatest strength 
(our members) and use them to help other industries for which Cybersecurity isn't their first language. In-
dustries such as Healthcare, Finance, Legal, and Retail. These industries are crying for help and the rea-
son we should care is because it is within these industries that we spend most of our time and money. 
Most of us work 40-hours a week however, each week contains 168 hours. That leaves 128 hours of our 
lives each week living in a relatively unsecured world. If we can improve the industries we don't work in, 
then we succeed in improving the industries we actually live in. 

Ernest served as the Chapter VP prior to being elected President and works hard to bring the Chapter and 
its Members value while reaching out to the community as a resource for IT/Cyber Security information and 
support. 

Ernest can be reached via email at president@issa-cos.org, and I can be reached at vp@issa-cos.org.  

 

Mike Crandall 
ISSA-COS Vice-President 

(Continued from page 6) 

https://www.murraysecurityservices.com/
mailto:president@issa-cos.org
mailto:vp@issa-cos.org


P A G E  8  

I S S A - C O S  N E W S  

P A G E  8  

ISSA Fellow Program 
2019 Fellows Cycle Now Open 

The Colorado Springs ISSA Chapter has over 500 current members. Many of you have been members for 
several years and may qualify for the ISSA fellow program. The Fellow Program recognizes sustained 
membership and contributions to the profession. If you think you or another ISSA associate may qualify in the 
fellow program, please contact Jorden Smith at jordenbsmith96@gmail.com  to coordinate the process. Erik is 
the chair of the chapter awards committee and will help you through the steps. Below are some details on the 
ISSA Fellow Program. Qualification information is also presented below:  

No more than 1% of members may hold Distinguished Fellow status at any given time. Fellow status will 
be limited to a maximum of 2% of the membership.  

Nominations and applications are accepted on an annual cycle. Applications will be accepted until June 
17, 2019 at 5:00pm Eastern Time. Following the application period, there will be a ten week review period 
followed by the notification and presentation process. Fellows and Distinguished Fellows will be recognized at 
the 2018 ISSA International Conference.  

Familiarize yourself with the Fellow Program, and the submission guidelines. If you have questions, 
contact Jorden or The ISSA Fellow Manager or call 866-349-5818 (US toll free) extension 4082. 

To Become a Senior Member 

Any member can achieve Senior Member status. This is the first step in the Fellow Program. What are the 
criteria? 

Senior Member Qualifications 

• 5 years of ISSA membership 

• 10 years relevant professional experience 

• For your convenience, please feel free to use this Senior Member Application Check-list to confirm 
eligibility and completion of application 

All Senior Member applications require an endorsement from their home chapter to qualify. 

Click here to access the Senior Member application. 
Click here for the Senior Member endorsement form. 

To Become a Fellow or Distinguished Fellow 

Have you led an information security team or project for five or more years? Do you have at least eight 
years of ISSA membership and served for three years in a leadership role (as a chapter officer or Board 
member or in an International role)? You may be eligible to become an ISSA Fellow or Distinguished Fellow. 
Please contact Erik and become familiar with the Fellow Program Guidelines and use the current forms to 
ensure you comply with all requirements. 

Fellow Qualifications 

• 8 years of association membership. 

• 3 years of volunteer leadership in the association. 

• 5 years of significant performance in the profession such as substantial job responsibilities in leading a 
team or project, performing research with some measure of success or faculty developing and teaching 
courses. 

All Fellow applications require a nomination to qualify. 

Click here to access the Fellow application. 
Click here to nominate a Fellow. 
Click here to submit a Fellow letter of recommendation. 

(Continued on page 9) 

mailto:jordenbsmith96@gmail.com
https://cdn.ymaws.com/www.issa.org/resource/resmgr/fellow_program/fellow_policies_revised_febr.pdf
mailto:fellow@issa.org
https://www.issa.org/resource/resmgr/fellow_program/senior_member_checklist.docx
https://www.issa.org/resource/resmgr/fellow_program/senior_member_checklist.docx
https://www.issa.org/page/Senior_member_App
https://www.issa.org/page/Senior_member_App
https://www.issa.org/page/Senior_Mem_Endorse
https://www.issa.org/resource/resmgr/fellow_program/fellow_policies_revised_febr.pdf
https://www.issa.org/page/Fellow_App
https://www.issa.org/page/Fellow_App
https://www.issa.org/page/Fellow_Nom
https://www.issa.org/page/Fellow_Recommend
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Distinguished Fellow Qualifications 

• 12 years association membership. 

• 5 years of sustained volunteer leadership in the association. 

• 10 years of documented exceptional service to the security community and a significant contribution to 
security posture or capability. 

All Distinguished Fellow applications require a nomination to qualify. 

Click here to access the Distinguished Fellow application. 
Click here to nominate a Distinguished Fellow. 
Click here to submit a Distinguished Fellow letter of recommendation. 

Please help us identify candidates that we can recognize in our chapter! Please contact: 

Jorden Smith 
Recognition Committee Chair 

jordenbsmith96@gmail.com  

(Continued from page 8) 

Half of business leaders say a breach could end their 

business, others remain unaware 
By Staff, HelpNetSecurty, March 1, 2019 

A majority (58 percent) of executives at SMBs are more concerned about suffering a major data breach than a flood, a fire, 
a transit strike or even a physical break-in of their office.  

The figure jumps to 66 percent when measuring large SMBs (150-250 employees) that now fear a data breach would be 
more detrimental than traditional disasters for businesses, according to the inaugural AppRiver Cyberthreat Index for Business 
Survey. 

“In today’s digital age, businesses rely on their intellectual property and use automated business processes more than 
ever before – bringing cybersecurity to the forefront,” said Dave Wagner, CEO of Zix Corporation, parent company of AppRiv-
er. “The AppRiver Cyberthreat Index for Business Survey findings punctuate this evolution and highlight how businesses need 
to better prepare for cyberthreats.” 

Nearly half of SMBs (48 percent) said a major data breach would likely shut down their business permanently. The per-
centage increased significantly with 71 percent of financial services and insurance SMBs reporting that a major breach would 
be fatal to their business. Healthcare and business consulting SMBs followed at 62 percent and 60 percent, respectively. 

The survey further revealed that SMBs are more concerned about attacks from disgruntled ex-employees than highly pub-
licized threats from nation-states, or even cyberattacks from competitors, rogue hacktivist groups or lone-wolf hackers. 

While SMBs are concerned about cybercriminals, not all of them are on high enough alert. The hospitality industry is a 
prime example. Despite the 2018 Marriott breach of 500 million customer records, only 28 percent of hospitality-sector re-
spondents believe their business is vulnerable to imminent threats of cybersecurity attacks, compared to 62 percent of re-
spondents who work in technology and 47 percent in the financial sector. 

Similarly, only 50 percent of hospitality respondents believe a successful cyberattack would cast short- and long-
term business losses, compared to 72 percent each in the financial and healthcare sectors and 71 percent in the technology 
sector. 

“Today, 6 in 10 U.S. SMBs go out of business within six months of a successful cyberattack,” said Troy Gill, a senior secu-
rity analyst at AppRiver. “However, I often see a sizable gap between perceptions and reality among many SMB leaders, which 
is again evident in the inaugural index. They don’t know what they don’t know; the lack of preparedness becomes a dangerous 
weapon for cybercriminals.” 

Read the rest here: 

https://www.helpnetsecurity.com/2019/03/01/half-of-business-leaders-say-a-breach-could-end-their-business/  

https://www.issa.org/page/Distinguished_Fellow
https://www.issa.org/page/Distinguished_Fellow
https://www.issa.org/page/D_Fellow_Nom
https://www.issa.org/page/Fellow_Recommend
mailto:jordenbsmith96@gmail.com
https://www.helpnetsecurity.com/2019/03/01/half-of-business-leaders-say-a-breach-could-end-their-business/
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Foreign trolls are 

targeting service 

members — and we’re 

not doing enough to stop 

them 
By  Kristofer Goldsmith, Military Times, March 4, 2019 

On Feb. 26, the Washington Post reported that U.S Cyber Command blocked internet access for the 
Internet Research Agency, the Russian oligarch-linked organization that the Mueller investigation has 
deemed responsible for interfering with the 2016 election. Our government blocking the internet access of a 
persistent cyber threat to our democracy for election day is an encouraging sign, but it is far too little. 

The St. Petersburg-based IRA is just one of countless foreign groups seeking to interfere with the 
American electorate, and those trolls are active every day. They aren’t just motivated by the goal of interfering 
with our democracy; they’re driven by a host of financial incentives that our government and tech companies 
have done little to nothing about. 

For 18 months, Vietnam Veterans of America, a congressionally-chartered veterans service organization, 
has been fighting foreign trolls that are targeting the military and veterans community to weaponize and turn a 
profit off of our patriotism. From entities that publish falsified news about veterans benefits cuts to earn ad 
revenue for their clickbait websites, to targeted employment and financial scams, veterans organizations have 
been forced to play defense against a deluge of anonymous overseas actors who work day and night to 
deceive Americans — stealing our names, logos and reputations to gain their trust. 

These are serious problems that need to be investigated by cyber professionals at the Federal Bureau of 
Investigation, with the goal of finding out who is behind these anonymous online avatars. 

The action on Election Day didn’t impact the Kosovoans from running the 3,000-plus member “American 
Proud” Facebook group that is still hosting pro-Trump and anti-Bernie political memes today. The six 
Vietnamese admins running the “Proud Women Veterans” Facebook Page that has 34,233 likes are still 
active. A Snapchat scammer just offered me thousands of dollars as part of a money laundering scheme, 
ostensibly as a labor-free way to work for and support the nonprofit organization that the troll doesn’t know is 
the very organization employing me to investigate them. 

The one-day denial of internet access for one group didn’t shut down the global network of dozens of 
nefarious Twitter accounts that have successfully infiltrated the insular network of national military and 
veterans advocates, and it did nothing to stop the countless fraudulent accounts across any other social 
media platform. 

During a House Energy and Commerce Committee hearing in April 2018, Mark Zuckerberg of Facebook 
was directly challenged by then chairman Rep. Greg Walden, R-Ore., about the fake veterans pages on his 
network. Since then Facebook implemented a change that reveals the country of origin of admins of pages 
with very large followings, but this still allows foreign trolls to build followings of tens of thousands of 
Americans before the hard-to-find country of origin information is revealed. 

Read the rest here: 

https://www.militarytimes.com/opinion/commentary/2019/03/01/shutting-down-russian-trolls-for-a-day-is-not-
enough/  

https://www.militarytimes.com/opinion/commentary/2019/03/01/shutting-down-russian-trolls-for-a-day-is-not-enough/
https://www.militarytimes.com/opinion/commentary/2019/03/01/shutting-down-russian-trolls-for-a-day-is-not-enough/
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2019 SCHEDULE OF EVENTS 
Chapter Meetings – Dinner  

Tuesday, April 16, 2019 

Tuesday, May 21, 2019 

Tuesday, July 16, 2019 

Tuesday, August 20, 2019 

Tuesday, October 15, 2019 

Tuesday, November 19, 2019 

Chapter Meetings – Lunch 

Wednesday, April 17, 2019 

Wednesday, May 22, 2019 

Wednesday, July 17, 2019 

Wednesday, August 21, 2019 

Wednesday, October 16, 2019 

Wednesday, November 20, 2019 

Mini-Seminars  

Saturday, April 27, 2019 

Saturday, May 25, 2019 

Saturday, July 20, 2019 

Saturday, August 24, 2019 

Saturday, October 19, 2019 

Saturday, November 23, 2019 

Special Interest Group 

Gatherings 

Thursday, June 20, 2019 

Thursday, September 5, 2019 

Thursday, December 5, 2019 

ISSA-COS Conferences 

Peak Cyber 

Tuesday, September 3, 2019 

Wednesday, September 4, 2019 

Thursday, September 5, 2019 

Quarterly Recognition & 

Networking Events 

Tuesday, June 18, 2019 

Tuesday, September 3, 2019 

Thursday, December 5, 2019 

Security +CE Reviews  

Saturday, April 6, 2019 

Saturday, April 13, 2019 

Saturday, April 20, 2019 

Saturday, September 14, 2019 

Saturday, September 21, 2019 

Saturday, September 28, 2019 

CISSP Review 

Friday, June 7, 2019 

Saturday, June 8, 2019 

Saturday, June 15, 2019 

Friday, June 21, 2019 

Saturday, June 22, 2019 

Saturday, June 29, 2019 

Annual Award Ceremony 
Thursday, December 5, 2019 

For additional information, contact info@issa-cos.org or visit www.issa-cos.org. 

mailto:info@issa-cos.org
http://www.issa-cos.org
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By Staff, Nyotron, April 17, 2018 

RAND Corporation’s report from 2017 called Zero Days, Thousands of Nights: The Life and Times of Zero-Day 
Vulnerabilities and Their Exploits is fascinating. Although it is 133 pages long, you will not have to spend your whole weekend 
to get through it. The most striking findings of this research are right up-front, particularly this surprising insight:  

“Zero-Day exploits and their underlying vulnerabilities have a 6.9 year life expectancy, on average.” 

This is 2,521 days after the initial discovery to be precise. Hence, the reference to “Thousands of Nights” in the study’s title. 
In fact, 25% of zero-days will survive more than 9.5 years according to the research. This data suggests that the time between 
the discovery of a vulnerability by a researcher (for any purpose, including private use or resale to government entities or 
gray/black markets) to public disclosure and patch availability is dramatically longer than most in the industry have thought.  

By the way, the definition of a vulnerability that RAND uses is “a software, hardware, procedural, or human weakness that 
may provide an attacker with an open door with which to exploit.” The RAND research focuses solely on software 
vulnerabilities. There is high likelihood that hardware vulnerabilities “live” for much longer periods of time (and, in many cases, 
forever) than software vulnerabilities due to the inherent difficulty of “patching” hardware.  

We have all heard about infamous examples of advanced nation-state sponsored malware such as Stuxnet (with its four 
zero-days) that survived for an estimated five years prior to being discovered.1 However, these are thought to be exceptions 
rather than the rule. However, according to RAND Corporation researchers, we should not be surprised by vulnerabilities that 
survive for up to 10 years or even longer. 

A vulnerability does not automatically result in damage. An exploit that takes advantage of a vulnerability needs to be 
created first. An exploit, as used by RAND, is a “malicious code that takes advantage of software vulnerabilities to infect, 
disrupt, or take control of a computer without the user’s consent and typically without their knowledge.” Surprisingly, according 
to the RAND research, almost a third of exploits are developed in a week or less, with the majority developed in under a month 
from the point an exploitable vulnerability is found.  

What Are the Implications of a Long Life?  

At its core, the long life span of a vulnerability means that even organizations with industry-leading vulnerability 
management and patching processes in place are still vulnerable. This is true even if you go through the pain of immediately 
testing and rolling out all patches of critical and important severity (ranked using Microsoft’s rating system). And, if you have 
ever managed patch management tools and projects, you know how difficult this is, considering change control policies, 
rollback requirements, off-line and remote systems, rollout issues and more. Moreover, we are not talking about just patching 
Windows operating systems. We are talking about patching all third-party applications in use within an organization, firmware 
and all operating systems (macOS, Linux, UNIX, Android, etc.).  

After all is said and done, the “bad guys” can still gain access to an organization’s environment. Could this ability be 
reserved for only a handful of nation-state actors? Not so! According to the RAND research, “...any serious attacker can always 
get an affordable zero-day for almost any target.” Although the costs may reach millions for very unique targets and 
environments, (the so called “unicorn exploits”), most zero-day exploits (i.e., a functioning exploit and not just a vulnerability) 
can be purchased for anywhere between $30,000 and $100,000 on gray and black markets.  

Read the rest here: 

https://www.nyotron.com/wp-content/uploads/2018/04/Nyotron-ZeroDay-White-Paper-4-17-2018.pdf  

I S S A - C O S  N E W S  

The Life of a Zero Day  

Facebook%20Messenger
https://www.nyotron.com/wp-content/uploads/2018/04/Nyotron-ZeroDay-White-Paper-4-17-2018.pdf


SPECIAL INTEREST GROUPS (SIGS) 
Special Interest Groups (SIGs) are groups comprised of Cybersecurity professionals who gather 

together to share information and experiences common to their respective groups. ISSA-COS 
presents SIGs in two major categories: Affinity Groups and Industry Groups. On a quarterly basis, 
ISSA-COS brings together both groups to participate in formally structured events. During these 
gatherings, participants have an opportunity to first attend one of four (4) Affinity Groups then, one of 
four (4) Industry Groups. CPEs/CPUs are awarded for attend these events. 

In-between formal gatherings, the SIG Leaders for each individual SIG are encouraged to 
coordinate informal gatherings. ISSA-COS encourages SIG leaders to consider hosting informal 
gatherings at social venues such as sporting events, restaurants, bars, or breweries. Informal 
gatherings may also include participating in a community improvement project, a group walk or hike, 
or a picnic/BBQ.  

Affinity Groups 

Affinity Groups are designed for community professionals with like-minded interests in the field of 
Cybersecurity. Affinity Groups gather to share security related experiences, impart knowledge and 
education, and help one another solve common problems and issues. The Affinity Groups currently 
promoted by ISSA-COS include: 

Women in Security – W[omen]IS 

Young Professional in Security – Y[oung Professionals]IS 

Mentoring in Security – M[entoring]IS 

Executives in Security – E[xecutives]IS 

Industry Groups 

Industry Groups are designed for community professionals who work within similar industries and 
have a common interest in Cybersecurity. Industry Groups gather together to discuss security 
related topics and share solutions to problems affecting their perspective industries. They also 
exchange Cybersecurity related tips, information, and education specific to their industries. The 
Industry Groups currently promoted by ISSA-COS include: 

Finance in Security – F[inance]IS 

Healthcare in Security – H[ealthcare]IS 

Retail in Security – R[etail]IS 

DoD in Security – D[oD]IS 

ISSA-COS invites you to join us at our next SIG gathering or any one of our many other events. 

____________________________________________________________________________ 

For additional information, contact: info@issa-cos.org  or visit www.issa-cos.org. 

mailto:info@issa-cos.org
http://www.issa-cos.org
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From hard drive to over-heard drive: Boffins convert 

spinning rust into eavesdropping mic   

By Thomas Claburn, The Register, March 7, 2019 

Eggheads at the University of Michigan in the US, and Zhejiang University in China, have found that hard disk drives 
(HDDs) can be turned into listening devices, using malicious firmware and signal processing calculations. 

For a study titled "Hard Drive of Hearing: Disks that Eavesdrop with a Synthesized Microphone," computer scientists An-
drew Kwong, Wenyuan Xu, and Kevin Fu describe an acoustic side-channel that can be accessed by measuring how sound 
waves make hard disk parts vibrate. 

"Our research demonstrates that the mechanical components in mag-
netic hard disk drives behave as microphones with sufficient precision to 
extract and parse human speech," their paper, obtained by The Regis-
ter ahead of its formal publication, stated. "These unintentional micro-
phones sense speech with high enough fidelity for the Shazam service to 
recognize a song recorded through the hard drive." 

The team's research work, scheduled to be presented in May at 
the 2019 IEEE Symposium on Security and Privacy, explores how it's pos-
sible to alter HDD firmware to measure the offset of a disk drive's 
read/write head from the center of the track it's seeking. 

The offset is referred to as the Positional Error Signal (PES) and hard 
drives monitor this signal to keep the read/write head in the optimal posi-
tion for reading and writing data. PES measurements must be very fine 
because drive heads can only be off by a few nanometers before data er-

rors arise. The sensitivity of the gear, however, means human speech is sufficient to move the needle, so to speak. 

"These extremely precise measurements are sensitive to vibrations caused by the slightest fluctuations in air pressure, 
such as those induced by human vocalizations," the paper explained. 

Vibrations from HDD parts don't yield particularly good sound, but with digital filtering techniques, human speech can be 
discerned, given the right conditions. 

Flashing HDD firmware is a prerequisite for the snooping, the paper says, because the ATA protocol does not expose the 
PES. This could be accomplished through traditional attack techniques – binary exploitation, drive-by downloads, or phishing – 
or by intercepting HDDs somewhere in the supply chain and modifying them. The researchers point to the Grayfishmalware 
attributed to the Equation Group as an example. 

To exfiltrate captured data, the three boffins suggest transmitting it over the internet by modifying Linux operating system 
files to create a reverse shell with root privileges or storing it to disk for physical recovery at a later date. 

While many computing devices come with microphones that might look like easier targets for hijacking, the researchers 
observe that security conscious individuals may disable known microphones in software or with hardware hacks. A hard disk-
focused attack would be less expected. 

Read the rest here: 

https://www.theregister.co.uk/2019/03/07/hard_drive_eavesdropping/  

Aero Sponsor—CT Cubed 
https://www.ctcubed.com/  
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Why the cyber fast track is stalled at DOD 
By Lauren C. Williams, FCW, February 26, 2018 

The Pentagon is having trouble bringing on cyber workers through the Cyber Excepted Service, thanks to too few 
personnel and a backlogged and complicated security clearance process. 

CES is a congressional authority that aims to make it easier for the Defense Department to hire cyber and tech workers on 
the spot and outside the lengthy USAJobs application process. But implementation has hit snags as the program moves into 
Phase 2, according to Marines Corps Brig. Gen. Dennis Crall, DOD's deputy principal cyber advisor. 

Lack of personnel and the complex security clearance process was slowing down implementation, Crall told Congress 
during a Feb. 26 hearing of the Intelligence and Emerging Threats and Capabilities Subcommittee of the House Armed 
Services Committee. 

Crall testified that the five full-time personnel tasked with the initial rollout of the program were insufficient and that 10 
personnel are needed to handle the hiring and the accompanying training of thousands of cyber workers. 

Crall also said additional personnel have been identified from within the Pentagon, and a formal request of additional 
personnel from the CIO is in process. 

"Phase 1 of the Cyber Excepted Service was modest by design ... to make sure we knew what we were doing" regarding 
training, Crall said. The next phase will be much higher than the initial 500 billets, and personnel resources are lacking at the 
Pentagon and on the service level. 

DOD CIO Dana Deasy said it wasn't purely a numbers game, but rather about DOD's ability to train at an increased rate. 

"This isn't a case of the volume of people we need inside of my respective organization or working on Brig. Gen. Crall's 
cross-functional team. This is about competencies that need to exist in them. This is a new way of doing business. And the 
[Personnel and Readiness] organization and respective military services need to train up at a faster rate -- the people that they 
need to bring on board that actually accelerate Cyber Excepted Service." 

U.S. Cyber Command, the Defense Information Systems Agency and the DOD CIO are utilizing it, but the military services 
need to "up the game," Deasy said. 

Security clearances are also hampering CES, Crall said. "The onboarding process can be very frustrating so while we 
have four out of five of the recipe right in bringing people on, if we can't bring them on quickly because they're held up in the 
security clearance process," he said. They could "potentially lose interest," he added. 

Read the rest here: 

https://fcw.com/articles/2019/02/26/dod-it-oversight-williams.aspx?admgarea=TC_Security  

 

Cyber Spending Would Rise $17B Under 

2020 Request 
By Jack Corrigan, DefenseOne, March 19, 2019 

The Trump administration intends to allocate more than $17.4 billion to cybersecurity efforts across federal agencies in 
fiscal 2020, with the Pentagon and Homeland Security Department receiving the lion’s share of the funds. 

The White House on Monday published a breakdown of the president’s 2020 budget request, building on the broad 
spending outline officials released last week. The administration said it opted to exclude some funds from the release, citing 
“the sensitive nature of some operations.” 

While the proposal would increase overall federal spending on cybersecurity by about $790 million from 2019, funding for 
cyber programs at civilian agencies dropped about $120 million. 

Under the president’s request, the Defense Department would receive some $9.6 billion—roughly 55 percent of the 
government’s total cyber spend—to bolster its digital defenses and expand offensive operations in cyberspace. The figure 
marked a $1 billion increase from administration’s 2019 request and came as one of the proposal’s most significant provisions. 
The administration didn’t include specifics on the Pentagon’s cyber budget in its release.  

Read the rest here: 

https://www.defenseone.com/technology/2019/03/cyber-spending-would-rise-17b-under-2020-request/155647/?oref=d-
channeltop  

https://fcw.com/articles/2019/02/26/dod-it-oversight-williams.aspx?admgarea=TC_Security
https://www.defenseone.com/technology/2019/03/cyber-spending-would-rise-17b-under-2020-request/155647/?oref=d-channeltop
https://www.defenseone.com/technology/2019/03/cyber-spending-would-rise-17b-under-2020-request/155647/?oref=d-channeltop
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For Africa, Chinese-Built Internet Is Better 

Than No Internet at All 
By Amy MacKinnon, Foreign Policy, March 19, 2018 

The Chinese telecommunications company Huawei has made huge inroads in Africa in recent years even as the United 
States urges its allies around the world to avoid working with the firm over cybersecurity concerns. 

Huawei has built about 70 percent of the continent’s 4G networks, vastly outpacing European rivals, according to Cobus 
van Staden, a senior China-Africa researcher at the South African Institute of International Affairs. The construction is often 
accompanied by loans from Chinese state banks, which are approved faster and with fewer conditions than loans from 
international institutions. 

While concerns about Huawei are shared by other countries around the world, in Africa they are largely overshadowed by 
the imperative for greater internet access. The continent is home to some of the world’s fastest-growing economies, and its 
population is expected to double by 2050. 

“At least for the time being, Africa doesn’t have any other cost or competency alternatives,” said Howard French, who 
teaches at the Columbia School of Journalism and has been the New York Times bureau chief in West and Central Africa and 
in China. 

The United States believes Huawei and other Chinese telecommunications companies that build critical infrastructure 
around the world might be installing so-called backdoors and using them to spy on behalf of the Chinese government. U.S. 
Secretary of State Mike Pompeo has threatened to withhold intelligence from countries that use Chinese networks. 

Huawei’s founder has told the Wall Street Journal that his company has never spied for China. But some experts are 
skeptical. 

“This idea that Huawei would never reveal anything to the Chinese state if asked is implausible because any Chinese 
company has to operate within the rules of the Chinese state,” said French, the author of Everything Under the Heavens: How 
the Past Helps Shape China’s Push for Global Power. 

In January 2018, the French newspaper Le Monde reported that Beijing had bugged the headquarters of the African 
Union—whose construction was paid for and built by China. Every night for five years the entire contents of the building’s 
computer systems—which were installed by Huawei—were reportedly transferred to China. Microphones were found 
embedded in the desks and walls, according to the report. Both China and the African Union dismissed the allegations. 

“Most policymakers and politicians in Africa, they don’t really care,” said Emeka Umejei, who teaches journalism at the 
American University of Nigeria. “Africa is a pawn on the global chessboard in the ongoing geopolitical context. Everybody 
spies on Africa,” he said. 

David Shinn, a former U.S. ambassador to Ethiopia and Burkina Faso, said that for many Africans, the suspicion is, “if the 
Americans are peddling this argument, they have their own vested interests 

In Africa, where internet penetration lags behind the global average at 35.2 percent, Huawei’s compact rural cell towers 
have brought internet access to remote regions while the M-Pesa cellphone banking system, run on Huawei’s Mobile Money 
platform, has been lauded for helping millions in East Africa move into the formal financial system. 

“The moment the networks are up, they kick off a whole host of other economies,” said van Staden of the South African 
Institute of International Affairs. 

As Chinese-built internet expands across Africa, many fear that the continent’s authoritarian leaders will seek to curb the 
internet’s ability to spread popular discontent by adopting a Chinese style restricted web. 

“The Chinese are explicitly pushing this idea of internet governance,” said Joshua Meservey, a senior analyst with the 
Heritage Foundation. “They frame it as a sovereignty issue, but what they are really talking about is the ability of a state to 
control the free flow of information online.” 

China has encouraged foreign officials to follow its lead on internet control, conducting large-scale training for officials 
around the world, according to Freedom House’s 2018 “Freedom on the Net” report. The U.S. government-funded watchdog 
noted that increased activity by Chinese officials in Africa was followed by the passage of restrictive cybercrime and media 
laws in Tanzania and Uganda.  

Read the rest here: 

https://foreignpolicy.com/2019/03/19/for-africa-chinese-built-internet-is-better-than-no-internet-at-all/  

https://foreignpolicy.com/2019/03/19/for-africa-chinese-built-internet-is-better-than-no-internet-at-all/
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Massive Database Leak Gives Us a Window 

into China’s Digital Surveillance State 
By  Danny O’Brien, Electronic Frontier Foundation, March 1, 2019 

Earlier this month, security researcher Victor Gevers found and disclosed an exposed database live-tracking the locations 
of about 2.6 million residents of Xinjiang, China, offering a window into what a digital surveillance state looks like in the 21st 
century. 

Xinjiang is China’s largest province, and home to China’s Uighurs, a 
Turkic minority group. Here, the Chinese government has implemented a 
testbed police state where an estimated 1 million individuals from these 
minority groups have been arbitrarily detained. Among the detainees 
are academics, writers, engineers, and relatives of Uighurs in exile. Many 
Uighurs abroad worry for their missing family members, who they haven’t 
heard from for several months and, in some cases, over a year. 

Although relatively little news gets out of Xinjiang to the rest of the 
world, we’ve known for over a year that China has been testing facial-
recognition tracking and alert systems across Xinjiang and mandating the 
collection of biometric data—including DNA samples, voice samples, 
fingerprints, and iris scans—from all residents between the ages of 12 and 
65. Reports from the province in 2016 indicated that Xinjiang residents can 
be questioned over the use of mobile and Internet tools; just 
having WhatsApp or Skype installed on your phone is classified as 

“subversive behavior.” Since 2017, the authorities have instructed all Xinjiang mobile phone users to install a spyware app in 
order to “prevent [them] from accessing terrorist information.” 

The prevailing evidence of mass detention centers and newly-erected surveillance systems shows that China has 
been pouring billions of dollars into physical and digital means of pervasive surveillance in Xinjiang and other regions. But it’s 
often unclear to what extent these projects operate as real, functional high-tech surveillance, and how much they are primarily 
intended as a sort of “security theater”: a public display of oppression and control to intimidate and silence dissent. 

Now, this security leak shows just how extensively China is tracking its Xinjiang residents: how parts of that system work, 
and what parts don’t. It demonstrates that the surveillance is real, even as it raises questions about the competence of its 
operators.   

A Brief Window into China’s Digital Police State 
Earlier this month, Gevers discovered an insecure MongoDB database filled with records tracking the location and 

personal information of 2.6 million people located in the Xinjiang Uyghur Autonomous Region. The records include individuals’ 
national ID number, ethnicity, nationality, phone number, date of birth, home address, employer, and photos. 

Over a period of 24 hours, 6.7 million individual GPS coordinates were streamed to and collected by the database, linking 
individuals to various public camera streams and identification checkpoints associated with location tags such as “hotel,” 
“mosque,” and “police station.” The GPS coordinates were all located within Xinjiang. 

This database is owned by the company SenseNets, a private AI company advertising facial recognition and crowd 
analysis technologies. 

A couple of days later, Gevers reported a second open database tracking the movement of millions of cars and 
pedestrians. Violations like jaywalking, speeding, and going through a red-light are detected, trigger the camera to take a 
photo, and ping a WeChat API, presumably to try and tie the event to an identity. 

Database Exposed to Anyone with an Internet Connection for Half a Year 
China may have a working surveillance program in Xinjiang, but it’s a shockingly insecure security state. Anyone with an 

Internet connection had access to this massive honeypot of information. 

Gevers also found evidence that these servers were previously accessed by other known global entities such as a Bitcoin 
ransomware actor, who had left behind entries in the database. To top it off, this server was also vulnerable to several known 
exploits. 

Read the rest here: 

https://www.eff.org/deeplinks/2019/03/massive-database-leak-gives-us-window-chinas-digital-surveillance-state 

https://www.eff.org/deeplinks/2019/03/massive-database-leak-gives-us-window-chinas-digital-surveillance-state
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Why “ji32k7au4a83” Is a Remarkably Common Password 

By Rhett Jones, Gizmodo, March 04, 2019 

For too many people, moving the digits around in some variation of Patriots69Lover is their 
idea of a strong password. So you might expect something complicated like” “ji32k7au4a83” 
would be a great password. But according to the data breach repository Have I Been Pwned 
(HIBP), it shows up more often than one might expect... 

This interesting bit of trivia comes from self-described hardware/software engineer Robert Ou, 
who recently asked his Twitter followers if they could explain why this seemingly random string of 
numbers has been seen by HIBP over a hundred times.  

Read the rest here: 

https://gizmodo.com/why-ji32k7au4a83-is-a-remarkably-common-password-1833045282  

Significant Interest Group Leads: 

Chair: Vacant  
Women in Security : June Shore  

Young Prof. in Security: Jeremiah Walker  

Mentoring in Security: Carissa Nichols 

Executives in Security: Vacant  

Finance in Security: Mark Maluschka  

Healthcare in Security: Vacant  

Retail in Security: Vacant  

DoD in Security: Vacant  
 

Past Senior Leadership 
President Emeritus: Dr. George J. Proeller 
President Emeritus: Mark Spencer 
Past President: Pat Laverty  
Past President: Frank Gearhart  
Past President: Cindy Thornburg  
Past President: Colleen Murphy 

Article for the Newsletter? 

We are always looking for articles that may be of 
interest to the broader Colorado Springs cyber com-
munity.  

Send your article ideas to the Newsletter at: 

newsletter@issa-cos.org  

https://gizmodo.com/why-ji32k7au4a83-is-a-remarkably-common-password-1833045282

