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Autumn isFinallyHere!
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Russia carried out a 'stunning' breach of FBI communicatio
system, escalating the spy game on U.S. soill
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Membership Update

e some critical volunteer opportunities upcomi
positions are up for election this year:

Executive Vice President

Chapter Vice President

Director of Communications

VP of Membership

Treasurer

Me mbeAtlsar ge ( x2)

Posi ttesnori@amohe found on ttlwevwc h@agdpar geabdi det s are requi

member s, in good standing, current ®p donéesreanddnoh stodeny
me mber pl ease indicate your i nterest in becoming a candidat
https://www. surveymonkey.com/r/ 8HTSRMJ

New Membef| SNext, | would Iike to welcome our new rmember
Septembeifpartici ting in Chapter activities, mphmeede t ¢

i pa

Ry an vVan Defhf’*lebuo\?éq' me , and dotfherrg ente nmbee risd e ntDofny your s e
ree
or
ea

f o ask for help or informadi 6orgetlt
Matthew Er| Py | portunities to | end youe @Ixwaydi ¢
Stephen Dayl|new i n

d suggestions.
Brian Barnhar:t _ _
Pl ease watch the Newsletter, communications
Joshua Adamsg

: Pwh &t going on in the chapter. As alwaysg if
Ryan Gri mshgWsitate to contact me.

Brad Bradfofd
Ant hia Zacaftias Thanks,

Perry Fosterf DavidReed
Kayla Willeford

t
op
a

Member ship Committe
me mb er s h i-cpa@ .saxsrag

DOD releases unified cybersecurity standard for contractors

By Lauren Williams, FCw, September 5, 20109

A draft of the wunified cybersecurity standard model Defens
senior official wants vendors to "tear it up" in the comment s

Katie Arrington, DOD's chief information security officer |
Sustainment, announc@yb @rhse cruerlietays eMaotfu rtfhtepg mdMode k Sept i f d¢cadud
cussion at the Intelligence and National Security Summit in I

The CMMC framewor k, whiiap | emé mx @dd2t0ed wtid | be equi re samyl go
chaticm become certified before it can do business.

Arrington said startups and small companies that DOD relie
security threats in the supply chain.

Adversaries "aren't going after a Lockheed Martin, at 1t he t
Business I nnovation Research awardee], that [other trankacti
panel, adding that she hopes other federal agencies also adoj

Read the rest here:
https://fcw.com/ ardy ledmensc/u2l-@ellsbl DAmM85Adpd



http://www.issa-cos.org
https://www.surveymonkey.com/r/8HTSRMJ
mailto:dreed54321@comcast.net
https://fcw.com/articles/2019/09/05/dod-cyber-cmmc-rules-williams.aspx
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(Continued from pagp

and a predictable quality of service for all our eventsvem be
wi shed you could invC®® avgruteswi ttlbouatn hlaSY'SSAhg t o gain approva
2020 you wil/l! Have -GO% loustredwirsehgeudl alrSSmet wor ki ng events
attended by area companies, organizations, and professyional s
Have you ever-C@bstwedl d SB1Ake the most, best, and t use
chapter funds to maximize opportunitiesf\t i mPUs é
technical knowl edge? Well, in 2020 we wi

Al l year | ong, our Board of Directors vtorki
future of our organization. I n addition Slﬁam way
pursued strategic parprnceefristhi @rsg awi itzha tlioocnasl can and wil/
add value to our chapter right Odiowmngotad di vidual me mber
ma k e member shi p -OSt hwar tIThSS#Ahe ti me, efXor 1, and money
sacrificed by our me mber s; wi thout ilnncreasing the cost of |
addition to their individual efforts, the BoD took intoecons
results of this surve@O8aOGctebdmnuNews netther | SBdar i n mi nidnp th
actual changes to our chapter. Rat hemakithge pescaéssewi 61 cont
any changes adopted by our board wil/l not take effect wuntil z

Next® betnd a moment 20d®u sAnnngu adn Effteécs i prar , the foll owing
el ection.

f Executive Vice President
T President

T Chapter Vice President

T Director of Communi cati ons
T VP of Membership

T Treasurer

T MembeAtlsarge (x2)

Anyone interested in running for one of these positions is
https://www.surveymonmhey.oppmo/rt/uhiiTYRMIl express 'AnThat eeesat ni
October wildl be spent advertising the candidates who express
Ultimately, we desire the newly elected officers to be able
Annual Award Ceremony.

Finally, I want to give props to the following individuals

T I SS&AOS Honor Roll and | SSA Chi efDrOp&hatwino™Mur Ofafyi cer (

T Security Profess:ifrntalCooofpetrhe Year
T Volunteer (s) Jofimbtome CYfemaridar r en Pearce
T Senior Memblkre Swopes

Collectively, these individuals have done great things to g
I expresf@hank ofou their service and commit menrgr attoud fladdrs Atnhae i
selections. Individually, you have all made significate contr

In closing, on behalf of the BobD, I express a heartfelt ex
el evate themselves -a@dy puwe e &mndosuvte, g kweDawor k t o make a differe
results motivate our individual actions but col IThatnikv eyloyu, fwoer
you do!

Sincerely,
H 4
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University of Minnesota report reveals growing threat of
cyberattacks to food safety

By Staff, University of Minnesota, September 10, 2019

Anew répgorlUini versity of Mi nnesota researchers indicates <cyb
safety

Mdulterating More Than Food: The Cyber ORéeb&kased FbodapPBloyg efs |
Food Protection and Defense Institute (FPDI ), illustrates t h
induspegi fic guidance to keep operations safe and secure. T
control systems used in the food industry include contaminat
destroyed equipment, environmental damage, and massive financ

While cybersecurity is rarely recognized as a food safet
manufacturing food contain many vulnerabilities that exfserts
than industries that are more commonly affected by, and there

ifTrhe food industry has not been a target of costly cyb&rat:t
said Stephen Streng, Ifd@awe vwait hoas oo mmanirepoirn .t hose sectors
attackers wild.l begin |l ooking for easier victims. This raport
and how to begin podotecting themselves.

Researchers and manufacturers identified more than 200 i nd:!
with the number increasing each year through 2016, the end
variety of components from different vendor s, making them d
before cybersecurity was a concern andcaded opad dsawerdd so ptelr att |
easier access to the system

I n addition to wvulnerabilities in the systems themsel ves
cyberattacks Companies often | ack knowledge about how their
awareness about cyber risks and threats. Fisrmhtame m,g tamemeg if 00
stakehol der s Meanwhil e, the tools required to carry out a ¢
use

ifrhe food industry has some characteristics that make it
manufacturiosgreynwgfiemkdly, there's still timeofor companies t

Moving forward, the report recommends that the food indu:
technol ogy and information technology (1 T) staff, condudt ri
and | T systems, involve staff wi t h bersecurity expertise

ety and defense to inc

cy
extend the existing culture of food saf
y

r

t
iCyberattacks coul d have financiall devastating conseque.
i K

compani es, and in the wors& laalatimammyhrke atcerert h e AffaHhH ddder e cht
report wi || rai se awareness among food industry executives
addressing it with the same care and urgency they apply to ot

FPDI , a Homel and Security Center of Excell ence, protects t
delivery of innovative solutions, addressing vulnerabilitie:c
economy. The institute coll aborates with industry, gover nme
stakehol der to help assure product integrity, supply chain r

To read
af oodprote

s
he fzululmnr. epdaur/ tF P DV icstitetamr sne cmworriet yabout t he Food Prot
t.ion. umn. edu

o —



https://blog.knowbe4.com/author/stu-sjouwerman
https://foodprotection.umn.edu/research/food-cybersecurity
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Women Know Cyber: 100 Fascinating Females Fighting
Cybercrime

By Press Release, CyberCrime Magazine, May 21, 2019

Cybersecurihygs Veuwbluirelse @ 40 mernw Kook Cyber : 100 Fascinati ng
criomevhi ch is available on Amazon.

Wo men Know eCaytbuerres cybersecurity experts from across the gl
protecting governments, busi né&sasneds , f oarn dt hpeeiorp | ceo nftrroinb uctyiboenrsc rti on

Coaut hDtresve MonrbgianFrdciezpel the myth that women are barely re
rity fAMoimelnd .hol d20Or opuegohtleyn y ber security positions todag@gl3apgsf Mom-
gan, foundeir€hindf Edi tGybersecurity Ventures.

ore than triple the number of job open
mh o yf ijlolb® tolpeenw cmgyksd wryi 20 2he e idt it @n @, mMw
¢ e MdWhyialnen exd mal egadmel, e may view th

Cybercrime wild.l m
willB3.Bemillion cybe
cent of women in cy

i@ one that the cyberseourity industry must aim for.
fitn so inspired by these pioneering ogdmeystand dAmeotardogledo by
worfBecause-obdfhlroxtt hi nker s, i nnovator s, and | eaders |ike them,
where women are confidentlydadtli hgsthereavobohgea pathhé&omi kKher
nities for others foadidegAabealdonowmt el howakentrepreneur, eng
The women featured in the book include CISOs (chief inform
of woonvemed cybersecurity companies, top data privacy experts,
book, Googl e, | BM, Mc Af ee, Microsoft, RSA, Symantec, Twitter,
fio€n thrilled to be a part of this amazing group of fearl ess
ri esaydsanchal Gupt a, Head of Security, Bl ockchain at Facebook.
The new book is aimed at students, parents, teachers, and ¢

rity field.

Women Know sCysbpeorn sfaurteud elCyon EvenKbem Hakhnthedaby. S. Navy veter
decades of experience in producing thousanwosmenf Kmnyhlwbs oCoykbceai ign
ings schedul eé Detnveut,anCao€Cwn 31, Bd2G1Dn,amlass. 9, 20109.

Downl oad the free PDF book here:
https://cybersecucontyerntuwuplesad®/m2 wp9/ 05/ Women_Know_Cyber . pdf

FDA warns of potential cyber vulnerabillities in internet
connected medical devices

By Maggie Miller, The Hill, October 1, 2019
The Food and Drug Administration (FDA) on Tuesday warned p
vul nerabilities in certain medical devices and health care ne
The vulnerabilities, referred to by the agency asf oRGEAdI/cl

devices connected to commiiiniazmad i eqsi prerdmwtorksch i k€ Mobuters and
According to the FDA, the cyber vul fi arkab idoifhttitebsle cdoeuvliidc ea |l Ilc

change in function, information | eaks or causing the device t
The FDA emphasized that it Iieaddv ercste Otrelevacenithcede aoycurepedt as oa
vulnerabilities.
However, Suzanne Schwartz, the deputy director of the Offi

FD& Center for Devices saanidd Randiao |sotgartdeatie ndd atlgtatit,i ¢ rhte har m i f s
|l eft unaddressed ocould be significant.

Read the rest here:
https://thehill.com/ pfodwacryn/fro/tbew tsieiul rni et ryal biti 6l 3i 8idicheest e c t e d

ISSA-COS NEWS N oam
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https://c212.net/c/link/?t=0&l=en&o=2473564-1&h=3442589228&u=https%3A%2F%2Fwww.amazon.com%2Fdp%2F1733015701%2Fref%3Dsr_1_1%3Fkeywords%3Dwomen%2Bknow%2Bcyber%26qid%3D1558359503%26s%3Dbooks%26sr%3D1-1&a=Women+Know+Cyber%3A+100+Fascinating+Females+Fighting+Cyber
https://cybersecurityventures.com/wp-content/uploads/2019/05/Women_Know_Cyber.pdf
https://thehill.com/policy/cybersecurity/463914-fda-warns-of-potential-cyber-vulnerabilities-in-internet-connected
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Would you (as a general member) be willing to see

financial penalty for late registrants? Such a penalty would resemble the
following format: ISSA-COS would impose a $10 penalty for late, on-line

registrants after a published deadline has passed.
line prior to the published deadline would not pay

Answered: 46  Skipped: 0

Yes, | agree
with...

Yes, | agree

with,..

Yes, | agree
with...

No, I do not
agree with...

0% 10% 20% 30% 40% 50%

ANSWER CHOICES

w Yes, | agree with instituting a penalty for late registrants in the amount of $10.

v Yes, | agree with instituting a penalty for late registrants in an amount greater than $10.
v Yes, | agree with instituting a penalty for late registrants in an amount less than $10.

+ No, | do not agree with instituting a penalty for late registrants of any amount.

TOTAL

our chapter institute a

Members who register on-
a penalty.

2019 General
Membership
Survey

The Results
are IN!

90% 100%

~  RESPONSES v

63.04% 29
4.35% 2
4.35% 2
28.26%

46

their time of arrival.

Answered: 46  Skipped: 0

Yes, | agree
with...

These are best
read on your
computer.

Yes, | agree
with...

Yes, | agree
with...

No, I do not
agree with...

ANSWER CHOICES

Would you (as a general member) be willing to see our chapter institute a
financial penalty for walk-ins? Such a penalty would resemble the following
format: ISSA-COS would impose a $10 fee for all non-registered walk-ins at

0% 10% 20% 30% 0% 50% 60% 70% 80% 90% 100%

¥~  RESPONSES v

v Yes, | agree with instituting a penalty for walk-in attendees in the amount of $10.

v Yes, | agree with instituting a penalty for walk-in attendees in an amount greater than $10.
v Yes, | agree with instituting a penalty for walk-in attendees in an amount less than $10.

w No, | do not agree with instituting a penalty for walk-in attendees of any amount.

TOTAL

69.57% 32

4.35%
4.35%

21.74%




Would you (as a general member) be willing to personally pay for guaranteed
meal service at monthly events to free-up chapter funds to pay for new
quarterly events?

Answered: 46  Skipped: 0

Yes, | am
willing to...

Yes, | am
willing to...

No, | am not
willing to...

0% 10% 20% 30% 40% 50% 80% 70% 80% 90% 100%

ANSWER CHOICES ¥  RESPONSES =
v Yes, | am willing to personally pay for Deluxe meal service with a most likely fee of $10. 39.13% 18

v Yes, | am willing to personally pay for Simple meal service with a most likely fee of $5. 41.30% 19

w No, | am not willing to personally pay for meal service. 19.57% 9
TOTAL

46

Would you (as a general member) support having a limited number of
additional meals at monthly chapter events available for purchase at the
time of arrival for walk-ins or unexpected guests?

Answered: 46  Skipped: 0

Yes, | support
having...

No, | do not
support havi...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES ¥ RESPONSES ~
v Yes, | support having additional meals available for purchase for walk-ins or unexpected guests. 63.04% 29

+ No, | do not support having additional meals available for purchase for walk-ins or unexpected guest. 36.96% 17
TOTAL

46

ISSA-COS NEWS S e



With regards to the locations of monthly chapter meetings (irrelevant of
dinner verses lunch), would you (as a general member) prefer to see chapter
meetings held at the same location each month (as often as possible) or in
different locations throughout Colorado Springs?

Answered: 46  Skipped: 0
I would prefer
to see chapt...
| would prefer
to see chapt...

lam
indifferent ...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES ¥ RESPONSES ~
+ | would prefer to see chapter meetings held at the same location (as often as possible) each month. 32.61% 15
+ | would prefer to see chapter meetings held at different locations throughout Colorado Springs. 8.70% -
+ |am indifferent to the location of chapter meetings. 58.70% 27
TOTAL 46

Would you (as a general member) support discontinuing chapter lunch
meetings and instead shift to dinner only meetings?

Answered: 46  Skipped: 0

Yes, | support
maintaining...

Yes, | support
maintaining...

No, | prefer
to maintain...

0% 10% 20% 30% 40% 50% 60% 70% 80% 920% 100%

ANSWER CHOICES ¥  RESPONSES Nt

v Yes, | support maintaining dinner meetings and discontinuing lunch meetings.

41.30% 19
v Yes, | support maintaining dinner meetings and shifting to quarterly lunch meetings. 36.96% 17
v No, | prefer to maintain both monthly dinner meetings and monthly lunch meetings. 21.74% 10

TOTAL




Answered: 46  Skipped: 0

No, | would
prefer to se...

0%

ANSWER CHOICES

service.

Would you (as a general member) prefer to see recognition of volunteers take
place on a monthly basis and/or during a time frame closer to the moment of
actual service vice, at the end of the year?

Yes, | would
prefer to se...
Yes, | would
prefer to se...

w Yes, | would prefer to see the recognition of volunteers take place on a monthly basis; closer to the moment of actual

w Yes, | would prefer to see the recognition of volunteers take place on a quarterly basis; close to the moment of actual

service.

w» No, | would prefer to see the recognition of volunteers for the entire year continue to take place at the end of the 19.57% =
year.

TOTAL 46

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

¥  RESPONSES ¥
28.26% 13

5217% 24

Answered: 46  Ski

ANSWER CHOICES

ppe

d:0

Yes, | support
maintaining...

Yes, | support
maintaining...

No, | prefer
to maintain...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ISSA-COS NEWS

v Yes, | support maintaining dinner meetings and discontinuing lunch meetings.
v Yes, | support maintaining dinner meetings and shifting to quarterly lunch meetings.
v No, | prefer to maintain both monthly dinner meetings and monthly lunch meetings.

TOTAL

Would you (as a general member) support discontinuing chapter lunch
meetings and instead shift to dinner only meetings?

RESPONSES
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Would you (as a general member) prefer to see the focus of the Annual Award
Ceremony held in December shift to that of an Annual Chapter Celebration?

Answered: 45 Skipped:1

Yes, | would
prefer to se...
Yes, | would
prefer to se...

No, | would
prefer to se...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES ¥  RESPONSES ¥

v Yes, | would prefer to see the Annual Award Ceremony change into an Annual Chapter Celebration. 7\11% 32

w» Yes, | would prefer to see the Annual Award Ceremony change but, into something other than an Annual Chapter 13.33% 6
Celebration.

v No, | would prefer to see the Annual Award Ceremony remain as is; to include recognizing all the annual volunteers at 15.56% 7
end of the year.

TOTAL 45

If sponsorship funds were lacking to pay for the cost of an annual end-of-year
event, would you (as a general member) be willing to pay an “at-cost” fee to
attend the end-of-year event?

Answered: 46  Skipped: 0

Yes, if
sponsorship...

Yes, if
sponsorship...

No, if
sponsorship...

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES ¥  RESPONSES ¥

v Yes, if sponsorship funds were lacking, | would be willing to pay an “at-cost” fee to attend the end-of-year event. 50.00% 23

v Yes, if sponsorship funds were lacking, | would be willing to pay a portion of the “at -cost” fee to attend the end-of- 26.09% 12
year event.

+ No, if sponsorship funds were lacking, | would prefer to see the end-of-year event canceled. 2391% 1

TOTAL 46




PSP \\/hat the education Industry must do to protect it-
self from cyber attacks

By Charlie Sander, Hel p Net Security, August 28, 20109

Data breaches show no signs of slowing down and compani €
seems t be a regular occurrence.
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t entdiadm arreemmcdas t he commeCQacpiiatla bxiiGmnag, tvhiet pecE Nl e
breach, compromi sing the personal information of more thal
ing to also be an attractive target.

This summer made-1li2t sewviodéntditshat cKs, hi gher educati on,
with educational institutions are at risk. Not ably, the st
that di sabled computers &t nohtr ejeu sstc hao op r ddb ks ono icst sh a tAinedn w it d
targeted by hackers.

On August-12, Cyber KecuritydKReXoQyker Clenrdegadcerntte dMaipt s 53 3r d
closed cyber incident, which means-12hechombedi sfridata bne
pass2ls8dt ot al . With four months stildl t 02 0g200 usncthiolo It hyee ae n
school districts must take appropriate measures to protect
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the same ti me, fundi ng shortages mean that securing them
schools should protect themselves moving forward.

Here are three ways to get the ball rol |l ing:

1. Shift the focus to prevention, not mitigation
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https://www.helpnetsecurity.com/2019/08/28/education-industry-cyber-attacks/
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SPECIAL INTEREST GROUPS (SIGS)

Speci al I nterest Groups (SI Gs) are groups comp
together to share information and experie@08s
presents SI Gs in two major categories: Af finity
| SSA\OS brings together both groups to participa
gatherings, participants have an opportunity to
four (4) I ndustry Groups. CPEs/ CPUs are awarded

| et ween f or mal gat herings, the SI G Leaders f
coordinate inform&I0OSganbheurages BEESAl eaders to
gatherings at soci al venues such as sporting e
gat herings may also include participating in a c
or a picnicl/l BBQ.

Affinity Groups

Affinity Groups are designed fnoirndceodnmunnti etrye sptrso

Cybersecurity. Affinity Groups gather to share
educati on, and help one another solve common prc
promoted-CbOyS IISEA ude:

Women i n 1SM couréi®]y

Young Professi bo¥Yfalunign PSedussistiyonal s
Mentoring TiM eShd auSiintgy

Executi vesi E[nx eSceudtusrvietsy]

Il ndustry Groups

|l ndustry Groups are designed for community prof
have a common interest in Cybersecurity. Il ndusH
related topics and share solutions to probl ems
exchange Cybersecurity related tips, i nformatio
I ndustry Groups curr-€08l ynptoceted by | SSA
Finance iinF[ $aalwmnsiet]y

Heal t hcar ei H[ne aSletdhra rt ey]

Ret ai l I INR[ dlasi rl i]t y

DoD in $®caby ty

| SS®0OS invites you to join us at our next SI G g

For additional iindffoa @ass.anm,gwivsvi ti-escssa:. o r ¢
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Pl ati num doSMuornrsaoyr Secur dty Ser
https://www.murraysecurityservices.com/

Aer o SpoGTlsoCubed

htt ps:// www. ctcubed. com/

Update Your Profile!
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www./ssa.orgnd update your personal
information.
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