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Looking Back and Forward
ellow Members of ISSA-COS,

We recently announced our annual Peak
Cyber Symposium (www.peakcyberco.com)
is shifting to a virtual conference this year.
This is due to the continued impacts and
precautions associated with COVID-19. As a
result of this change, the conference has
been rescheduled to November 16 – 19,
2020. Early bird registration remains open
and offers FREE registration for all members
of ISSA (regardless of their chapter affiliaLooking back at the month of July, we
tion), along with .mil, .gov,
continued our online series
and .edu members of our
with several great speakcommunity. Please help
ers and highly, engaging
support this event by shartopics. Our series of online
ing the promotional anpresentations have proven
nouncements via email
to be remarkably successand social media to all
ful with strong registration
your professional conand attendance records
tacts. The Call for Speakweek after week. I hope
ers is quickly closing howmany of you were able to
ever, the Call for Sponsors
join us and enjoyed the
By Mr. Ernest Campos
and Exhibitors remains
presentations we received
wide open.
from the following speakers: Mr. Frank Gearhart, Past President of
Looking forward to August, we will conISSA-COS and Mr. Nick Tait, Director of
tinue our online series with two new and exCommunications for the Northern Colorado
citing presentations. On August 6th, Mr. MiChapter of ISSA. Altogether, these knowlchael Wylie, Director of Cybersecurity Seredgeable and gifted speakers provided our
vices for Richie May Technology Solutions
chapter and our community with valuable
will present and introduction to Malware
information and technology updates regardAnalysis and Response (MA&R). On August
ing various aspects of our industry and our
20th, Mr. Vincent Persichette will provide an
professional development.
update on Cybersecurity in Colorado
Welcome to August! I hope everyone
is doing well and staying healthy. I
also hope folks are enjoying the great
weather and spending time outside (safely of
course). After the challenging months we
have had, it feels good to step outside and
just feel the warmth of the sun, breath the
fresh air, and enjoy our beautiful scenery.

A Note From
Our President

(Continued on page 4)

The ISSA Colorado Springs Newsletter incorporates open source news articles in compliance with
USC Title 17, Section 107, Paragraph a (slightly truncated to avoid copyright infringement) as a training
method to educate readers on security matters .
The views expressed in articles obtained from public sources within this newsletter do not necessarily reflect those of ISSA, this Chapter or its leadership.
Names, products, and services referenced within this document may be the trade names, trademarks, or service marks of their respective owners. References to commercial vendors and their products or services are provided strictly as a convenience to our members, and do not constitute or imply
endorsement by ISSA or the Colorado Springs Chapter of ISSA of any entity, event, product, service, or
enterprise.
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Rise of Kim Jong-un's sister marks increase North
Korean cyberattacks

“Recent

phishing attacks have
impersonated
a range of
high-profile
journalists. ”

By Guy Taylor, Washington Times, July 12
13, 2020

meeting would “only be used as boring boasting coming from someone’s pride.”

A cyber “spear phishing” campaign
believed to be run by North Korean intelligence
operatives
who
impersonate
American
journalists
and
South
Korean diplomats on email
with the goal of hacking
U.S.-based
North
Korea analysts and human
rights advocates has grown
increasingly
brazen
in
recent months, according
to sources familiar with the
campaign.

Showing no hesitation about speaking for
her brother, she added, “It is still my personal
opinion; however, I doubt that things like the
[North Korean-U.S.] summit talks would
happen this year.”

Emanating from networks in several locations
around the world, the campaign has grown more aggressive and sophisticated
during a period in which
North Korean leader Kim
Jong-un
has
faced
heightened difficulties at
home and as his younger
sister, Kim Yo-jong, has emerged as an
influential
power
player
in
the
secretive Pyongyang regime.
Kim Yo-jong made headlines last
month by threatening military action against
anyone
engaging
in
propaganda
against North Korea. Meanwhile, the
clandestine cybercampaign had gained
speed and was targeting American think
tanks and rights groups whose work
focuses on exposing Pyongyang’s nuclear
programs and authoritarianism.
Her rising prominence was on
again Friday when the North’s
controlled state media cited her
delicate question of the state of
talks with South Korea and the U.S.

display
strictly
on the
nuclear

Ms. Kim dismissed what she said was a
“spate of strange signals” from the Trump
administration about the prospect for further
talks. She also said Pyongyang would
demand
major
concessions
from Washington and that a face-to-face
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Among those targeted in the cyber spear
phishing campaign is Suzanne Scholte, an
activist with the Washington-based North
Korea Freedom Coalition. She also chairs
Free North Korea Radio, a nonprofit that has
been helping North Korean defectors pipe
shortwave news broadcasts and other
messages into North Korea from offices in
South Korea since 2006.
Ms. Scholte became aware of attempts to
hack her email in April after receiving a
message claiming to be from Uri Friedman, a
prominent national security journalist with
The Atlantic and the Atlantic Council, seeking
her comment for an article.
“When I responded to the email, my
message bounced back,” she told The
Washington Times. She said she realized
she had become the victim of a
cyberoperation after phoning Mr. Friedman,
who told her he had not written any email to
her.
Cybersecurity experts say phishing
attempts often involve emails that are
designed to dupe the target into a trusting
conversation or information exchange before
tricking them into clicking on corrupted links
or large malware files.
Ms. Scholte said she subsequently
received a message claiming to be from a
South Korean diplomat friend who wanted to
share a “link” to a document purporting to be
about human rights violations by the Kim
regime.
After phoning the diplomat friend and
learning that they too had not sent the email,
Ms. Scholte said, she came upon information
that the phishing attempts were likely
engineered by North Korean intelligence
seeking to undermine her work.
Read the rest here:
https://www.washingtontimes.com/news/2020/ju
l/12/kim-yo-jong-kim-jong-un-sister-rise-marksincrease/
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Membership Update
Have you updated your contact information on the ISSA International website? You have! That is
awesome. If you have not, please log onto the ISSA International website and click on your welcome icon
on the top of the page and select “Account + Settings”. Once there you can make your updates. Thank you for
your support.
Please join me in welcoming our new members on behalf of the Chapter! When you’re participating in Chapter
activities, please take a moment to introduce yourself to members of the board, me,
and other members. Don’t forget to identify yourself as a new member and feel free to
New Members
ask for help or information. Thanks for joining the Chapter and don’t forget to look for
July
opportunities to lend your expertise to improve the Chapter. We’re always open to
new ideas and suggestions.

Christopher J McCarty
Majestic Dwyer
Chad Eckles
Ebony Bolt
Derek J. Steel
Sandra Lewis

Our membership is hanging in at ~363 members as of the end of July 2020.
Please watch the newsletter, communications and eVites to ensure you stay
aware of what’s going on in the chapter. As always, if you have any membership
questions don’t hesitate to contact me.
Thanks,

Steven Mulig
Vice President of Membership
membership@issa-cos.org
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(Continued from page 1)

Springs. Both events are guaranteed to be of great interest. Please register early for
these events and be sure to invite others as these events are open to the entire
community.

A Note From
Our President

Have you heard?! New and recently expired members can save $50 when joining or renewing their memberships with ISSA! The deadline has been extended to
August 8, 2020. Do not miss this opportunity!
In closing, I remain proud of the many volunteers helping to keep our chapter up and operating. This month am highlighting
our Past Presidents to continue to strongly support our chapter and many different levels and with many different tasks. Without their continued support, some activities with our chapter simply would not happen. Thank you, Colleen Murphy, Frank
Gearhart, Pat Laverty, and Mark Spencer. We greatly appreciate all your dedicated support of our members, our chapter,
and our community at large.
Sincerely,

Ernest

Feds warn hackers targeting critical
infrastructure
By Maggie Miller and Chris Mills Rodrigo, The Hill, July 23, 2020
Federal authorities on Thursday warned that foreign hackers are attempting to target U.S. critical infrastructure.
The National Security Agency (NSA) and the Department of Homeland Security’s Cybersecurity and Infrastructure
Security Agency (CISA) specifically warned that internet-connected operational technology (OT) assets – which are used
throughout U.S. defense systems – were often the targets of malicious cyber actors attempting to hit critical
infrastructure, such as systems providing water, gas and electricity.
As a result, the agencies recommended that critical infrastructure operators and owners take “immediate action” to
secure their systems.
“Due to the increase in adversary capabilities and activity, the criticality to U.S. national security and way of life, and
the vulnerability of OT systems, civilian infrastructure makes attractive targets for foreign powers attempting to do harm
to US interests or retaliate for perceived US aggression,” the agencies wrote in a joint alert.
The security agencies noted that OT assets are used in Department of Defense systems and throughout the defense
industrial base sector, including in national security systems.
The NSA and CISA wrote they had seen evidence of email spear phishing attacks to gain access to critical
infrastructure networks to access OT assets, along with attempted ransomware attacks on these systems. This type of
attack, which has become an increasing headache over the past year for state and local governments, involves an
attacker encrypting a network and demanding payment before allowing the user to gain access again.
CISA previously issued an alert in February following a ransomware attack on an unnamed “natural gas compression
facility” that temporarily shut down operations and disrupted other critical systems operators that interacted with the
facility.
Read the rest here:
https://thehill.com/policy/cybersecurity/overnights/508813-hillicon-valley-federal-agencies-warn-foreign-hackers
Read the CISA Alert here:
https://media.defense.gov/2020/Jul/23/2002462846/-1/-1/1/OT_ADVISORY-DUAL-OFFICIAL-20200722.PDF
ISSA-COS
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Maritime cyberattacks increase 900% in three years
By Naval Dome, Workboat, July 20, 2020
As cities across the globe begin to ease their COVID-19 restrictions, this year’s transition back to the office could take
place in stages — or not at all. Prior to the pandemic, data had already shown a steady increase of remote work employees —
growing by 173% over the last 15 years, with nearly 5 million telecommuters in the U.S. alone.
Cyberattacks on the maritime industry’s operational technology (OT) systems have increased by 900% over the last three
years with the number of reported incidents set to reach record volumes by year end.
Addressing port and terminal operators during an online forum recently, Robert Rizika, Naval Dome’s Boston-based head
of North American operations, explained that in 2017 there were 50 significant OT hacks reported, increasing to 120 in 2018
and more than 310 last year. He said this year is looking like it will end with more than 500 major cybersecurity breaches, with
substantially more going unreported.
Speaking during the 2020 Port Security Seminar & Expo, a week-long virtual conference organized by the American
Association of Port Authorities, Rizika said that since NotPetya — the virus that resulted in a $300 million loss for Maersk —
“attacks are increasing at an alarming rate”.
Recalling recent attacks, he told delegates that in 2018 the first ports were affected, with Barcelona, then San Diego falling
under attack. Australian shipbuilder Austal was hit and the attack on Cosco took down half of the shipowner’s U.S. network.
He said this year a U.S.-based gas pipeline operator and shipping company MSC have been hit by malware, of which the
latter incident shut down the shipowner’s Geneva headquarters for five days. A U.S.-based cargo facility’s operating systems
were infected with the Ryuk ransomware, and last month the OT systems at Iran’s Shahid Rajee port were hacked, restricting
all infrastructure movements, creating a massive back log.
Reports of this attack have gone some way in raising public awareness of the potential wider impact of cyberthreats on
ports around the world. Intelligence from Iran, along with digital satellite imagery, showed the Iranian port in a state of flux for
several days. Dozens of cargo ships and oil tankers waiting to offload, while long queues of trucks formed at the entrance to
the port stretching for miles, according to Naval Dome.
Emphasising the economic impact and ripple effect of a cyberattack on port infrastructures, Rizika revealed that a report
published by Lloyd’s of London indicated that if 15 Asian ports were hacked financial losses would be more than U.S.$110
billion, a significant amount of which would not be recovered through insurance policies, as OT system hacks are not covered.
Going on to explain which parts of the OT system — the network connecting RTGs, STS cranes, traffic control and vessel
berthing systems, cargo handling and safety and security systems, etc. — are under threat, Rizika said all of them.
“Unlike the IT infrastructure, there is no “dashboard” for the OT network allowing operators to see the health of all
connected systems. Operators rarely know if an attack has taken place, invariably writing up any anomaly as a system error,
system failure, or requiring restart.
“They don’t know how to describe something unfamiliar to them. Systems are being attacked but they are not logged as
such and, subsequently, the IT network gets infected,” Rizika explained.
“What is interesting is that many operators believe they have this protected with traditional cybersecurity, but the fire walls
and software protecting the IT side, do not protect individual systems on the OT network,” he said.
An example would be the installation of an antivirus system on a vessel bridge navigation system (ECDIS) or, alternatively,
a positioning system in a floating rig DP (dynamic positioning), or on one of the dock cranes on the pier side of the port.
Read the rest here:

https://www.workboat.com/news/people-and-products/maritime-cyber-attacks-increase-900-in-three-years/
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To the 10th Annual Peak Cyber Symposium
Attendees
Thank you for registering to for Peak Cyber!
I hope you are doing well during these challenging times. We are contacting you
because
ISSA-COS has decided to take the 10th Annual Peak Cyber Symposium virtual this
year. Given the current COVID-19 situation, and new guidelines for attendee capacity
at the Doubletree Hilton, it became clear that there was really no other choice but to
go virtual.
Because we are pivoting to a virtual program we need a little more time to get
things in order so we are also pushing the event dates out to November The new
schedule will be:
•

Monday, November 16th – Peak Cyber Job Fair

•

Tuesday, November 17th – Peak Cyber CTF

•

Wednesday, November 18th – Peak Cyber Speaker Sessions and Virtual Exhibits

•

Thursday, November 19th – Peak Cyber Speaker Sessions and Virtual Exhibits

Detailed instructions will be emailed out to you on how to access Peak Cyber via
the Whova Event App as the event approaches.
In the meantime, help us spread the word to your co-workers and colleagues. The
virtual event will remain FREE to attend for all ISSA Members and those with a
mil, .gov, or .edu email address.
COVID-19 has created an extremely challenging business environment, and in the
conference industry, it has been even more challenging. We appreciate your understanding and support.
Please feel free to contact me with questions or concerns.
Respectfully,

Dennis O’Neill
ISSA-COS Peak Cyber Lead
dennis@ssewest.com
ISSA-COS
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Peak Cyber Symposium

Early Bird Registration is now open.
Free registration for all ISSA Members, .mil, .gov. and
.edu!

www.peakcyberco.com
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SPECIAL INTEREST GROUPS (SIGS)
SIG Overview
The ISSA-COS Special Interest Groups (SIGs) are comprised of Cybersecurity professionals who
gather to share information and experiences common to their respective groups. ISSA-COS presents SIGs in two major categories: Affinity Groups and Industry Groups. Through our online forum, ISSA-COS enables our members and the community at large to participant in thoughtfully organized and well-structured categories of conversation. Forum participants can engage in any one of
eight different SIGs. Within our forum, we commission Subject Matter Experts who add increased
technical knowledge to all the conversational threads.

To maintain positive behaviors within the forum, ISSA-COS has assigned a SIG Program Coordinator who monitors each SIG conversation. The SIG Program Coordinator also monitors the size
and degree of participation within each SIG. Once participation reaches a sizable amount, the SIG
Program Coordinator will suggest and help organize in-person meet ups. This provides SIG participants an opportunity to put virtual names with physical faces to further strengthen the bonds of interaction taking place in the virtual environment.
Affinity Groups
Affinity Groups are designed for community professionals with like-minded interests in the field of
Cybersecurity. Affinity Groups share security related experiences, impart knowledge and education,
and help one another solve common problems and issues. The Affinity Groups currently promoted
by ISSA-COS include:
•

Women in Security (WIS)

•

Young Professional in Security (YIS)

•

Educators in Security (EduIS)

•

Executives in Security (ExecIS)

Industry Groups
Industry Groups are designed for community professionals who work within similar industries and
have a common interest in Cybersecurity. Industry Groups discuss security related topics and share
solutions to problems affecting their perspective industries. They also exchange Cybersecurity related tips, information, and education specific to their industries. The Industry Groups currently promoted by ISSA-COS include:
•

Finance in Security (FIS)

•

Healthcare in Security (HIS)

•

Retail in Security (RIS)

•

DoD in Security (DodIS)
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No More Ransom turns 4:
Saves $632 million in ransomware payments
By Lawrence Abrams, BleepingComputer, July 27, 2020
The No More Ransom Project celebrates its fourth anniversary today after helping over 4.2 million visitors recover
from a ransomware infection and saving an estimated $632 million in ransom payments.
No More Ransom was created in 2016 through an alliance between Europol’s European Cybercrime Centre, the National High Tech Crime Unit of the Netherlands’ police, McAfee, and Kaspersky to battle ransomware and provide free
decryption services and support to victims.
An estimated $632 million saved
Over the past four years, The No More Ransom project estimates that they have saved $632 million in ransom payments through its partners' cooperation and the decryptors that were released.
These savings are done through the availability of 110 decryptors created by law enforcement, academia, and private partners that have been downloaded over 4.2 million times.
Read the rest here:
https://www.bleepingcomputer.com/news/security/no-more-ransom-turns-4-saves-632-million-in-ransomware-payments/

Upcoming Insider Threat Virtual
Security Conference
The Center for Development for Security Excellence (CDSE) is hosting a virtual Insider Threat
Conference on September 3 featuring guest speakers from Defense Counterintelligence and Security Agency (DCSA), Office of the Undersecretary of Defense for Intelligence & Security (OUSD
(I&S)), National Insider Threat Task Force (NITTF), United States Coast Guard (USCG), DoD Insider
Threat Management Analysis Center (DITMAC), Defense Personnel and Security Research Center
(PERSEREC), and more.
Join us for this opportunity to engage with senior leaders regarding the counter Insider Threat
mission, learn about the case of Christopher Paul Hasson with USCG, discuss the role of resilience
in risk mitigation, and explore professional development opportunities for Insider Threat practitioners.
Register now to secure your spot - https://cdse-events.acms.com/content/connect/c1/7/en/
events/event/shared/6835736/event_landing.html?sco-id=6819559.
ISSA-COS
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Pandemic Forcing Pentagon to Learn Tough
Cybersecurity Lessons
By John Grady, USNI News, July 28, 2020

The Navy took some risk in permitting hundreds of thousands of service members and civilian employees to use
personal laptops and cell phones at home during the COVID-19 pandemic to transact normal business, the service’s top
cybersecurity official said.
But allowing the use of personal devices was a calculated risk the Navy needed to take, Navy Chief Information Security Officer Chris Cleary said while speaking Monday during an online forum.
“This is when really [the Navy] began to test the ‘zero trust’ model” in addressing cybersecurity threats, he said. Zero
trust cybersecurity assumes no one inside or outside a network is trusted by default and requires multi-factor verifications to access parts of the network.
Last week at an Association of the United States Army online event, Army Gen. Paul Nakasone, head of U.S. Cyber
Command, said COVID-19’s impact has set off a culture change in how business is transacted in the public and private
sectors: remotely.
Instead of face-to-face meetings, there has been “an expansion of the virtual” to conduct routine business because
workers had to remain at home. In the Pentagon, where video-teleconferences were once done only by flag officers and
senior civilians, these meetings through platforms like Zoom, Microsoft Teams and Crowdcast have become routine at
all levels.
“We’re working in the middle of a pandemic with a generation that is comfortable [with this technology],” he said.
ers.

For classified meetings, Nakasone and Cleary said secure video-teleconferencing remains available for senior lead-

Like Cleary and Nakasone, retired Air Force Maj. Gen. Earl Matthews said Monday the risks have increased as
cyber usage has grown in the wake of the virus. “It’s not just a piece of hardware” that can be replaced, a software glitch
that needs to be fixed, or defending the network’s perimeter from outside intruders during this remote work environment.
Even before the pandemic closed offices, Matthews said there was growing awareness in business and government
that threats can come from inside and out that required a different approach to cybersecurity. But answers to how to address them by executives have been slowing in coming.
On Monday, Gary Austin, assistant director for the Center Enhanced Cybersecurity at the Government Accountability Office, said, “I don’t think [senior] level executives understand the threat” from inside an organization as well as those
coming from outside. “We just don’t see the awareness” showing up in budget requests or concrete actions to change
behaviors.
Read the rest here:
https://news.usni.org/2020/07/28/pandemic-forcing-pentagon-to-learn-tough-cybersecurity-lessons

ISSA Nametags
Do you want an ISSA nametag for your very own to wear to meetings, conferences, and events? You can
now order/pick up yours directly from:

Blue Ribbon Trophies & Awards
245 E Taylor St (behind Johnny’s Navajo Hogan on North Nevada)
Colorado Springs
(719) 260-9911
Although their hours are officially Monday through Friday until 5:30 pm, they are occasionally in the shop
on Saturdays. This is a small business so cash/check would be appreciated. Email wbusovsky@aol.com to
order.
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MENTORING PROGRAM
The ISSA-COS Mentoring Program provides a connection between individuals (mentees)
seeking career guidance, industry information, or personal encouragement with individuals
(mentors) who have an aptitude for sharing their career experiences, industry resources, and
personal talents for the benefit of the mentee. Mentees derive from every conceivable background
and exist at every stage of professional development. Mentoring sessions are designed to ensure
the confidentiality, integrity, and availability of information shared between the participants.
To help facilitate the mentoring process, ISSA-COS has adopted the S.M.A.R.T. goal setting
model to safeguard a consistent development process that is equally understood and honored by
mentees and mentors alike. As such, the Mentoring Program supports the following objectives of
ISSA-COS:
•

Promote increased professional education opportunities for
members

•

Provide career guidance and professional development
approaches

•

Encourage balance between technical skillsets and soft skills
such as time management, task management, workplace
conduct, and business savvy

•

Increase member knowledge of available resources designed to strengthen skillsets

•

Encouraging an open exchange of Cybersecurity related techniques, approaches, and problemsolving skills

•

Promote member education and awareness of Cybersecurity security issues and recommended
strategies to combat the issues

•

Providing opportunities for mentees and mentors to network with other professionals and share
their lessons learned from their individual mentoring experiences.

ISSA-COS
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For more information
about mentoring,
email:
mentorship
@issa-cos.org
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Cyber Spotlight – PARTY!!
Initiative to document ISSA-COS Chapter History
Interviews with past/current Presidents
Interviews with past/current Board Members
Interviews with past/current General Members
Interviews with Community Partners
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DHS Insider Threat Program Expanding to Anyone Who Accesses Agency Info
By Aaron Boyd, NextGov, June 22, 2020
Almost since the department’s inception, Homeland Security has been focused on identifying and preventing agency employees with security clearances from becoming insider threats by leaking information, intentionally or otherwise. Now, the department’s Insider Threat Program is expanding to include anyone—past or present—who has had any kind of access to agency information.
“Subsequent to standing up the DHS ITP, the threats the department faces extend beyond threats of unauthorized disclosure of classified information by DHS-cleared employees,” according to an updated privacy impact assessment released publicly Friday. “Threats faced include those posed by insiders with and without security clearances engaging in activities that have
no nexus to unauthorized disclosure of classified information.”
The expanded scope of DHS’s program was first addressed in a December 2016 memo signed by then-outgoing Secretary
Jeh Johnson in January 2017.
The letter, penned by Chief Security Officer Richard McComb—who still occupies that role today—recommended
“expanding the scope of the DHS Insider Threat Program beyond the protection of classified information to include the threats
posed to the department by all individuals with access to the department’s facilities, information, equipment, networks or systems.”
Those recommendations are now going into effect, according to the PIA.
“Originally, the ITP focused on the detection, prevention, and mitigation of unauthorized disclosure of classified information
by DHS personnel with active security clearances,” the impact statement reads. “The memorandum expands the scope of the
ITP to its current breadth: threats posed to the department by all individuals who have or had access to the department’s facilities, information, equipment, networks, or systems.”
This update officially changes the department’s definition of “insider” to include anyone who has ever had access to DHS
resources—physical or digital.

The impact assessment also notes the new definitions require the collection of new information from sources not tapped
previously.
“As part of this update, information available to the ITP may now come from any DHS component, office, program, record
or source, including records from information security, personnel security and systems security for both internal and external
security threats,” the document states.
New information sources also include data “lawfully obtained” through “access from any United States government agency,
other domestic or foreign government entity, and from a private sector entity.”
The new data collections will include “current employment and performance information, contract information, personnel
files containing information about misconduct and adverse actions, and current and former security clearance status,” the document states.
While the Insider Threat Program is being expanded to include anyone who has interacted with a DHS system, that does
not include the Coast Guard’s systems.
“This PIA still does not cover the activities of the United States Coast Guard Insider Threat Program, which operates on
different classified and unclassified networks under the purview of the Commandant of the Coast Guard,” the document states,
adding that information on Coast Guard personnel might be swept up in larger data collection activities if those employees are
access networks and facilities managed by other DHS components.
Per the privacy impact assessment, increasing data collection can lead to additional privacy and data protection concerns.
The PIA offers six such concerns, with information on how the department is trying to mitigate those risks.
Overcollection of Employee Information: This risk is “partially mitigated,” according to the PIA. DHS’s Insider Threat
Operations Center has developed tools to manage access to ITP data on individuals, with regular reviews to ensure information is not being accessed unnecessarily.
Read the rest here:
https://www.nextgov.com/cybersecurity/2020/06/dhs-insider-threat-program-expanding-anyone-who-accesses-agencyinfo/166325/
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Deadline looms for contractors to ditch banned
Chinese equipment
By Mark Rockwell, FCW, July 13, 2020
Federal contractors face a late-summer deadline to ensure they’re not using banned Chinese equipment and services to fulfill their federal contracts, a top White House federal acquisition official stressed.
Federal contractors have until Aug. 13 to comply with Part B of Section 889 of the 2019 National Defense Authorization Act, Office of Federal Procurement Policy Administrator Michael Wooten said during a July 13 Professional Services
Counsel (PSC) webcast.
That provision prohibits government contractors from using technology and services tied to Chinese equipment manufacturers that have been deemed cybersecurity threats by the U.S. government. Those companies include telecommunications gear-makers Huawei and ZTE, as well as
video surveillance manufacturer Hikvision.
The Trump administration has worked to push
Huawei and ZTE out of U.S. federal and commercial
telecommunications networks, both domestically and
internationally, deeming the companies’ close relationships to the Chinese government as a virulent
cybersecurity threat.
Cybersecurity, Wooten said during the PSC conference, is now as integral to federal acquisition as
the traditional “Iron Triangle” of cost, adherence to
schedules, and performance considerations that are
basic tenants of federal contracting. That triangle, he
said, is now a “tetrahedron of trade-offs,” with security
creating the fourth side, he said.
Part B of the NDAA provision goes beyond the
simple use of the five companies’ gear in contractors'
networks for federal contracts, extending to its use in
any day-to-day operations, including domestic commercial and overseas operations. Companies that have the equipment won’t be able to sell to federal agencies after Aug. 13 without a waiver.
“There are hundreds of thousands of digital assaults” on federal networks every day, said Wooten. Those exploits,
he added, leverage technology from Huawei, ZTE, Hikvision, surveillance camera-maker Dahua, and two-way radiomaker Hytera Communications. The Trump administration, said Wooten, is “leaning into” the ban, as cybersecurity
threats from China increase.
Wooten said agencies can seek a temporary waiver to the section 889 ban process, but they have to back up their
need with evidence and receive a security briefing from the Office of the Director National Intelligence.

The idea, said Jessica Salmoiraghi, associate administrator of the General Services Administration’s Office of Government-wide Policy and GSA's chief acquisition officer, “is to add sunlight to contractors’ supply chain.” GSA, along with
other agencies, helped write the rule.
“This is going to be a big deal for you and for us,” said Deputy Assistant Secretary of the Army (Procurement) Rebecca Weirick in a panel discussion following Wooten’s remarks.
Read the rest here:
https://fcw.com/articles/2020/07/13/rockwell-defense-contractors-huawei-ban.aspx?admgarea=TC_Security1
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Smartwatch vulnerability
allowed hackers to overdose
dementia patients
By Sadais Asif, HackRead, July 9, 2020
From classical watches to modern-day smartwatches, we’ve all come a
long way. The latter are made by different companies globally far beyond the
tech giants and so this also increases the scope for exploitation by hackers.
Such is what happened just recently where it was discovered that a
smart tracking watch could be hacked and tampered with resulting in
adverse consequences.
The watch in question uses the SETtracker app to have the tracking
function which can be found in a multitude of similar devices worldwide. The
manufacturer on the other hand is different and unidentified as of now.
How the watch works is that through a mobile app it allows people to track the elderly that may have dementia. On the
other hand, the wearer can also call for help by pressing a trigger built on the watch. All of this is fine but there’s another
feature that could be very dangerously misused.
You see, the application also allows the carer, in this case, to send an alert called “Take Pills” for reminding the patient that
the time for their medication is due.
However, what happens if a hacker exploits the app and starts sending false alerts? According to Pen Test Partners, a
hacker could potentially cause the patient to overdose on their medication.
Moreover, since the patient suffers from Dementia, it is very probable that they would not remember if they had taken the
medication any time earlier.
But there’s also more. The message as shown above in the video can also be customized which can make cyberbullying
by an attacker very easy as well.
To conclude, currently, the issue was reported to the manufacturers, reportedly in the “Far East” and has been fixed by
now. A threat actor cannot exploit this vulnerability now.
However, the issue remains as to how many other similar vulnerable smartwatches are out there and even so in this case if
any patients were a victim of such an attack.
Read the rest here:
https://www.hackread.com/smartwatch-vulnerability-hackers-overdose-dementia-patients/?web_view=true
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JFTC Releases Article on Protecting Small
Businesses from Cyber Threats
Original release date: July 13, 2020
The Federal Trade Commission (FTC) has released an article on their Protecting Small Business
playlist, which is a collection of videos with tips for small businesses to protect their networks from
common cyber scams and cyberattacks.
The Cybersecurity and Infrastructure Security Agency (CISA) encourages small businesses to review the FTC article, CISA Cyber Essentials page, and CISA Resources for Business page for more
information on protecting against cyberattacks.

Information Warfare: Paranoia Central
By Staff, StrategyPage, July 10, 2020
North Korea has established yet another specialized college for intelligence operations. The Mangyongdae Revolutionary
Academy will now offer a three-year course for international IW (information warfare) specialists. Students in this course will
also study the detection and monitoring of radio traffic, including location of radio signals. These tech elements are already
taught at Mangyongdae but not as intensively as will be the case with the new IW major. Another important area of study is
how to block certain types of wireless communications at the North Korean border. This will include unwanted cell phone signals.
Prime candidates for the new course are younger (under 30) officers
who demonstrate technical skills on the entry exam. Those who get into the
course and graduate will have much improved career and promotion prospects. This new specialty is the latest of several new programs at Mangyongdae that are only available to the most loyal and capable upper-class
North Koreans.
This new IW course is part of a trend. During the last five years, North
Korea has established a program for foreign agents that was only open to
members of the elite North Korea families. The children of these families are
eligible to attend the Mangyongdae Revolutionary Academy, but many
courses of study are only open to applicants with special aptitudes. Graduates of Mangyongdae are likely to get the most senior government and military jobs and there are only about a hundred graduates a year. A growing
number of those graduates have gained some very special skills. There is a computer science program for Mangyongdae students seeking to become foreign agents in “enemy” countries, especially South Korea. These agents are trained to hunt down
high-level defectors in foreign countries and either arrange to kill the defector or at least find out how the defector is doing, how
many secrets they have divulged and, if possible, persuade the defector to shut up or even return to North Korea.
To accomplish this “defector remediation” task the Mangyongdae students are taught the latest hacking techniques, what
tools and mercenary hackers are available in the hacker underground and how to deal with the tools, and the mercs, to put
together specialized efforts to track down defectors and monitor them. This means the Mangyongdae must be able to pass as
a South Korean, as in speak with a South Korea accent, as well as use the customs and slang. This is to make it possible to
assume a false identity convincingly and play the role of an Internet criminal. There are a lot of those in both Koreas.
Read the rest here:
https://strategypage.com/htmw/htiw/articles/20200710.aspx
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Light Iranian Spies Accidentally Leaked Videos of
Themselves Hacking
By Andy Greenburg, Wired, July 16, 2020
W h e n S e c u r i t y R e s e a r c h e r s piece together the blow-by-blow of a state-sponsored
hacking operation, they're usually following a thin trail of malicious code samples, network logs,
and connections to faraway servers. That detective work gets significantly easier when hackers
record what they’re doing and upload the video to an unprotected server on the open internet.
Which is precisely what a group of Iranian hackers may have unwittingly done.
Read the rest here:
https://www.wired.com/story/iran-apt35-hacking-video/
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