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The | SSA Colorado Springs Newsletter incorporat ej; op
usc Title 17, Section 107, Paragraph a (sl i)gphtlay ttrfau md
met hod to educate readers on security matters

The views expressed in articles obtained from puplic
sarily reflect those of | SSA, this Chapter or its I|lead

Na mes, product s, and services referenced within |thi
mar ks, or service marks of their respective owners R e
ucts or services are provided strictly as a conven|enc
endor sement by | SSA or the Colorado Springs Chaptenq of
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Rise of Kim Jongn's sister marks increase North
Korean cyberattacks

By Guy Waglhomgton Ti mesmeedtlnygiowbyl e used as ¢
13 2020 ing coming f& oproisdbaneone

A cyliseprear pohd esrhp aniggn Showing no hesitation
believed to be run -by nphNeorr thhr ok threa@nt sihrst esldldie d ,
gence operati vepgi niwhno, however, | doul
i mpersonate AMRd i CR N-LIKoS.eJan summi t t a

journalists anfdappeautdis year.

Korean diplomats on emai,/l .
with the goal offMRR8K se targeted |
U. ®ased NorthPhishing csmgange [Ssawol
Koreaal yst s and@Gtuimginst W\alsmmnkgarmwd. .Nor
rights advocategoﬁﬁél é:rr?e om Coalldt_lon

increasingly bgraezeen'\rl] rlin. KorNea Rha II<O’
recent months, ﬁgg?ruei Pd "9 ort or e
to sources famif¥lQr ‘%"’}3\1 1€V S broadca
campai gn messagedNor n o'Koomaoff|c

. ‘o froSmOUtngtKorea since 2006.
manating - |
works in several MP3¢hobeopame aware of -
around the worl| gackphegrgpgmail in Apri
paign has gr—ownmérﬁosr.aegeagfla'm'.ng to be f
gressive and sofphgRBiNe&ply egational secu
during a peri o h‘?nAtV\lltf“inct c and the A.tl
North Kore&mnml d&delOMmMmen for an artic

J 0 Augn has f acdmhen I responded t o

heightened di f fmesslatgiee sboamnocehle btaclkd
home and as hisNagbungeon Ti mes. She ¢
Si stkemyoe ong, has emer gsehde afva@édn become t he \
influenti al power ptgperopeirmti adheafter ph
ﬁ?ecentsecrd?tylomegyargg me . who told her he had not

i i K 4Yoong made headlfl&'es l ast

phl s hi nQnon?'rLt threatening milCybheysacuirbnhyagaxpstts
t acks h&lh/yene engaging in atprempagandft en invol ve
a 0 Korea. Me a mdwetlsii lgen,ed tthe dupe the ta
I mper Sorﬁ?iafn(rlégt|ne cybercampaciognnve haadt i @o&ai med i nf or ma t
a range spefed and was targetingi dmengcahemhinko clic
hi by : I}anks and rights growps | awhgoes emalwwa ke f il es.
. ! g) O\ I Fuses onPyemmgnﬁsamggclear Scholstae d she subs
j our nal iPgofgrgams and author|tar|e%rb| 3Wq a message cl ai
Her ising prominencé&owils Kaaor edains pdiagyl omat f |
again Friday wh enstt hesthldyofe tolo a document pur
controlled state mediaabo'utedquhlan oinghtthse vi ol

delicate question of regi méate nucl ear
tal ks with South Korea a[&fjtgpepl‘hosnlng t he di
Ms. Kim di smissed whateasrhng nsgaitdh anta st haey t oo |
fspate of s t afarnogne tshieg nBMssStph od aied, she came upo

admini stration

about

théaproshectphHioghifrug t haetrt

tal ks. She Ppbegywwmagildl engi neer ed by North Ko
demand maj or coseekbsngnso under mine her
frowashi ngmdnthat—t<baacfeaceRead t he

https:// www. washingtontim
| / 12y diomd-mouas i srtiemar ks
increasel/

rest her e:

ISSA-COS NEWS o


https://www.washingtontimes.com/news/2020/jul/12/kim-yo-jong-kim-jong-un-sister-rise-marks-increase/
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Membership Update

you wupdated your contact information on the
awesome. I f you have not, pl ease |l og onto the | SSA |
on the top of tMRecpaqnd an@headed litalhggs e you can make your
your support.
Pl ease join me in welcoming our new me ndbee rma rotni chiephaatlifn g
activities, pl ease take a moment to introd
New Member|/gnd other meambfearsget Doon i dentify yourself a
ask for help or information. Ghdmkgettot o]
July opportunities to | end your exi@eer talswa ytso oipn
: e ideas and su estions.
Christopher J VK/Icgart\é/ _ g,g , _
- - Our membership is hanging in at ~363 memb
Maj esti c DwyerpI cen th et _ o
ease watec e newsl e er , communi cat.i
Chad Eckles aware o¥ ogmhianng on in the chapter. As al we
Ebony Bol t guesti dnshedsoont ate to contact me.
Der ek J . St elel Thanks,

Sandra Lewi s

Steven Mulig

Vice President of
me mber s hi-pa& .ssrag

2020 Peak Cyber Symposium Sponsors
| Platinum | _

o /| ey iy
s, MURRAY spIunk > Hewlett Packard | /Mark Servicesinc. | — S35
il s Enterprise DL umane

o E *
sod g Rocky Mountain Chapter

Bronze Exhibitors Partners

N crocH QUEED  Jacobs

\ CONCEPTS BICAREERS

AGILE MINDS. POWERFUL CHANGE & 3
YQLE X IMark Services [ me

Become a 2020 Spon
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Springs. Both events are guaranteed to .d\terﬁst.
ent- -

these events and be sure to invite oth
Have you heard?! New and r saeret Wihele x p g e mbers can

communi ty.

ing or renewing their memberships with The deadl ine he

August 8, 2020. Do not miss this opportunity!

I n closing, I remain proud of the many volunteers helping t
our Past Presidents to continue to strongly support our <chap
out their continued support, some activihamrelks woth ¢€&ofitl ebaptMa
Gear hart, PanWMaake SpenWergreatly appreciate al/l your dedicat
and our community at | arge.

Sincerely,

ByMaggie Miller and Chris Mills Rodrigo, The Hill, July
Federal authoritieshath Tbuesdayhwekeaed are attempting to
The National Security Agency (NSA) amdCyber Pepanrittmenandad

Security Agepegi f{iCé¢ &IA)y wearomenck ctt leadt oipretreart i eotn al i wheicchin od roey yu

t hroughout u. S. dekewvsef seat etnhse targets of mal i ci ous C)

infrastructur e, such as systems providing water, gas and e
As a resul t, the agencies recommended thatfi oomedi aad oanot

secure their systems

fDue to the increase in adversary capabilities and actiyv
the vulnerability of OT systems, civilian infrastructure |
to US interests or retal i @athee faogre npcerefse iwreodceeU8 rnagagr essi on,

The security agencies noted that OT assets are used in D
i ndustrial base sector, including in national security sys

The NSA and CI SA wrote they had seen evidence of emai
infrastructure networks to access OT assets, along with a
attack, whi ch ihracr ebaescionmgeo \haema dtalc @ e past year for state and
attacker encrypting a network and demanding payment befor e

Cl SA pr ewisoutesdl yam Reélrawary foll owing a ransatmwaale gad acdkm
facdotlhaty temporarily shut down operations and disrupted o
facility.

Read the rest here:
https://thehill.com/policyhiclythiad ére ¢ eargeetnyedi aexs® ir rehiagdnk esr/ s5 0 8 8 1 3

Read the CISA Alert her e:
https:// media. def ense. gelwl/210/20T JADWYZSORWIOCU® PRBUHB2Z2 . PDF
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https://thehill.com/policy/cybersecurity/overnights/508813-hillicon-valley-federal-agencies-warn-foreign-hackers
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Maritime cyberattacks increase 900% in three

By Naval Do me, Wo r k b-oat- Julby 20, 2020
As cities across the gl oH® begitmitotdeasanshesopg€BHLR t o t

pl ace idogtapds at all. Prior to the pandemic, data had a&alrea
growi 1g36wyer the | ast 15 years, with nearly 5 million telecor

Cyberattacks on t@8eomeriati meaindeshnyl ogy (OT) systems hav
years with the number of reported incidents set to reach recc

Addressing port and terminal operators Navaln gD abie dotad e ¢h e h & a
of North American operations, explained that in 2017 there w
and more than 310 | ast year. He said this year is | ookihnghl:i
substantially more going unreported.

Speaking during the 2020 Port -SBengriviytGehmi mamf &r &xp® , orag
Association of Port Authoritideshe Rvizi keaa tshatd tedadl tsévihecieds Kot
fattacks are increasi.ng at an alarming rate

Recalling recent attacks, he told delegates that in 2048 ¢t}
under attack. AuAtstwabahi s8hapdt Ciolsdeaaotkt adcokvnonhal f &ofU.tShe nehiwpo

He said thi-bagyedrgas UpiSpeline oper MS@ravaen db esehn plhpii tn gb yc omglawma
|l atter incident sh&tGamewna thea ddu protwenresh afserd fciav@ odppeal Ang. S
were infected with the Ryuk ransomwad&e Shamddl &af emoptoh tt wer @
al | infrastructure movements, creating a massive back | og.

Reports of this attack have gone some way in raising publi
ports around the world. Intelligence from Iran, alongl wikdrh d
several days. Dozens of cargo ships and oil tankers waiting
the port stretching for miles, according to Naval Do me.

Emphasising the economic impact and ripple effect of a cyb
publ i shédéy dyf Liomdliomat ed t hat i f 15 Asian ports were hacked
billion, a significant amount of which would not be recover ec

Going on to explain whidcthh e amdatswoorfk tchoen nOeTc tsiynsgt eRMT Gs, STS «cr
berthing systems, cargo handlingd and seafletyt hndasecRBriztlkasygat

iUnl i ke the | T i nfr d@dsatsrhubdofaorrde .t heh &rTe niet wonok all owing oper:
connected systems. Operators rarely know if an attack has ta
system failure, or requiring restart.

fThey ddokrnow how to describe something unfamiliar to them.
such and, subsequently, dRheilk®h r«tpwari khmeglets infected,

iVvhat is interesting is that many operators believe they ha
and software protecting the I T side, doometsa@iradtect individue

tallation of an antivirus syster

An example would be the ins
|l oating rig DP (dynamic positionir

i
a positioning system in a f
Read the rest here:

https://www.workboat.com/news/peopiendproducts/maritimecyberattacksincrease900-in-three-years/
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To the 10thAnnual Peak Cyber Symposium
Attendees

Thank you for registering to for Peak Cy

I hope you are doing wel/l during these
because

| SS\OS has decided’AnonutabhkPeakeCybdrr ttShans
year . Given th#&#9certenti €OVI Bnd new gui de
at the Doubletree Hilton, It became <cl ear
goirtual

Because we are pivoting to a virtual p

hings in order so we are also pushing t
chedul e wil| be:

t
S
f MondagyvembéiPadk Cyber Job Fair
1 Tues Naow,embétiPeak Cyber CTF

1t WednesdawyembéiPa&8k Cyber Speaker Session
1 Thur sMaawembéiPaak Cyber Speaker Sessions

Detailed instructions wil/ be email ed o
the Whova Event App as the event approach
Il n the meanti me, hel p uswosrpkreerasd atnhde cwoolrl
virtual evelhRRERI t b mémaend for al | | SSA M
mi | . gov, or .edu email addr ess.

COVIID® has created an extremely challeng
conference i ndustry, It has been even mol
standing nd support.

Pl ease feel free to contact me with ques

Respect f
Denni s
| SSAOS Peak Cybe
denni s @ssewes
E au
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Peak Cyber Symposium

JUST CONFIRMED!




ISSA-COS Online Series
August 2020 — Session 1

Date: August 6, 2020, 6 —7:30 PM
Guest Speaker: Mr. Michael Wylie, MBA, CISSP
* Director of Cybersecurity Services

* Richey May Technology Solutions

Title: Intro to Malware Analysis & Response (MA&R)

Mr. Michael Wylie
y Synopsis: IT and Cybersecurity professionals will learn

the basic workflow and techniques to safely analyze the
, characteristics/behavior of malware. Attendees will
A\ walk away with practical techniques and methodologies
‘, ISS that can be immediately applied to statically and
Us g dynamically analyzing software with an emphasis on

Information Systems Security Association
- malicious software.
Colorado Springs Chapter

Register at: www.issa-cos.org

ISSA-COS Online Series
August 2020 — Session 2

Date: August 20, 2020, 6 —7:30 PM
Guest Speaker:

* Mr. Vinnie Persichetti

» Director of Cybersecurity Programs

‘A

Vinnie Persichetti

* Colorado Springs Chamber of Commerce & EDC
Title: Cybersecurity in Colorado Springs

Synopsis: Update on Chamber & EDC grant-

A\ related efforts focused on our “Defense

i Diversification Program” and developing a
‘: 5 ISSA marketing and branding strategy for the
Colorado Springs Chapter Colorado Springs Cybersecurity ecosystem

Register at: www.issa-cos.org

ISSA-COS NEWS
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ISSA-COS WELCOMES JACOBS AS OUR NEWEST
ANNUAL CHAPTER SPONSOR! BRONZE

THANK YOU, JACOBS FOR SUPPORTING OUR ANNLSJQ(L)@SHS*;TER
CHAPTER, OUR MEMBERS, AND OUR COMMUNITY!

=
LEI BeyondTrust & ISSA

Information Systems Security Association

Colorado Springs Chapter

WWW.issa-cos.org

ISSA-COS WELCOMES BEYONDTRUST AS OUR
NEWEST ANNUAL CHAPTER SPONSORI BRONZE

THANK YOU, BEYONDTRUST FOR SUPPORTING ANNgﬁérfSHé*gTER
OUR CHAPTER, OUR MEMBERS, AND OUR COMMUNITY!
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L CA R E E R: ; Information Systems Security Association

Colorado Springs Chapter

WWW.issa-c0s.org

ISSA-COS WELCOMES CLEARED CAREERS AS OUR
NEWEST STRATEGIC PARNER!

THANK YOU, CLEARED CAREERS FOR
SUPPORTING OUR CHAPTER AND OUR COMMUNITY!

CLEARED
CAREERS

STRATEGIC PARTNER

<
s MURRAY | €)ISSA

Information Systems Security Association

Colorado Springs Chapter

www.issa-cos.org

INFORMATION & CYBER SECURITY
TRAINING & CONSULTING

ISSA-COS SALUTES MURRAY SECURITY SERVICES
(MSS) AS A RETURNING ANNUAL CHAPTER SPONSOR! PLATINUM

THANK YOU, MSS FOR SUPPORTING OUR CHAPTER, ANNUAL CHAPTER

OUR MEMBERS, AND OUR COMMUNITY! SELAHE
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SPECIAL INTEREST GROUPS (SIGS)

SI G Overview

The I|I-GGBA Speci al I nterest Groups (SI Gs) are corm
gat her to share information and experi efdsSs paeEm
sents SIGs in twAfmanot ya GOl ®dpsst ey.: GTlhruesgh our
rum, -C8SAenables our members and the community a
ni zed axntdr wetldr ed categories of conversation. Fo
ei ght di fferent S| Gs. Within our forum, we comm
technical knowl edge to all the conversational th

To maintain positi beh-&0OSohaswasbignebeaf 8t G

t vV e
nator who monitors each SI G conversation. The S
and degree of participation within each SI G. on «
Program Coordi ator will -parggerstmeaantd thed.p DOhiganp
pants an opportunlty to put virtual names with p
action taking place in the virtual environment.

Affinity Groups

Affinity Groups are designed fnoirn dceodmmumtietrye sptrso |

Cybersecurity. Affinity Groups share security re
and help one another solve common problems and
by I-668 include:

T Women in Security (WIS)
9 Young Professional in Security (YIS)
9 Educators in Security (Edul S)

T Executives in Security (Execl S)

ndustry Groups

Il ndustry Groups are designed for community prof

have a common interest in Cybersecurity. I ndustr
solutions to problems affecting their perspectiyv
ed tips, i nformation, and education specific to
ed by-CIOSSAnclude:

T Finance in Security (FIS)
T Heal thcare in Security (HIS)
T Retail i n Security (RIS)

T DoD in Security (Dodl S)
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No More Ransom turns 4:
Saves $632 million in ransomware payments

By Lawrence Abr ams, Bl eepingComputer, July 27, 2020

The No More Ransom Project celebrates its fourth annive
from a ransomware infection and saving an estimated $632 n
No More Ransom was created in 20168tBupnapgbaanCpabéi anicme b

tional Hi gh Tech Cri mépolniicte,o fMctAhfee eNtedahredr | Kadnslpsa ramksy mwar e
decryption services and support to victims.

An estimated $632 million saved

Over the past four year s, The No More Ransom project est
ments through its partners' cooperation and the decryptors

These savings are done through the availability of 110
vate partners that have been downloaded over 4.2 million t

Read the rest her e:
https:// www. bl eepi ngcompmdragga.nctoom-dassawsd/3sBe d dirinatnyd emmmway ment s/

Upcoming Insider Threat Virtual
Security Conference

The Center for Development for Security Excell
Conference on September 3 featuring guest speake
ty Agency (DCSA), Of fice of the Undersecretary
(1 &S)), National | nsi der Threat Task Force (NITT
Threat Management Analysis Center (DI TMAC), Def €
(PERSEREC), and mor e.

Join us for this opportunity to engage with sc¢
mi ssi on, | earn about the case of Christopher Pau
in risk mitigation, and explore professional de

s -elfeendtsses aoiins . com/ cont eni
54 36/68V1Orbt5 91 andi ng. ht ml ?s

Regi ster now to s ehd
events/event/ shared/ 68
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https://www.bleepingcomputer.com/news/security/no-more-ransom-turns-4-saves-632-million-in-ransomware-payments/

