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Welcome to November

elcome to November! The cooler
temperatures continue get cooler
and warmth of family, friends, and
thanksgivings continue to get warmer. As we
draw closer to the holidays, our chapter is
hard at work already planning
for 2021 and taking time to be
thankful for all we have
gained and enjoyed in 2020,
even in the midst of a global
pandemic. In this month’s
article, I largely restate most
of the information published
last month but, with some
particularly
important
updates.

and have issued over 1000 CPE/CEU
credits. Numerous industry businesses and
organizations soon took notice of our
chapter’s events. As a result, sponsorships
and strategic partnerships increased. The
ability to become flexible
during adverse times has
enabled our chapter to
not only remain open
but, to thrive! As or the
virtual
presentations,
what
was
initially
designed to be a
convenient alternative
to meeting in-person
has quickly become a
core
necessity.
In
By Mr. Ernest Campos
ISSA-COS Online Series
addition to eventually
– With the onset of COVID-19
resuming in-person events, our board of
back in March 2020, all in-person events
directors recently agreed to retain virtual
were immediately halted. Many chapters
events as a part of our permanent
throughout ISSA International were forced to
programming. Hooray!!
suspend operations and even to this day,
have not yet resumed activities. Fortunately,
Cybersecurity Awareness Month –
our chapter was able to quickly shift gears as
Each year in the month of October, our
we instituted virtual events; the first ever in
country celebrates National Cybersecurity
the history of our chapter. This allowed us to
Awareness Month. To support this annual
keep presenting applicable content, sustain
event, our chapter produces a community
knowledge sharing, and continue to make
panel discussion staffed by various
the ability to earn CPE/CEU credits available
Cybersecurity leaders from across our
to our members. Over the last seven months,
region. This year, this event was held as a
nearly 800 participants have registered to
part of our bi-monthly online series. The
attend our chapter’s online presentations.
theme for this event was “Adjusting to a
We have featured nearly 40 guest speakers

A Note From
Our President

(Continued on page 4)

The ISSA Colorado Springs Newsletter incorporates open source news articles in compliance with
USC Title 17, Section 107, Paragraph a (slightly truncated to avoid copyright infringement) as a training
method to educate readers on security matters .
The views expressed in articles obtained from public sources within this newsletter do not necessarily reflect those of ISSA, this Chapter or its leadership.
Names, products, and services referenced within this document may be the trade names, trademarks, or service marks of their respective owners. References to commercial vendors and their products or services are provided strictly as a convenience to our members, and do not constitute or imply
endorsement by ISSA or the Colorado Springs Chapter of ISSA of any entity, event, product, service, or
enterprise.
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Mass Extraction:
The Widespread Power of U.S. Law Enforcement
to Search Mobile Phones
By
Logan
Koepke,
Emma
Weil,
Urmila Janardan, Tinuola Dada, and Harlan
Yu, Upturn, October 2020

Every day, law
enforcement agencies across the
country
search
thousands of cellphones,
typically
incident to arrest.
To search phones,
law
enforcement
agencies use mobile device forensic
tools (MDFTs), a
powerful technology that allows police to extract a full
copy of data from a
cellphone — all
emails, texts, photos, location, app data,
and more — which can then be programmatically searched. As one expert puts it,
with the amount of sensitive information
stored on smartphones today, the tools provide a “window into the soul.”

“From

documents
we’ve obtained,
it is clear that
the vast majority
of large U.S. law
enforcement
agencies have
purchased or
used a range of
MDFTs.”

This report documents the widespread
adoption of MDFTs by law enforcement in
the United States. Based on 110 public records requests to state and local law enforcement agencies across the country, our
research documents more than 2,000
agencies that have purchased these tools,
in all 50 states and the District of Columbia.
We found that state and local law enforcement agencies have performed hundreds of
thousands of cellphone extractions since
2015, often without a warrant. To our
knowledge, this is the first time that such
records have been widely disclosed.
Every American is at risk of having their
phone forensically searched by law enforcement.
Law enforcement use these tools to
investigate not only cases involving major
harm, but also for graffiti, shoplifting, marijuana possession, prostitution, vandalism,
car crashes, parole violations, petty theft,
public intoxication, and the full gamut of
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drug-related offenses. Given how routine
these searches are today, together with racist
policing policies and practices, it’s more than
likely that these technologies disparately affect and are used against communities of
color.

The emergence of these tools represents
a dangerous expansion in law enforcement’s
investigatory powers. In 2011, only 35% of
Americans owned a smartphone. Today, it’s
at least 81% of Americans. Moreover, many
Americans — especially people of color and
people with lower incomes — rely solely on
their cellphones to connect to the internet.
For law enforcement, “[m]obile phones remain the most frequently used and most important digital source for investigation.”
We believe that MDFTs are simply too
powerful in the hands of law enforcement and
should not be used. But recognizing that
MDFTs are already in widespread use across
the country, we offer a set of preliminary recommendations that we believe can, in the
short-term, help reduce the use of MDFTs.
These include:
•

banning the use of consent searches of
mobile devices,

•

abolishing the plain view exception for
digital searches,

•

requiring easy-to-understand audit logs,

•

enacting robust data deletion and sealing
requirements, and

•

requiring clear public logging of law enforcement use.

Of course, these recommendations are
only the first steps in a broader effort to minimize the scope of policing, and to confront
and reckon with the role of police in the United States. This report seeks to not only better
inform the public regarding law enforcement
access to mobile phone data, but also to recenter the conversation on how law enforcement’s use of these tools entrenches police
power and exacerbates racial inequities in
policing.
Read the rest here:
https://www.upturn.org/reports/2020/massextraction/
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Membership Update
Have you updated your contact information on the ISSA International website? You have! That is
awesome. If you have not, please log onto the ISSA International website and click on your welcome icon
on the top of the page and select “Account + Settings”. Once there you can make your updates. Thank you for
your support.
We need all members to spread the word that we are looking for new members to join our great organization. Below
are the top 10 reasons join ISSA!
Top 10 Reasons Cybersecurity Professionals Join ISSA
1.

Build professional relationships

2.

3.

Keep up on developments in information security/risk/ 4.
privacy

Career information and employment opportunities

5.

Content of chapter meetings

Advance the profession

7.

Professional development or educational programming 8.
offerings

9.

Earn CPEs/CPUs

6.

Learn practical/best practices solutions

Give back to the profession

10. Develop the next generation of cybersecurity professionals

Our membership is hanging in at ~325 members as of the end of October 2020.
Please watch the newsletter, communications and eVites to ensure you stay aware of what’s going on in the
chapter. As always, if you have any membership questions don’t hesitate to contact me.

New Members
October
Ashley N. Gilbert
William Vint
Michael Hooper
Jeff Hendron
Lisa Hernandez
Anthony Giusto

Thanks,

Steven Mulig
VP-Membership
membership@issa-cos.org

CONGRATULATIONS!
A hearty congratulations to Kurt, Warren and Scott!
• Fellow: Kurt Danis
• Distinguished Fellows: Warren Pearce and
Scott Frisch
Award winners will be formally announced during the
ISSA International Awards Ceremony on 18 Nov.
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(Continued from page 1)

Virtual Lifestyle: Impacts and Predictions on Work, Commerce, and Education.” Ms.
Vanessa Johnson, President of AFCEA-RMC, served as our moderator and the panel
members included: Mr. Thomas Russell, Director of Education, NCC; Ms. Jennifer
Kurtz, Director, Manufactures Edge; and Mr. James Lacey, Vice President, JMark
Services.

A Note From
Our President

10th Annual Peak Cyber Symposium – PCS is right around the corner! Since the
decision to move this event to a virtual platform, everything about this event just keeps
getting bigger! The duration of PCS will now span 4-days! The number of exhibitors
continues to grow! The number of community partners continues to grow! The number
of nation-wide registrants continues to grow! Everything about this event is getting
bigger and bigger. Even the number of keynote speakers continues to grow! Our list of keynote speakers now includes:

•
•
•
•
•
•
•

Dr. Jim Crowder – Systems Fellow, Mad Scientist Colorado Engineering, Inc.
Dr. Rory Lewis – Program Director: MS of CS, UCCS; Director: AI USAF/A2 Wedge SOCOM
Dr. Dale Meyerrose – USAF MG (Ret); President, MeyerRose Group
Dr. Kelley Misata – CEO Sightline Security; President and Exe Director, OISF (Suricata)
Mr. Nathan Toups – Sr. Site Reliabilty Engineer, Sante Capital Quantitative Hedge Fund
Ms. Karen Worstell – CEO, “W” Risk Group
Dr. Ron Ross – Fellow, NIST; Principal Author of NIST SP 800-53 Rev. 5

What an exciting event this symposium is shaping up to become. If you have not yet registered, please do so at
www.peakcyberco.com. Remember, this event is FREE for all ISSA members (regardless of chapter affiliation), and anyone
with a (dot) mil, (dot) gov, or (dot) edu email address.
ISSA-COS Annual Elections – Once again, election season is upon us! The “Call for Candidates” is now closed and our
candidates are set to run. Voting will take place online with dates and instructions to be sent via email. Candidate information
can be found within this newsletter or by emailing our Annual Election Committee at past-president@issa-cos.org. Candidates
must be General Members of ISSA-COS and members in good standing (i.e., no ethics violations and currently paid dues).
Newly elected candidates will be expected to attend and observe the December 2020 Board Meeting in preparation for the
assumption of their roles January 1, 2021. This year, the positions up for election include the following:

•
•
•
•
•
•
•

President and Chair(person) of the Board
Vice President of Training
Director of Certification
Recorder/Historian
Director of Professional Outreach
Member-at-Large #3
Member-at-Large #4

Updated Chapter Bylaws – As a part of the 2020 Annual Election, General Members will be asked to vote on the
institution of newly updated bylaws for our chapter. For several months, volunteer board members and key personnel have
poured countless hours into the task of updating our chapter’s governing documents. The newly revised documents have been
drafted with an emphasis on increased flexibility in governance for the future needs of our chapter. General Members will be
invited to review the bylaws as a part of this year’s voting process. Look for special announcements to be sent via email later
this month.
Indeed, quite a bit is happening with our chapter. I am proud ISSA-COS has been able to continue operations this year and
as well look forward to 2021, we are well position to expect another great year of activities. As always, I thank our volunteers
who help keep or chapter running strong. I also thank our principal sponsors (Murray Security Services, Jacobs, and
Beyond Trust) for their financial support. I thank our Community Partners who support our events throughout the year. Most
of all however, I thank our General Members who help make ISSA-COS a pillar institution within our community!
Sincerely,

Ernest
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5 Key Relationship Strategies CIOs And CISOs
Must Master To Win Over The Board
By Mark Weatherford, ISSA-COS, October 19, 2020
The past decade has seen a cottage industry grow up around teaching technologists to speak board lingo. Almost every
technology and security conference has a track devoted to communicating effectively with directors, and there have been
thousands of papers written about CIO and CISO board communication strategies.
The never-ending explosion of ransomware attacks, data breaches and other spillages of customer information has made
interacting with boards all the more important for tech leaders—and all the more challenging because many of these risks are
ones that non-technologists can find hard to fully comprehend.

The communications training courses are certainly useful, but they often overlook key principles, such as the vital
importance of developing personal relationships with each member of a board. Every board is different and every personality is
different. My own experiences as the CSO at the North American Electric Reliability Corporation and the Global Information
Security Strategist at Booking Holdings taught me that a healthy board relationship begins with a proactive and focused
approach to understanding individual board members.
Like most executives, I’ve had both good and bad experiences with boards. The good ones were often great, and the bad
ones were distressing and perilous to my career. From those experiences, I have identified five important elements to
developing a healthy board relationship that both CIOs and their CISO colleagues can draw on to be successful.
1. Don’t let boards learn about problems before you’ve told them they exist. Boards hate to be surprised. If there is a
single thing that diminishes confidence in the tech leader, it’s being surprised by an unexpected and organizationally
consequential issue during a board meeting. Communicating issues in advance helps temper the surprise.
Technology in general and information security in particular are incredibly dynamic and complex arenas, and very likely the
issues that board members are most uncomfortable with. They know they don’t understand it and therefore, put a tremendous
amount of faith in the CIO and CISO to help them comprehend technology and security risks.

2. Do make sure you understand how your company makes money. Be a student of the business and understand
how your company makes money. One of the most embarrassing moments of my life occurred when a colleague invited me to
give a cyber-threat brief to his Board of Directors. Following my presentation, my colleague gave his quarterly CISO security
update to the Board. After his presentation, he was getting a few questions and began getting a little flustered because the
questions were skewing specifically towards business operations and out of his security comfort-zone. Finally, the Chairman
asked, “Do you understand how this company generates revenue?”
To say the conversation went quickly sideways is an understatement. It was a horrible experience for everyone in the
room, but one of the best lessons I’ve ever seen about the importance of why the CIO and CISO can’t hide behind technology,
and need to be a student of the business and understand how the company generates revenue.
3. Don’t neglect to understand the company’s risk appetite. Boards understand risk: Competitive risk, financial risk,
political risk, operational risk, regulatory risk—they get it. One of the reasons companies spend so much time and effort
recruiting board members is to continually fill gaps in the overall board understanding of the business risk environment.
Risks as a result of technology and cybersecurity are different and board-level knowledge continues to be an evolving
process. Tech leaders can get a good feel for organizational risk appetite by paying attention and listening to how the board
asks questions about risk in other areas of the business. This provides a platform for talking with the board rather than to the
board.
4. Do meet individual directors where they are. Boards have a vast diversity of experience and it’s not uncommon for
boards to include directors from wildly diverse backgrounds and distinctly contrasting experiences. This means the CIO and
CISO with a traditional technology background must adapt—dramatically in many cases—to establish a comfortable working
relationship with the board.
It also means that the CIO and CISO must understand that wide variety of personalities. While some directors may prefer
direct phone calls, others may be more comfortable with communicating via email or the board portal platform. This isn’t just a
trivial nuance and the long-term value is a board that understands, supports and has confidence in the tech leaders.
Read the rest here:

https://www.forbes.com/sites/markweatherford/2020/10/19/5-key-board-relationship-strategies-cios-andcisos/?sh=475461697970
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Upcoming Online Series Events
11/05/2020
Speaker: Mr. Michael Wylie, Director of Cybersecurity Services, Richey May Technology Solutions
Topic: Encore Presentation Part 2, "Intro to Malware Analysis & Response“
12/03/2020
Speaker: TBD

Register at: www.issa-cos.org
To become a guest speaker,
e-mail us at:
SpeakersBureau@issa-cos.org

ISSA-COS 2020 Elections
The following are running for election or re-election:
• President: Ernest Campos
• VP of Training: Jeff Tomkiewicz
• Dir of Certifications: Derick Lopez
• Recorder/Historian: Andrea Heinz
• Dir of Professional Outreach: Katie Martin
• Member at Large (two positions up for election, three candidates): James Asimah, Mark Heinrich, Jay Carson (The two candidates receiving the most votes will fill the two positions.)
 Mark Heinrich is stepping down from
the VP of Training position. Dennis
Kater is stepping down from his Member-at-Large position.
Candidate write-ups may be found on Page 6
of this newsletter.
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Spy agency ducks questions about 'back doors' in
tech products
By Joseph Menn, Reuters, October 28, 2020
The U.S. National Security Agency is rebuffing efforts by a leading Congressional critic to determine whether it is
continuing to place so-called back doors into commercial technology products, in a controversial practice that critics say
damages both U.S. industry and national security.
The NSA has long sought agreements with technology companies under which they would build special access for
the spy agency into their products, according to disclosures by former NSA contractor Edward Snowden and reporting by
Reuters and others.
These so-called back doors enable the NSA and other agencies to scan large amounts of traffic without a warrant.
Agency advocates say the practice has eased collection of vital intelligence in other countries, including interception of
terrorist communications.
The agency developed new rules for such practices after the Snowden leaks in order to reduce the chances of exposure and compromise, three former intelligence officials told Reuters. But aides to Senator Ron Wyden, a leading Democrat on the Senate Intelligence Committee, say the NSA has stonewalled on providing even the gist of the new guidelines.
“Secret encryption back doors are a threat to national security and the safety of our families – it’s only a matter of
time before foreign hackers or criminals exploit them in ways that undermine American national security,” Wyden told
Reuters. “The government shouldn’t have any role in planting secret back doors in encryption technology used by Americans.”
The agency declined to say how it had updated its policies on obtaining special access to commercial products. NSA
officials said the agency has been rebuilding trust with the private sector through such measures as offering warnings
about software flaws.
“At NSA, it’s common practice to constantly assess processes to identify and determine best practices,” said Anne
Neuberger, who heads NSA’s year-old Cybersecurity Directorate. “We don’t share specific processes and procedures.”
Three former senior intelligence agency figures told Reuters that the NSA now requires that before a back door is
sought, the agency must weigh the potential fallout and arrange for some kind of warning if the back door gets discovered and manipulated by adversaries.
The continuing quest for hidden access comes as governments in the United States, the United Kingdom and elsewhere seek laws that would require tech companies to let governments see unencrypted traffic. Defenders of strong encryption say the NSA’s sometimes-botched efforts to install back doors in commercial products show the dangers of
such requirements.
Critics of the NSA’s practices say they create targets for adversaries, undermine trust in U.S. technology and compromise efforts to persuade allies to reject Chinese technology that could be used for espionage, since U.S. gear can
also be turned to such purposes.
In at least one instance, a foreign adversary was able to take advantage of a back door invented by U.S. intelligence,
according to Juniper Networks Inc, which said in 2015 its equipment had been compromised. In a previously unreported
statement to members of Congress in July seen by Reuters, Juniper said an unnamed national government had converted the mechanism first created by the NSA. The NSA told Wyden staffers in 2018 that there was a “lessons learned”
report about the Juniper incident and others, according to Wyden spokesman Keith Chu.
“NSA now asserts that it cannot locate this document,” Chu told Reuters.
NSA and Juniper declined to comment on the matter.

Juniper’s Compromise
The NSA has pursued many means for getting inside equipment, sometimes striking commercial deals to induce
companies to insert back doors, and in other cases manipulating standards - namely by setting processes so that companies unknowingly adopt software that NSA experts can break, according to reports from Reuters and other media outlets.
Read the rest here:
https://www.reuters.com/article/us-usa-security-congress-insight-idUSKBN27D1CS
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ISSA Candidate Introductions
Over the last two years, I (Ernest Campos) have been proud to serve ISSA-COS as the 2018 - 2020 President and
Chairman of the Board for our chapter. Prior to serving as President, I served as Vice President for one year (2017) and before
then, as a committee chairman (2016) and Mentorship committee co-chair (2015 - 2016). In total, I have been an active
member of our chapter for over 5-years and have spent most of that time serving as a volunteer. I am proud of the institution
our chapter has become within our local community. ISSA-COS is an honored and well-respected organization throughout the
Great State of Colorado. Over the last two years, our chapter has helped Pueblo institute their own chapter of ISSA. Our
chapter has served as Cybersecurity ambassadors to multiple global delegations visiting our city. We have established
numerous strategic partnerships with other organizations which have served to increase benefits for our general members.
Financial donations to our chapter have skyrocketed as sponsors from across the nation are seeking to align themselves with
our chapter. Our monthly events are well attended and our two major conferences push record setting registration and
attendance numbers each year and drawing top level keynote speakers from across the nation. ISSA-COS is definitely
experiencing a season of bountiful harvests. Yet, none of this would have been possible without the hard work of a strong
board of directors. Together, the board has worked to streamline internal processes, improve the quality of our events, expand
membership benefits, update internal governing documents, re-negotiate service agreements, and expand our event hosting
platforms. Serving as President for such an active chapter and with equally dedicated board members an honor. It is for these
reasons I am excited to announce my willingness to run for another two-year term as President and Chairman of the Board.
Together, lets continue to make ISSA-COS the best chapter of all!
Hey folks! My name is Jeff Tomkiewicz and I am running for VP of Training.
You may be be asking yourself, “What does this guy bring to the table?” Well, for one I sat in the Deputy VP of Training for
awhile and it was pretty successful. We had had hands on technical seminars a long with some other cool items. If selected, I
promise once again to bring more hands on presentations back. Then on top of that I want to recruit folks to teach these
sessions, especially CyberSecurity students. Opportunities like this will help futures students with speaking, presenting,
preparing and many other soft skills to practice. Then if we have some left over time, a in house CTF or a kids summer cyber
security camp. Sky’s the limit as Sinatra said. Any of you have questions feel free to reach out to me.
Hi, my name is Derick Lopez, and I'm running for reelection to the Director of Certification board position. I currently
serve as the ISSA-COS Director of Certification, and I have done my best over these past two years to ensure that you receive
the appropriate CPE form in a timely fashion for your attendance at our functions. I have also done my best to ensure that I've
responded quickly to your requests for CPE form reissue or audit requests/notifications. You can expect more of the
same. Thank-you!
Hi, everyone! My name is Andrea Heinz. I am the current Recorder/Historian for the ISSA-COS Board of Directors. I
stepped into this role more than a year ago for the previous Recorder/Historian who could not complete their full term due to
personal reasons. I am running for election this year to fill this role for the next term. I have really enjoyed being a member of
ISSA-COS for the past almost three years and I have really enjoyed serving in the role of Historian/Recorder. Working with the
Board of Directors and general membership of ISSA-COS has been a great experience! This organization is comprised of
some truly remarkable people who have countless wonderful ideas that will continue to benefit our members well into the
future. Our organization works tirelessly with our sponsors and others in our community and industry to provide a variety of
opportunities to our membership for both personal and professional growth through networking and training. Thank you for
your consideration and I look forward to working with you all in the future!
Hello and thank you for your time,
I am Katie Martin and request the privilege of serving a second term as the Director of Professional Outreach- Colorado
Springs Chapter for the next 2 years, from 2021-2023.
My career qualifications include over 18 years with Hewlett-Packard (HP) as product marketing manager of many HP
product lines including DeskJet printers, Photo printers, All-in-One printers and the Toner business. During my time at HP, I
attended the University of Denver and received my MBA in 2002.
After taking an early retirement package from HP in 2016, I started over and went back to school to learn cybersecurity. I
attended SecureSet Academy, was awarded a Google scholarship for further training, and passed my CompTIA Security+
cyber certification. I am now studying for CISSP.
I would very much appreciate your vote. I am outspoken and passionate about the need for women in cybersecurity,
development of synergistic and strategic partnerships with sister organizations and driving awareness of ISSA-COS’s efforts to
(Continued on page 9)
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(Continued from page 8)

educate and grow the cybersecurity workforce.
I have worked for Boecore since June 2019. In that time, I have been a subcontractor for Booz Allen Hamilton and CACI,
working on Air Force Satellite Control Network contracts.
I am James Asimah and am originally from Ghana, West Africa. I have been in the United States for about 14 years now. I
have been working in the field of information technology for more than 13 years with experience in Network Security
Technology, Security Management, Security Architect, Compliance and Risk Management.
Specialty:
Some of my specialties are as follow:

•

Establishing Information Security Infrastructure in a Greenfield business environment

•

Align Information Security with the business requirement in a cost effective manner

•

Building roadmap and presenting the need of InfoSec to C-level leadership

Education:

•

Master’s Degree in Information Technology Management and Security Assurance from Capella University in
Minnesota

•

Bachelor’s Degree in Information Technology and Security from Baker College

Reasons for Servicing as Member at large:
I have been a leader in many capacities; serving as a board member in Non-profit organizations. I am currently President
of Ghanaians from Central and Western Region of Ghana in Colorado and also serve as The Ambassador for Ghanaian’s from
these Regions in USA. In addition to all this I am also a Missionary to Africa for my Church.
As a member of this wonderful chapter of ISSA, I know I have a potential to serve and contribute with my natural abilities
and God-given-talent as a people person. I love to interact with members and adhere to their interest, passion, desire, vision,
frustration, dislikes and complaints, and make it known to the board in a professional manner, respecting the privacy of
members.

I will treat every member equal in my service if elected. I will serve and uphold the constitution of ISSA and the Chapter bylaws. Information that I receive from members as “Member at Large” will be delivered to the board in accordance with its
classifications: public, private and need-to-know depending on the specification from members.
I am very excited about the future of Colorado Springs Chapter of ISSA and I want to use this opportunity to thank you for
your vote.
This is Mark Heinrich and I am running for one of the Member-at-Large positions on the Board. I've worked as VP and
Deputy VP of Training for the last few years. As a member of the Board, I look forward to helping the next VP of Training get
established with their agenda. I also want to help the chapter as we re-orient to the new reality. The current COVID problems
will pass, but things will not be the same as they were a year ago. We will be looking into more ways of not just surviving, but
thriving in new environment where remote learning and attendance are as normal as in-person learning and attendance.
I've worked in education and technical training for much of my career. I look forward to working with you and the Board in
growing our reach and services over the next few years.

My name is William (Jay) Carson, Security+, CIPP/E. I am running for one of the Member-at-Large positions open this
election cycle.
For the last two years, I have been one of the designated (non-voting) Key Personnel, Chair of the ISSA-COS Speakers
Bureau Committee. If elected, I will act, in accordance with chapter by-laws, as a liaison between the ISSA-COS members and
the Board, annually assessing the Board’s performance, and coordinating all committees not established as standing
committees. Specifically, I want to increase attendance at ISSA-COS events by providing ever-increasing cutting-edge value
to our membership. I believe I can better accomplish this goal as a voting member of the ISSA-COS Board of Directors.

Reg

PAGE

10

Virtual!
To the 10th Annual Peak Cyber Symposium Attendees
ISSA-COS has decided to take the 10th Annual Peak Cyber Symposium virtual this year. Given the current COVID-19 situation, and new guidelines for attendee capacity at the Doubletree Hilton, it became clear that there was really no other choice but to go virtual.
Because we are pivoting to a virtual program we need a little more time to get
things in order so we are also pushing the event dates out to November The new
schedule will be:
•

Monday, November 16th – Peak Cyber Job Fair

•

Tuesday, November 17th – Peak Cyber CTF

•

Wednesday, November 18th – Peak Cyber Speaker Sessions and Virtual Exhibits

•

Thursday, November 19th – Peak Cyber Speaker Sessions and Virtual Exhibits

Detailed instructions will be emailed out to registered participants on how to access Peak Cyber via the Whova Event App as the event approaches.
In the meantime, help us spread the word to your co-workers and colleagues. The
virtual event will remain FREE to attend for all ISSA Members and those with a
mil, .gov, or .edu email address.
COVID-19 has created an extremely challenging business environment, and in the
conference industry, it has been even more challenging. We appreciate your understanding and support.
Please feel free to contact me with questions or concerns.
Respectfully,

Dennis O’Neill
ISSA-COS Peak Cyber Lead
dennis@ssewest.com
ISSA-COS
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Peak Cyber Symposium

Early Bird Registration is now open.
Free registration for all ISSA Members, .mil, .gov. and .edu!

www.peakcyberco.com
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Keyless Car Crime: How To
Thwart The Thieves
By Rachel Wait, Forbes, October 16, 2020
Over the past five years the number of stolen vehicles has almost doubled, according to Home Office figures, and it seems that keyless car technology could be significantly to
blame.
New research from insurer LV= shows that, in each of the last four years (2016-19), insurance claims for car theft
have jumped by 20%, with keyless car theft accounting for a large proportion of the claims.
An increasing number of cars are now fitted with keyless entry which allows you to unlock and start your car without
having to faff about with a bunch of keys. But while many might assume that a modern car with the latest tech features
would be better protected against theft, keyless cars can in fact be more vulnerable to ‘tech-savvy’ criminals.

How does keyless technology work?
Keyless entry works by using a keyless fob that uses short-range radio waves. The fob transmits a signal which is
picked up by a receiver in your car. If the signal is recognised, the car doors unlock (in some cases you may have to
press a button). A similar process is then used to start the car.
Although this type of keyless technology is hugely convenient, at the same time it can make your vehicle more vulnerable to theft. Through what’s known as a ‘relay attack’, criminals use widely available signal relay devices to ‘trick’ the
car into thinking the correct device is present (when it may actually be metres away inside your house) by amplifying its
signal.
Footage from front-door household security cameras has emerged showing thieves using devices to capture the signals from fobs perhaps left on a table in the hallway or in a jacket pocket. As soon as the thieves get access, the car can
be driven off in seconds.

Rising claims
The figures from LV= show that luxury car makes such as Audi, BMW, Jaguar, Land Rover, Lexus, Mercedes, Porsche and Tesla are increasingly affected by keyless theft, accounting for almost half (48%) of all ‘theft of’ vehicle claims.
In addition, the number of claims involving theft of parts or of possessions from vehicles has also risen sharply
(140%) over the past four years, with the most common target being catalytic converters. Thieves love these because of
their precious metal content.

Metropolitan areas the worst
The LV= data also indicates that vehicle crime has risen the most across the UK’s main metropolitan areas. Vehicle
theft claims have jumped by 265% in London in the past four years, and over 100% in London, Birmingham, Nottingham
and Greater Manchester.

What is the car industry doing to help?
Consumer group Which? has been calling for more stringent security on keyless entry cars and recently contacted
the manufacturers of 33 car brands to find out what they were doing. It reported that only two brands had implemented
security fixes across their entire range and 14 brands had not done anything at all.

Meanwhile, vehicle safety and security experts Thatcham Research awarded ‘poor’ ratings to the following car models with keyless systems after security engineers were able to access and start the vehicle using relay attack equipment:
• Mazda CX-30
• MG HS Excite T-GDI
• Subaru Forester e-Boxer XE Premium
• Vauxhall Corsa Ultimate Turbo 100
Read the rest here:
https://www.forbes.com/sites/advisoruk/2020/10/16/keyless-car-crime-how-to-thwart-the-thieves/?sh=4f1b1edc1e51
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Join ISSA-COS on Social Media
Twitter:
• Colorado Springs ISSA
• @COSISSA
LinkedIn:
• ISSA Colorado Springs Chapter
• https://www.linkedin.com/groups/1878203/
Facebook:
• Colorado Springs Chapter of the ISSA
• @ColoradoSpringsISSA
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Instructions & Credit for Online Playbacks of
ISSA-COS Training Sessions
•
•
•
•

•
•

Video playbacks are available to ISSA-COS members within 3-days
Navigate to the www.issa-cos.org website
Login using your COS Chapter credentials
Navigate to “Training” and select the desired month
Select the desired presentation and enjoy the playback
Upon completion of the playback, email: certification@issa-cos.org and
identify the month and session number for the episode you viewed

US Treasury Department ban on ransomware
payments puts victims in tough position
By Lucian Constantin, CSO, October 22, 2020
Earlier this month, the US Treasury Department's Office of Foreign Assets Control (OFAC) warned organizations making
ransomware payments that they risk violating economic sanctions imposed by the government against cybercriminal groups or
state-sponsored hackers. The advisory has the potential to disrupt the ransomware monetization model, but also puts victims,
their insurers and incident response providers in a tough situation where this type of attack could cost much more and take
much longer to recover from.
"OFAC may impose civil penalties for sanctions violations based on strict liability, meaning that a person subject to US
jurisdiction may be held civilly liable even if it did not know or have reason to know it was engaging in a transaction with a
person that is prohibited under sanctions laws and regulations administered by OFAC," the Treasury Department said in the
advisory.
Ransomware started as a consumer threat, being an evolution of the older scareware model where users were being
tricked by fake popups with false claims to buying bogus security products or to pay fictitious fines. In fact, in the beginning,
ransomware programs were not encrypting files, but were simply trying to lock users from using their computers with persistent
overlay screens and other techniques.
As competition for victims in the ransomware space increased, some groups started targeting both consumers and
businesses indiscriminately, but it wasn't until the WannaCry and NotPetya attacks in 2017 that many cybercriminals realized
just how vulnerable corporate networks were. Over the past three years, we've seen sophisticated cybercrime groups pivot to
ransomware from other types of financial crimes. They use APT-style techniques such as careful target selection, deep
reconnaissance, lateral movement, fileless execution, living off the land and victim-tailored payloads, and they're very
successful.
Read the rest here:
https://www.csoonline.com/article/3587108/us-treasury-department-ban-on-ransomware-payments-puts-victims-in-toughposition.html
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Exclusive: National Guard called in to thwart
cyberattack in Louisiana weeks before election
By Christopher Bing, Reuters, October 23, 2020
The Louisiana National Guard was called in to stop a series of cyberattacks aimed at small government offices across the
state in recent weeks, according to two people with knowledge of the events, highlighting the cyber threat facing local governments in the run up to the 2020 U.S. presidential election.
The situation in Louisiana follows a similar case in Washington state, according to a cybersecurity consultant familiar with
the matter, where hackers infected some government offices with a type of malware known for deploying ransomware, which locks up systems and demands payment to regain access.
Senior U.S. security officials have warned here since at least 2019 that ransomware poses
a risk to the U.S. election, namely that an attack against certain state government offices
around the election could disrupt systems needed to administer aspects of the vote.
It is unclear if the hackers sought to target systems tied to the election in Louisiana or were
simply hoping for a payday. Yet the attacks raised alarms because of the potential harm it could
have led to and due to evidence suggesting a sophisticated hacking group was involved.
Experts investigating the Louisiana incidents found a tool used by the hackers that was
previously linked to a group associated with the North Korean government, according to a person familiar with the investigation.
That tool was described to Reuters as a remote access trojan, or RAT, used to infiltrate
computer networks. But cybersecurity analysts who have examined this RAT - known as
“KimJongRat” - say some of its code had been publicized in a computer virus repository, where
hackers could copy it; making attribution to North Korea less certain.
While staff at several government offices in northern Louisiana were successfully compromised as part of the campaign, according to the two people familiar with the incident response, the
cyberattack was stopped in its early stages before significant harm was done.

The Louisiana National Guard declined to comment on the incidents. A spokesman for the Louisiana State Police said they
were called in to investigate the cyberattacks, but declined further comment. The Governor’s office said they could not comment on an ongoing investigation.
Tyler Brey, a spokesman for the Louisiana Secretary of State’s office, said Louisiana is a “top down state,” where election
data is centrally stored at the secretary of state’s office, which can make it easier for election officials to recover from cyberattacks.
One person familiar with the events said they assessed the hacker’s objective was to infect computers with ransomware,
but added that it was difficult to determine because the attack was stopped in its early phases.
If so, Louisiana wouldn’t be the first. Over the last year, several U.S. cities have been victimized by ransomware, including:
incidents in Baltimore, Maryland, and Durham, North Carolina.

The Big Question
Jen Miller Osborn, deputy director of threat intelligence for U.S. cybersecurity company Palo Alto Networks, tracked a
hacking group last year that used KimJongRat. She said it would be “atypical” for the group she’s studied to conduct a cyber
operation for financial gain.

A prior cybersecurity research report in 2013 by Luxembourg firm iTrust Consulting noted that KimJongRat was written with
Korean computer code which carried references to the North Korean leader’s family members.
Emotet, an increasingly common trojan often used against banks, was also deployed by the attackers and found on computers in Louisiana. When staff were hacked, their email accounts would sometimes be co-opted by the hackers to send malware to other colleagues.
Read the rest here:
https://www.reuters.com/article/us-usa-election-cyber-louisiana-exclusiv/exclusive-national-guard-called-in-to-thwartcyberattack-in-louisiana-weeks-before-election-idUSKBN27823F
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MENTORING PROGRAM
The ISSA-COS Mentoring Program provides a connection between individuals (mentees)
seeking career guidance, industry information, or personal encouragement with individuals
(mentors) who have an aptitude for sharing their career experiences, industry resources, and
personal talents for the benefit of the mentee. Mentees derive from every conceivable background
and exist at every stage of professional development. Mentoring sessions are designed to ensure
the confidentiality, integrity, and availability of information shared between the participants.
To help facilitate the mentoring process, ISSA-COS has adopted the S.M.A.R.T. goal setting
model to safeguard a consistent development process that is equally understood and honored by
mentees and mentors alike. As such, the Mentoring Program supports the following objectives of
ISSA-COS:
•

Promote increased professional education opportunities for
members

•

Provide career guidance and professional development
approaches

•

Encourage balance between technical skillsets and soft skills
such as time management, task management, workplace
conduct, and business savvy

•

Increase member knowledge of available resources designed to strengthen skillsets

•

Encouraging an open exchange of Cybersecurity related techniques, approaches, and problemsolving skills

•

Promote member education and awareness of Cybersecurity security issues and recommended
strategies to combat the issues

•

Providing opportunities for mentees and mentors to network with other professionals and share
their lessons learned from their individual mentoring experiences.

ISSA-COS

NEWS

For more information
about mentoring,
email:
mentorship
@issa-cos.org
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Cyber Spotlight – PARTY!!
Initiative to document ISSA-COS Chapter History
Interviews with past/current Presidents
Interviews with past/current Board Members
Interviews with past/current General Members
Interviews with Community Partners
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North Korean Advanced Persistent Threat Focus:

Kimsuky
By Staff, CISA, October 27, 2020

Summary
This advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge
(ATT&CK®) version 7 framework. See the ATT&CK for Enterprise version 7 for all referenced threat
actor tactics and techniques.
This joint cybersecurity advisory was coauthored by the Cybersecurity and Infrastructure Security
Agency (CISA), the Federal Bureau of Investigation (FBI), and the U.S. Cyber Command Cyber
National Mission Force (CNMF). This advisory describes the tactics, techniques, and procedures
(TTPs) used by North Korean advanced persistent threat (APT) group Kimsuky—against worldwide
targets—to gain intelligence on various topics of interest to the North Korean government. The U.S.
Government refers to malicious cyber activity by the North Korean government as HIDDEN COBRA.
For more information on HIDDEN COBRA activity, visit https://www.us-cert.cisa.gov/northkorea.
This advisory describes known Kimsuky TTPs, as found in open-source and intelligence reporting
through July 2020. The target audience for this advisory is commercial sector businesses desiring to
protect their networks from North Korean APT activity.
Click here for a PDF version of this report.

Risk Management Framework Online Training
NIST has released an updated Risk Management Framework for Systems and Organizations Introductory Course to reflect guidance from NIST Special Publication (SP) 800-37, Revision 2. The
RMF was developed by NIST to help organizations manage information security and privacy risks to
and from Information Technology (IT) systems more easily, efficiently and effectively.
This three hour online course provides individuals new to risk management an overview of a
flexible methodology for organizational and system risk, the Risk Management Framework
(RMF). For individuals with experience with NIST SP 800-37, Revision 1, this course explains updates to the RMF in Revision 2, including the integration of privacy and supply chain risk
management into this holistic process.
The RMF Introductory Course describes at a high-level the importance of establishing an organization-wide risk management program, the information security legislation related to organizational
risk management, the steps in the RMF, and the NIST publications related to each step. The course
can be launched through your internet browser and upon completion, individuals may print a certificate of completion. The training is also available for organizations who wish to include it as a module
in their Learning Management Systems (LMS) in the following LMS standards: SCORM, AICC, xAPI,
and cmi5.
Please contact sec-cert@nist.gov with questions or comments.
RMF Online Training Link: https://csrc.nist.gov/Projects/risk-management/rmf-training
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US cybersecurity agency urges utilities to increase
protections, warns of potential attacks from China
By Robert Walton, UtilityDive, October 5, 2020
According to CISA, China "has a history of using national military and economic resources to leverage offensive cyber tactics in pursuing its national interests." The agency warned that attacks could target industries considered critical to U.S. national and economic interests, including: new energy vehicles, power equipment, next generation information technology (IT), biotechnology, robotics, financial services, defense and other sectors.
CISA said the U.S. intelligence community has identified the Chinese People’s
Liberation Army and Ministry of State Security "as driving forces behind Chinese
state-sponsored cyberattacks–either through contractors in the Chinese private
sector or by the PLA and MSS entities themselves."
"This is what we’ve been warned about," said Edwards, who also served as
director of the government's Industrial Control Systems Cyber Emergency Response Team under President Obama. "For years, we've seen steady momentum
of new, targeted attacks against the U.S. that seek to compromise the systems we
rely on to function as a modern society. ... This dependence is extremely lucrative
to cybercriminals looking to wreak havoc."
CISA's alert contained several recommended mitigation measures, including
for critical infrastructure managers to patch systems and equipment promptly and
to enhance monitoring of network and email traffic. The recommendations also
called for disabling access to critical systems when feasible.
"Review network security device logs and determine whether to shut off unnecessary ports and protocols," CISA said. "Monitor common ports and protocols
for [command and control] activity. Turn off or disable any unnecessary services or
functionality within devices."

Utilities can implement a "least-privilege model for critical assets relatively quickly that locks down communications to only
necessary ports for authorized devices and users," said Rick Moy, vice president of sales and marketing at cybersecurity firm
Tempered.
Along with preventing hackers from breaching systems, Moy said network segmentation is key to containing the spread
and impact of any malware or adversary that does get into a utility's system. The segmentation approach also acts effectively
as virtual patching of commonly used exploit techniques, he said, "which is a faster way to mitigate broad swaths of remote
access vulnerabilities.

FERC report finds 'potential compliance infractions
FERC's new staff report includes recommendations for bulk-power system operators to better secure the grid, including for
critical infrastructure owners to ensure that all cyber assets are properly identified and that all substation cyber systems are
properly categorized as high, medium, or low impact.
The annual report is based on lessons learned from non-public CIP audits of registered entities and in addition to assessing compliance includes recommendations regarding voluntary cybersecurity practices.
In performing the audits, FERC staff said they found most of the cybersecurity protection procedures adopted by registered
entities "met the mandatory requirements" of the CIP standards. "However, there were also potential compliance infractions
found. Additionally, staff observed practices that could improve security, but are not required by the CIP Reliability Standards,"
the report concluded.
The report's recommendations include inspecting all physical security perimeters periodically, ensuring that backup and
recovery procedures are updated in a timely manner, and regularly evaluating the security controls implemented by third parties.
Utility infrastructure is not necessarily more vulnerable than any other critical system, but they may be targeted more often,
said Katie Teitler, senior analyst at TAG Cyber.
Utilities are "great targets of opportunity for threat actors because the resulting damage is widespread and public," Teitler
said in an email. "If you're a malicious actor and you want the world to know you've succeeded in a cyber attack, shut down the
power to millions of people."
Read the rest here:
https://www.utilitydive.com/news/utilities-should-ramp-up-cyber-protections-as-us-government-warns-of-pote/586376/
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The Information Systems Security Association (ISSA)
® is a not-for-profit, international organization of
information security professionals and practitioners. It
provides educational forums, publications, and peer
interaction opportunities that enhance the knowledge,
skill, and professional growth of its members.
The primary goal of the ISSA is to promote
management practices that will ensure the confidentiality, integrity, and availability of information resources.
The ISSA facilitates interaction and education to create a
more successful environment for global information
systems security and for the professionals involved.
Members include practitioners at all levels of the security
field in a broad range of industries such as
communications, education, healthcare, manufacturing,
financial, and government.

Article for the Newsletter?
We are always looking for articles that may be of
interest to the broader Colorado Springs cyber community.
Send your article ideas to the Newsletter at:
newsletter@issa-cos.org
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Hacker Uploads Own Fingerprints To Crime
Scene In Dumbest Cyber Attack Ever
By Davey Winder, Forbes, October 4, 2020

Max Heinemeyer, director of threat hunting at Darktrace, thought it would
be interesting to look back at the seven years since launching its AI-powered
cybersecurity solution. Look back through the lens of some of the weirdest
attacks that the AI cyber-brain had identified that is. You know what, he was
right. I've been around cybersecurity for 30 years, but Heinemeyer revealed
one of the dumbest cyber attacks I've ever encountered.
Read the rest here:
https://www.forbes.com/sites/daveywinder/2020/10/04/hacker-uploads-ownfingerprints-to-crime-scene-in-dumbest-cyberattack-ever/?sh=3c5e60d12d46
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