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Aprili Finally!

Wel come to April showeompr dBehd wr s bmet hi at hei
article, we find our selmeatseriinalt.heFdregahhi rnd ocsfe
Spring. New | ife 1is beg/ishiygutlourakbowmdyoaulrl urf
aroundand yes, even wi Qa own

our chapter
chapter. As we éqnmbaarrtkeron% h muthi effort t o
t he year, we Iook forward 0
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- the triumphant ﬁjaentenefits.—llitfti
Cyber Focus S
3 Il ndeed, Spring air! our chapter
a ' needed and on
[ Before we disc\us showcases our
er—\J great opportun|t||3é’§\/|rE"Iﬁ‘%sltCampcéS in a more prol
[ &> ) ahead, |l et us gui ckly Il ook way . Yes f ol k
LJ_‘J back and review the mohahkheofr Maved, dndt t he
LJ mont h, our chapter hostlderé hagtinst | oft ookr ptawos
\_/;_ﬂ virtual Security + Revitewsel eGwereftflbetecowrfseur
of three consecuti vieyMr .SaRPRatrd®Sheaealdan he ser
approxi mately 35 peoplCeol|l amavcest ed Wehbei r I mpt
personal ti me t owar ds (wwawe.hci celvoirnagd o w ehleii)mpr e 8 € |
professional goal s. | vaand eoxpeeirtdrde dt @hvysiese Hei dl

may new participants dwhro ngr ancyi oapéegi wgl unt ee

comments for the reviewasdi atm gs ati ef wwlhifsore fafldr
t he chapter me mber s whwop dadlewdnt web £idt et owi | | g
polish t he curriculumi magd ofeobpue casapter anit
instructors and facilitsptoarsrshihhps fard batkatle
received from partici painttsriinssitchavaltlhe o0évitehw
provided excellent opportunities to | earn and

(Continued on pade

The | SSA Colorado Springs Newsletter incorporat ej; op
usc Title 17, Section 107, Paragraph a (sl i)gphtlay ttrfau md
met hod to educate readers on security matters

The views expressed in articles obtained from puplic
sarily reflect those of | SSA, this Chapter or its I|lead
Na mes, product s, and services referenced within |thi
mar ks, or service marks of their respective owners R e

ucts or services are provided strictly as a conven|enc
endor sement by | SSA or the Colorado Springs Chaptenq of
enterprise.
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Mumbal's Electrical Blackout:

Chinese Grairea Warfare?

By AustOm Baiynt, March 2setbhi@ssled comp-grey tthhats an
Let's start with rel@@%ﬁ'i'"qtﬁ'[:cl”g'eq\/lutmtb,%\luse
is India's largest cit Fl,(ha|cotn°rrsesid 49 s
i ts maj or finanC|aI c Indi AWENGehNf Q) t
bank oca m nage electric surp
there) and thlsewmpere |n the electr
t al of t he "t 3"t Se 'éﬁ' system
Maharashtr a, Cawveat : Because Record
financi al- pPeotweget inside India's ¢
house wunto iexspedrft.s <could not exami
Those factsd&ldinles
mak e Mu mb a i A further gualificati
target for annydigarToiunpes. com reported
seeking to wewkenminister, R. K. Si
I ndi a, muchevl| denace a cyberattack
wage war on blmdkaut. The power mini
For example,erdam caused the outage,
aging a fighnoaaabr Pakistan.
2?2 eaxnadc """”I‘v@mer@ eQNI actatveen?tt: dThe *rjnims
economic cost s pte cyberat
northern and southern r
That's wh y-b aRcakkeids t & B lcaemitcer s, but the mal war
terrorists have | aunchegesaviengl spstamgs on
the city. I n 2006, terro t.s. bl ew up _packed
commuter trains. In A %'%th'aaznoaé)lﬁt,crza\./r?a% h(())efmec
I'sl amic terrori st 6@& ﬁmuk%ar%cla |tr?1§ ephat
ﬁThe Oc t Ogu?f'nlpal and murdered 16 og% €' n October 2020
ere are some newer fsaadotost agrel yatBiegnplti. e
Mu mb a i propagandists would dispyfe., but, there are
bl ackout a ot of those snakes ?r 8% %itanoldrb' gy 8t e OG0
ct 2 u ai suf fer i ve el t i
per fect I chaI]c Ip}oﬁerl\e V)ﬂ%t age. Loc? ggurlaég?ls% sctontr[la_r.e?dd,'kcntowo
uncertal nntraamdi ng passenger s. eICI.phaog;weayﬁere b % o f
denlab|ecrashed. I ndia'"s bond @rﬁlf t Yv% h§é%1éc§a
R . during peak trading-hoturs. %%m ei gh ro -
Cri1 toerl a.noods lost power for oveBotitboinhe uf 8¢ t-11nnddi haann SVanr
media called the outagd9®B@mbasi 'sst i"lvworusntr eispol ve
decades. " And it was Chinese military forces
I'n November, I ndi a ToocIa{,]yf'rrnentogretieHcLmtaHi%a]tyaSt'heDu
Maharashtra's cyber de rhtrtmglg%I gp'setvaeteaauthc
mal war e attack coul d i é’reacs"’él}siend Cf‘nh ese att e
crippling outage. "-Couéggweha e'idis specul-a
tion, not fact . However, fe@hh@cal experts
found indications of aBt ot t ethopnn e d cygbersouChed
intrusions on di gital madewairceesen¢ emtedoltihiengl nd
Mumbai's grid. associated with the el ec
OnFeb. 28, The New YdRrelkdTtiimesrest here:

reported Recorded Futuwhg.,psa /Ma$SSRAEAYpage. com/
3335. aspx
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https://strategypage.com/on_point/20210302213335.aspx
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Membership Update

you wupdated your contact information on the
awesome. I f you have not, pl ease |l og onto the | SSA |
the top of t Mecpaqnd an@heded litahogds e you can make your
your support.
We need all members to spread the word that we are |l ooki
are the top 10 reasons join | SSAI

Top 10 Reasons Cybersecurity Professionals J
1.Build professional rel ati on2s.hliepasr n practical/ best practices

3.Keep up on devel opment s i 4. Ganrfecerrmaitnifoonr maeé ¢ omi ayn/dr iesnipd oy m
privacy

5.Content of chapter meetings6é. Advance the profession

7. Professional devel opment 08. Géedec bmaic&nalo tphe gpraonfmé s1ggi on
of ferings
9. Earn CPEs/ CPUs 10Devel op the next generation of
al s
Our membership is hanging in at ~341 members as of t he

communi cations and eVites to&emouimg You i Nt ayheawaeragpt efr . wh:
member ship qtedteisonsateon o contact me Membradsdhi Westerfield

Thanks,

New Member s

March 2021 Craig Westerfielc

Kevin JohnsdRobdBa®dlur ner
Jon Martin

VRMember shi p
me mber s hi-po@ .scsrag

Cl SA Strongly Urges Al Organi zations to
Exchange Vulnerabilities
Original rel ease dat e: Mar ch 8, 2021

Cl SA has pRelmesihe@adi ag Microsoft WwWxlmhpage WVhahne
ur ges al | organizations t o i mmedi ately address
vul nerabilities As exploitation of these vuln
strongly advises organizations follow the guidan
specific steps for both | eaders and I T security
across all sectors.


mailto:membership@issa-cos.org
https://us-cert.cisa.gov/remediating-microsoft-exchange-vulnerabilities
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(Continued from pagp

chapter for : e ‘Id‘e t |

countl ess benefits for our
roud to recognize Colorado Web I mpression

p atinu
the financial-cvatuseeofitclkesi tonour chapte

Now, |l ooking forward towards April, we Y enjoy an earl:i
chapter meeting as we give way |l ater this month for other ev
host a panel di scussion devoted towards unraveling the breac
have scheduled some heavy hitters within our industry who wi
breach that affected hundreds of public and private secior b
you wi || not want to miss it.

Al so in April i s (tClhyé ermre tFuwrcnu so fS yomuprd sainensueanlt was caweeks$ edel a
the onset of the pandemic within our region. Since we stild]l
to host the CFS as a virtual event ; especially given the ir
November of 282CFSTwislyéacMadeHahker €t MiAmsbhbeyDef ense Sect ol
I nc. as our Master of Ceremonies. Prominent keynote and guest
T Mr. Benjami@hiEdel enf ormati on Security Officer (CI SO), City
T Mr. Dave 6BSOwynthernsnecurity Advisor, Region VIII, CISA, Departm
T Mr. Willi amCHiod ff mamf or mati on Officer (CI O), FrontLine Cyber
T Ms. Charitg@yWeirghhreat Intelligence Anal yst, Recorded Futur

As a reminder, the CFS wildl i ncdluveda ea f@raedee av idr roeliedMBECsOB T F a i
hoste8plbyamak&poch Concdptal ways, registration for the symposi
chapter) and anyone with a (dot) mi |, (dot) gov, or (dot) €
registration is especially appreciated. For more informadi on
event s, pl e avwsvew .bcryobwesref otcou s Pdye@asecdml p promote this event by
soci al and commu+CiOtSy exitremldess .s pler$S.A | Detnfivansid @ t i s t eaom eftr 0%na u ¢
Evenbhstp://www. secrpt $aucedbeéent pcomducti on, promotiDemni andybao
ma h

Later thisJwrea,sr danr mildapt er Wiybler h &4 tG; tSluedimait & uagfutrearlnoon eve
wi || showcase our many di fferent Special-hduwnt epraderGtratuipen (fSd
attend. Il mmedi ately foCO®wiwnd |l t hiost ewe Gdydbremud Svalye rai dieg bat ed
organizations from across our region wil!/ gather to shar,e va
| SSAAOS will also '@eminélvreatsarguWoWFtht hay -yearnt $ ktei mdds t hr ee!

In closing, our chapter is in full swing with |l ots of eveni
many events as you can and pl eawea kreeme mbrers ttuad emrti.n Neav ffraicersd
gratitude goes to all our chapt edOSmebnebeetr &p twdrro icro ntt h ex uwo 1t lod .ma k

Sincerely,

Ernest

Instructions & Credit for Online Playbacks of ISSAS Training Sessions

f Video playbacks ai€C®SawmaimbabIscawi b hi 8S A

f Navigat ewwo i-céobsa.werbgs i t e

T Login usCOy CGhoapteadrent i al s

f Navi gdfreaittminmlg sel ect the desired month

1T Select the desired presentation and enjoy the pl ayt

f Upon completion ofceéeheti pl eghhsod@geisthermonbngebei on
numbfear the episode you viewed.
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http://www.cyberfocusdayco.com
http://www.secretsauceevent.com/
http://www.issa-cos.org/
mailto:certifications@issa-cos.org

Book Report

By Jay Carson, Security+, QPSP /M, rabtearmpger Sec LLC, I SSA
OQur 202€C0OBS6Aapter meeting presenters recommended t
Another of the neat thCOfseabotus astgodi ggetl BB8Aer ¢

about different aspects of cybersecurity. For examg
aboufscabygok:

Watts, MEIlsisming with the Enemy: Surviving in a Soci
sians, and. FakkdamNgevs Paperbacks, 2019 (originally pul

I i mmedi ately ordered niot henbAmazomw, remad f{hiss befor
security professional l'i ke you wil/ never get to sl e
is credentialed and experienced, the writing style
testified multiple times before Congress, and you ma
as an expert. The original date of publication was
Dec 2018. There are |l ots of good footnotes referenc
chol ogy The Pikes Peak Library District has multip
der $12 including shipping. It is a great book to 1
chall enges of the day.

I headed -Ch& 9pSeSaAk er s Bureau Committee for two yea
speaker that took defenses against hacking quite as
ences are extensive. I'n my opinion, he did his home

The book focused on two types odt avtidd,aiqnnpeciffiircsal It

they attempt to thwart US interests.
Hey Jay! Enough already about the book!
What isin the book? What makes it scary?
What about hackers that want your brain and the br

about "brain’ in the anatomical sense. I am talking
you act. Cal | it mind contr ol i f you pr efleirf.e hFoorrr aar
i e!

We are all guite challenged already by hackers tha
sonal i nformati on. We know about ransomware attacks
tion or physical damage to infrastructure systems.
gat her enough information on you to manipulate you f
through flooding Yeuiwiviathl fakeafbumajtuoesn, your politi
they have | earned based on your soci al media history
sians are masters of the psychol ogical art, and they
you on edge. He gives defensive advice for the nati

I am not going to spoil the book for yotsowiitah anlel
example struck a nerve with me, and there are other
He summari zes the hack of the 2016 U.S. Democratic ¢
the Russians) sending an emai l di sguised as a Googl e
password needed to be reset. I know -pyhoius lairreg .t "h i nkh en
t he email to |I'T to check, and [ilTe gsietnit mabtaec.k" " | Yeau tk mam
And this is Carson's soapbox. Everyone, your Mom, vy
ju it is to be hacked even when you thinl

ust how easy
one!

Happy reading!
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Ameri caos Dr i
Surprisingly Easy to Poison

By Peter EIl kind, ProPublica, March

On Feb. 16, l ess than two weeks a
nes around the world by hacking a

, and nearly generati nd@ ma ymars sd eco

fifhi s i s a soMacyeosrs Esrtiocr ySei del t o n
Ol dsmar , a Tampa suburb of fElEmeO0Oe!
ci s he fput pteptocol s, monitoring protocols, WOrKked. ur st e
ecuted them to perfection. And as the city manager said, there were other backups. ... We were breached,there® no quest.i
And 6wWwe make surde hempperdoaf&psad ns uBuadlsveot sd muryc i | members congr att
ing his turn at the press conffEvencenwhl¥reybobeaikedekriaas adit $cl

fSucc@sss not the word that cybersecurity experts use to desc
study in digital i nemitd & uared an fex grmpgleeni mfg Mmewrt he managers o
or ignore years of increasingly dire warnings.

The experts say the sorts of rudi mem@dtianrcyl uvdu lnnge rtahbei Iliatcike so fr

and the use of shared pas $dworred sc oanmmuo no uat nuBant ge5dA ns€of Xcwaaurbel i ¢ wat e

fFrankly, theyosqotd vertyr rledc Ay m. Mar k Montgomery, executive
Commi ssi on, whi ch Congress est abl& sdefde nisne s2 0alg8a itnos tu pngarjaodre ctyht
|l i kened the Ol dsmar outcome to a pil ot | andiinhge ya spil camled rmld rt atre
Tom Brady winni nghet hsgd irSduyp édi viBrmwla, game. They averted a dosast

The motive and identity of the hackers, foreign or domest.i
more sophisticated hacker than the one in Oldsmar, who att em
ous | evel s, could hate wkepked &h aasdc.t A Ercegu pddaetct r oni ¢ moni t
pl ant protected citizeins fhemaaanhgchessi obd el DMdme g & meé nmoiyodns ayirodu, |
think they could break into the a8 aa mmissytsa keem taom dt hail tke ra thhaec kce
taminated water i ndQ dosurarwaotfefri cssyadtsemsc.i ti ng t he o1Bgoiemqou eisn\se
an interview or to address &emyibleed eqgwedttiyompys axhhowtesthe city

The consequences of a major water system breach could be ¢
ter; panic over interrupted supplies; widespread flooding; b
theoretical. In 2000, a former municipal wastewater conm-ract
puter contraglel enpstteMH4t 00 ga,l |l whisclhfpowwedeiwatge publ ic par k
spilled onto the grounds of a Hyatt Regency Hmntbhelarcdihd egneame wa't
sentenced to two years in prison.)

I n congressional testimony on March 10, Eric Goldstein, cyb
Security Agency, described tfierneOlgdsamaersti mcisdke ntth aas CllSIAwbBseereast i
said it lmhoudadi e call for this country for the riskoothat we

Grave warnings have sounded for years. As far back as 2011,
ers could gain access to Aneeardiclayn awaatielra bslyes haenads ngudsni enrgalr Icyh  ft ro
monitions have abounded in r &cenfilyWhbear §hr Baectad Ofkltdl @oneldd mial tud n

I
n
fa perf_edxftort acrygbeetr at t ac ks ; a 2020 Journal o ffa NEE nivin c romanee t iah tEm

di versity, and compl exity odancdy btehret hG yebaet rss ptaoc et h&o IMantieutm 2@dM noi
warned t hat wanmeerri iGsay md iemsl-parregpedryed Itlo def end t feeaiarb| reat vd@ rsk su pftri
Despite the warni mpgo,fiaded bsemehbsghliating back a decade, t
cyberdefense to the water utilities. For year s, it reliiedn on
Then, in 2018, Congress included alppPpeveswaheaddcésseiad eybe
river | evee repairs to grants for school water fountains.

Read the rest her e:
https://www.nextgov.com/ cy-thei swedtasuirtpyr/i@sQi fna/il 0Gyo/nad Merr2i7c409
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https://www.theregister.com/2001/10/31/hacker_jailed_for_revenge_sewage/
https://www.congress.gov/115/bills/s3021/BILLS-115s3021enr.pdf
https://www.nextgov.com/cybersecurity/2021/03/americas-drinking-water-surprisingly-easy-poison/172749/

STIG SCADA Security in a Cellular World

ByNoa Ofizilel; MJALRar cGiMD2=IN9 202 1

SCADA systems have been around since the early 1970s, way |
them was the stuff of spy movies. Al this changed in the eas
The increased connectivity allowed for higher phriogdhuecrt icvdrtnye ct
came new security concerns, as well as industry.standards for

With the rise of cellular commuhndas$i?oW td ovtasi mdwytrai anatdaep!
adoption became global. Hi gh speeds, |l ow cost s, and a soluti
make cellul ar an ideal connectivity ~choice. However, i ncrea
threatening the operation and safety of the devi es connectec

Are those attack vectors enough to sl ow adoption
nectivity for SCADA networ ks?

What are SCADA networks?
SCADA interfaces can also allow for |,;

= t ha
manager can not only get data but al s e I n
SCADA system itself can make automat g on
saving many stafvbrRndomasagers
Wireless connectivity

To this day UHF (Ultra High Frequenc gol d =
and easy wirelesst coanyectto vieg . wiBwti t ti | phased out as
part of digital transf oUHFRtioongefeili aldlug ét wor ks.
bandwi dth of 19.6 kbps, which is more ough to transfe
to connected devices, but falls shor ti s attempting to
amounts obr DAVY&n a single CCTV feed. Mor eover, UHF radio is
ble, relatively slow and prone to interference.

Al ternatives to UHF radio for wirelAesi coonteticanhyrfepld a8EA
that Gwohnol d up along ver yAnlodarhege oi steanécéesdustri al conneThevit
problem with satellite connectivity is that i wi tis ovreirtyi ccaols tsl
trol s.

Radi o frequehicieanasdf Wice for some SCADA networ ks, ewele cd ic
agnostics and baswhcencomomaemmddat B8uheeds to be transferred, an
stands tall dbcoeviel ulhaer rceosntnecti vity

Private celliwml parnéetcwdmaksare a vedysahihoeredabheewayvioygas |
is in pabyec Aellular network can offer a |l ess reliable and
floads many related costs .anldn neaiitnheern adhacsaee, e dynoocue cvnosuriodre t han
at every endpoint.

SCADA on lloT

1T oTlndbsetrial | nttehened ololf e dthii mgsname for devices connect ed
cati.onSome devi cesi mawap & hiel ibtuyi [tto connect to thenlocteédueéarrr o
component. Others wuse a |l ocal net work as a gateway to the WA

Generall yaspeéaknggthat can connect to SCADA can connec€bnto
necting devices to the Internet allows managers to employ t#h

much deeper understanding of the systems connected.

With the power of I'1o omes -dthtea cvkud .neWladréd i SGADA r«ttwo mlad
system byl IdoeTsiigsnn, expose o.tkkgbpudbéceriltnt eafnedevi ceswedolhne
devel opedSCAPAdprbuogs i own set of vulnerabilities. That i
wireless cdronédcdtei wivtey al ttack surface of any industrial ne

Read the rest her e:
https://securityboul swvamnida-dcemvodraldid/03/ scada

S

T
d
t

[ a



https://en.wikipedia.org/wiki/Fourth_Industrial_Revolution
https://securityboulevard.com/2021/03/scada-security-in-a-cellular-world/
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2021 ISSA International Annual Awards Nominations

are now OPEN!
Suspense for submissiond@May 2021

Every year | SSA I nternational recognizes excellence in inf
and the chapttheay Htel ovrhg.ch

The Colorado Springs Chapter has won numerous | SSA I nternat
amazing Ourercdlapter has two members on the Hal/l of Fame and s
the Year three ti mes, Security Professional ohceheaMdaNot wint
Year FIVE years in a row!

We need your help in identifying individuals to nominate fc¢
one for any award, pl ease cpoangitraecs i d ehreto @.asssty Phye st enésd aof Ma
about each awar d can be found on lthtepsl:SSAVWWEH ing ser aHmiw@ ahkkad a
2021/ ?2utm _source=WordPress&utm medi um=0Organi c&utm_campaign=1r

«€YISSA.,

| SSA I nternat i rlo®88A Awtbe ds

Hall Awards Nomination Open on February 15,
of Open). Will close on May 16th, 2021. Hall
' recognizing an individual's exceptional q

Fame and organization as well as an exemplary
profession. Honor Rol | is a |lifetime achi

Hal | ofi sFamé i f eti me achievement award recogni zin
ership in their own career and organization as wel
rity profession.

Honor iRBolal I'i fetime achievement award recogni zing
i nformation security community, the advancement of
alism of the membership.

Th8ecurity Professihomalrsofonehély)Yeanndividual who
standing standards and achievement in information

Th®ol unteers OANfwatrlle r¥eagni zes a member who has
their chapter, the association or the information
vice to | SSA.

Th®rgani zati on Aomamrtkhceogviears candi dates with a s

that directly contributed to the overall good and
providing either services, products and/ or direct
standards in addressing information security and i
Chapter of rede@egnyiezae¢s chapters that have done& an
mi ssi on, serving their member commungitvers iam ds malvla
and | arge chapter categories.

ISSA-COS NEWS S e


https://www.issa.org/issa-international-awards-2021/?utm_source=WordPress&utm_medium=Organic&utm_campaign=Informz
https://www.issa.org/issa-international-awards-2021/?utm_source=WordPress&utm_medium=Organic&utm_campaign=Informz
https://www.issa.org/issa-international-awards-2021/?utm_source=WordPress&utm_medium=Organic&utm_campaign=Informz
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The Power of Positive Thinking

ByAndrea HeiCD5, ReSSA der , March 8, 2021

Everyone is aware that positive thi nKkadsnigt icvaen tbhriinnkgi
crease your energy levels by causnomg ydwrwalkhody tcd eme
brailm. can i mprove your physical health by reducing t
ute to stress, anxiety, depression, high blood press

Positive thinking can enhance your performance at
goal s, and maintain the focus needed to achieve thos
Iy, friends, and coworkers by contributing to a posi
outcomes with everyone. Positive thinking can i mprov

One of the best things about positive tandkinhgi $ salt
l'y fYew!can become a morifer aosi hgotgw tdhti drktair fndbgyusi ng o
stead of the negative.

Take time regularly to practice some of the tips |i
ing a more positive thinker and to begin enjoying a

Get plenty of rest.
Do forget to see the h

1 Practice pgoasikt.i ve sel f

1T Get regular exercise an

T Pursue a hobby or passi

1T Set goal s.

1 Hel p others! Zcoaﬁden"’nmovahon

9 Be grateful! POg’T!VE

1 Find the positive in al % team

1 Read motivational books BTH'NK"NG

1 Practice meditation. 'ﬁ life
. fuhme teamwork  vision

T Surround yourself with motivation

q :

1

MA positive mind finds opportunity in eva@&miUntkmionng. A

Update Your Profile!

Dondt forget to p

www./ssa.orgnd update your personal
information.



http://www.issa.org
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A, N
€)ISSA

Colorado Springs Chapter

Strategic Partnership

A -
7 Murray "\ INFORMATION & CYBER SECURITY
TRAINING & CONSULTING

1
|

Comments/Questions: INFO@ISSA-COS.ORG

- MURRAY A, N
p SECURlTV SERVICES ‘ a ISSA

TR & CONGLTING

Colorado Springs Chapter

Murray Security Services Sponsorship

* 52,500 per quarter = $10,000 commitment

* 4 CODERED Licenses to be provided as give-always at ISSA-COS Events
($1000 value)

* S1000 off (preferred pricing) on most all MSS Professional Training &
Certification courses. (no-one else receives this type of standard
discount)

* Providing 2 (free) training classes later this summer. Value: $5,000.
C|TIA & ESCA

Comments/Questions: INFO@ISSA-COS.ORG 4

ISSA-COS NEWS e
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% MURRAY [EC-Council o, N
£, secury services “HISSA
‘ TN TRANNG & CONSULTING > =

EC-Council CODERED

CODERED is EC-Council’s subscription-based learning platform
which allows you to access bite sized content through a clean,
simple learning platform!

Colorado Springs Chapter

*Premium Content: 4000+ Premium Videos

*Fresh Content: New courses and content are added weekly to our

C o D E R E D library to keep you up-to-date with the latest skills and

Empowering Cyber Professionals technologies.

*Practical Content: The courses published on CODERED contain
an abundance of demo lab videos that dive deeper into important
cyber concepts and gives you the practical technical knowledge
you need to advance your career and improve your performance
as a cyber professional.

Comments/Questions: INFO@ISSA-COS.ORG

% MURRAY [EC-Council AN
£8,. secumry services “HISSA
T : A -

TRAINNG & CONSULTING

Colorado Springs Chapter

Certified Threat Intelligence Analyst (C|TIA)

The Certified Threat Intelligence Analyst (CTIA) program is designed
and developed in collaboration with cybersecurity and threat
intelligence experts across the globe.

The aim is to help organizations hire qualified cyber

intelligence trained professionals to identify and mitigate business
risks by converting unknown internal and external threats into
quantifiable threat entities and stop them in their tracks.
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Reducmg Cybersecurity Risk With Minimal Resource:

Dan Lohr mann, Government Technol ogy, Mar ch 6, 2021

How can organizations protect <critical information resourc
chall enges to reducing risk?

To answer these questions and much mor e, I tur neMi keo [na vciysb.e

Mr . Davis is the & IKWOustnonalnatainangalougpf fi ce, where he opera
management while advising |l eadership on protecting critical

portfolio. Midk emiasngdi chn si ncelaurdeas e esetunigt w stis&kt egy tha®& surg

success objectives by securing and protecting both sensitive

Before joining alliantgroup, Mi ke was the CI SO of a |l arge
cybersecurity pepdfuess syiecanrasl iwi tshe v2eOr al environments (commerci a
ership positions Cl SO, senior cyber technical authority, cy
and chief systems engineer, among ot hers. Mi ke i s also a ret
empl oy ek5).GS

Mi ke supports sever al professional associations: the FBI I
His certifications are: Cl SSP, Cl SO and Systems Engineering,
Ri sk Management, and he holds a master's in electrical engi ne

I have known Mike for several year s-pr @anak ihreg ad oviatyesntbra md si

cyber discussions.
Dan Lohrmann (DL): What are the biggest cybersecurity risks

Mi ke DaviTso (sMR)Y:t our risk journey, we need t é aaslslestsawairanmnu
bility baseline and the top threats applicability to ourt env
reporting sour c &sldp(racsg rpaam)t, otfheocmurdi st i | | those results into
apply to most organizations:

T Phishing: Over 90 percent of all security incidents start h

T Ransomwar e, including +m mp higneggalstya | avradaepdco fygpit @b bmes with a ¢
tortion.threat too

T Poor cybekhyggnewelnerabilities not patched (98 percent of e

T I'neffective access control s: ldentity is the new perimeter

wher e)

T Hostile intruders: hackers, insider threats, careless users
T Crime as a service: as now anyone can be a hacker, just pay
T I'nternet of Things security: the many atypical computing de
T Thipadrty/ vendor access and risks: this is a major threat al

T Regul ation/compliance (e.g., GDPR, SOX, PCI DSS, etc.): Fin

Overall, start with a risk assessment to set your baseline
devel op a-wvelmasediriksk reduction plan, with OPS/I1I T concurren
understanding from your | T/risk steering committee (I1TSG), t
page article that goes into the question overall: "Cyber ri sk

By the way, if you are interested in whidtemihtiiegatricchhrys otfo
needs fromi Mi ¢@oobtslmdvt Mas|l ow hi erarchy of needs triangl e, wi t h
control, and each | ayer is wel/l described.

DL How do you think about attacking the problem of reduc
Read the rest here:
https://www. govtechorgimébbeqgst f lcoyfbfemesdmasikinghyn i-mad our ces . ht ml
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https://www.govtech.com/blogs/lohrmann-on-cybersecurity/reducing-cybersecurity-risk-with-minimal-resources.html

Cybersecurity in 2021: Stopping the madness

By Eric Knarr, CSO Online, March 8, 2021

Marc Andreesséewsohtbdaié haghéeéaten the world. As a result, th
Just l ook at the pPastarWewdmhitmpsgresTIhend most sophisticated
sedmccording to Microsoifgavwe eistisd efus sBiraand pSewippsh mont hs of free
agencies and private compani es. But stupid al s® wyob&rssedursitt )
I ax, anyone <could have beenpdiehnamdt lae cll aamssly vaattaermp!suprnly
i nnrgansomwave made hospitals their favorite target; in October
US hospitals fell prey within 24 hou

Cybersecurity wins the award for But
attacks now amounts to a cost-hworordeod e ti
proach of prioritizing risk and | h c h e
reason for hope. This collection of omp
I nfoWorl d, and Network World delive on
practices across thsuéenttet prideeecl ope

Writing for CSO, contribut or -o9tda cge t he
tion of how to focus wupper ma madyg ae ymse ur it
keep the cybersecurity conversat dTome is |
thesis i-al amhmtddbael es | i ke the Sol a Ve ¢
ful wakeup call s. Coll ette suggest s co
to match the company business model ri
framewamd#d tonfieemati on sharing oaredkca
i nformati onrspoenciifnidcu stthrryeat s and defensive measur es.

CI® contriMbuitganing the hidden robgyk8obf Vdiogi nal suafistesmat
sight: Digital innovation al most al ways increases risk. Ever
pl e, but each |l aaS or SaaS provider seems to have a diff.eren
Li kewi se, digital integration with plaand ety deafoimm istbigoad ItHye ikgihs
And does it even need tiontber satiidoiftthitadtti imvges nmcihlilngv aasnt | y expand

A second story written by Violino, this one for CoWpHt sewo
curity |l essons f8mme thfe tplaemmdeamtiiccl e covers familiar ground,
and multifactor authentication for remote wor kers. cBuwtudVidelsil
tomnndesa ust net worHke awmacenss t hat a new wave ohyprepdawatrkoisrwi
which employees alternate between office and home to ensure
mote wor k at isbcuatl eneiws svoilaubpleco e si seckdaaa defense andlr deporse

secure our new perimeterless worl d.
Read the rest here:
https://www. csoonline.comtia23sktlophhm&mdBESEchbet security

Hackers are finding ways to

By Patrick Howel |l O" Nei I I, MI'T Technol ogy Revi ew, Mar ch 1, 2 C

YoMe heard&of akippbewal l ed garden, the tightly controlled te
of features and security. Al l apps go through a strict @&ppl e
gathered on the phone, and deved olperablae et é og&ktedi mMmud o @i Rerk
high no@& phebabty more accurate to think of it as a castl e was

Virtually every expedowmgnatsr ¢ hat it 0% haskedl ved some fund
with these restrictions in place, the i Phone succeeds spect a:
most advanced hackers do succeed in bre@akergraordismamey hdefies
tecting the attacker themsel ves.

i@ a dedbéed QSNaoyrsd, Bil l Mar czak, a senior researcheiWome ¢db-e
ing to keep out a Il ot of the riffraff by making it hardiem to
and, onice itmeiyde, the i mpenetrable foortress of the i Phone pro

Read the rest here:
https://www.technologyreviewwalbiné® @hkabc/ koedr/cd le/cit 20089/ appl e



https://www.csoonline.com/article/3610369/cybersecurity-in-2021-stopping-the-madness.html
https://www.technologyreview.com/2021/03/01/1020089/apple-walled-garden-hackers-protected/
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EC-Council Certified Security Analyst (ECSA):

EC-Council

Hackers are here. Where are you? ,A\
€)ISSA

Colorado Springs Chapter

Penetration Testing

The ECSA penetration testing course provides you with a real-world
hands-on penetration testing experience and is a globally accepted
hacking and penetration testing class available.

It covers the testing of modern infrastructures, operating systems
and application environments while teaching the students how to
document and write a penetration testing report.

Comments/Questions: INFO@ISSA-COS.ORG

Upcoming Events
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Colorado Springs Chapter

April Chapter Meeting — 4/6/2021

* Chapter Announcements
» Technical Presentation
April Mini Seminar —4/10/2021

* Technical Training

* Hands-on Tools and Techniques

Comments/Questions: INFO@ISSA-COS.ORG

Cyber Focus Symposium (CFS) — Apr 20, 21, and 22, 2021
* CFS Job Fair: Sponsored by Cleared Careers

* CFS CTF: Sponsored by Splunk> and Epoch Concepts
* CFS Conference: Produced by Secret Sauce Events

Annual Cyber SIG Summit — Jun 18, 2021

» Eight (8) Special Interest Groups (SIGs) profiled
» Half-day event; 1PM — 5PM

Annual Cyber Social —Jun 18, 2021

* No cost to attend; Free to all Community Partners

* ISSA-COS 30 Anniversary Celebration
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