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'‘World's leading bank robbers':
North Korea's hacker army

®sent

By Sunghee Hwang, Yahoo Néws,i tMay 2D21 Annual Th
2021 Report, Washington ack:
Nucl-#ramed North Korea Piysonaga/\eyrgmnprobably posste
on t he front l i nes of E?b??\lﬂla féle f,oa%t tlt'm'
say, stealdi g bi i on% !o'fCa Lrh rga's rLéIC ure

n il {
presenting a <clearer ah'd rﬂor
n

danger t ha i ts banndde wharptom'ss cyber prog

programmes. growing espionage, theft

SEATERTTERRT R RN LR RN RRRTTY ey Pyongyang IS u deFaI d p document from
/ international SanCtlghéeBbgF fs’\“"att'oonﬂacI Inte

X" / b omb and ballisticlt mlcssusleel Pyongyang of
z AN programmes, whi ch h aowfe nsielelni omap iodf dol Il ars f
X '\\%rfln‘fr;j“? progress under Nort hankorermynptloccaudearency excha
e Kim Jong n. fund government prioritie

U
But while the worl d' adqipI”UrﬁaSt'llce Pd ¢ LpsraH“aSs
2 been on i S nucl ear ambltlo"ph:%be?pgefé‘h@é'th
p

1t
—oL has been quietly and steadi/l

its
cyber capabilities, and aMarl tyts t K0 rsgaay'o g rtesynlreenr ndya t e
of thousandg aiofedwelddckenosatarleed®9td0tshe whlieda dtelr e 1K |
proving to be just as damgegr ous.reportedly said '
"North Korea's nucle\é’?llart?& crﬂlmputerrywars
programmes -temren Iltdmgat s, badayits Pyongyang'ts ong
cyber threats are i mmedicathe,r waedlairet i enit thr e aktnso,wrn
sai d -Ohokl,] a researcher oper ahes | nfsrtoimt utsever al C
for National Security StBredtaaqys ,i nClSiema,l . I ndi a, \
Pyongyang's cyberwarfircﬁgorgodzgogttl%saleJ$ En'l'ta
came to gl obal prominen ¢ when it
f'Crypt Ocuwarseancc,tysed of hacking i ®tcot SonyaPkatfuresf cyt
. t.ertai"nment as revenge&rfoowd St Th&el nteaetrevd ew"'h,em
IS attr aca sdaVi€&ical film that moecxkterde mMed ayders dKp hm.sti cat ed,
because i tryné Sattack resulted ~CARPaHle Pdsciongucing ad
uncontr olskvedal unreleased movies Bamliame 12s weelclr udas sa ar e
\ r f nfi nti Id i m
border | esgs’.t t de o] co dent ca)glcdlwogcul @nnglsaglelss amnednt(s)pe
. Since then the North Ps€ Cpl g en maebd *}f b
rel ati velsy number -pfofiigh cybe %t‘{g %'Ey’ oy mey
anonynﬁ)oug_ncluding a $81 mi | | elsett?qomn 129(9
Bangl adesh Central Bank aNoweIIknasvnthensZOl'he un
WannaCry gl obal ransomwAueomattiacrk,, iwhitcahk es i n o
infected S 0o me 300,000 ftoomputamsngintlNé&0 Neotrhi'ng
nations schoolchildren.
Pyongyang has denied anyWe nwelreemeatght t hat
describing US allegatiopsepaeerdWaagaiCnyt asAmeric
"absurd" and a foreign capaibstiyi eppkedamag tol d
declaring: "We have nothigyg;hgiedy, “id were ta
y ) develop our own hacking
But t he us Justice aDetpaacrktimmegntt hénenemy's op
February indicted threebeNor dlef Kmaoe.ams on
cherges of partl-raalnp;]atnlgngRelg th Wldet her e:
criminal conspiracy to cond Serti €' 6t
destructive cyberattacksh“t.tDs://news.vhbadhanqumlwo
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https://news.yahoo.com/worlds-leading-bank-robbers-north-023011739.html
https://news.yahoo.com/worlds-leading-bank-robbers-north-023011739.html

Membership Update

you wupdated your contact information on the
awesome. I f you have not, pl ease |l og onto the | SSA |
the top of t Mecpaqnd an@heded litahogds e you can make your
support.
We need all members to spread the word that we are | ooki
are the top 10 reasons join | SSAI

Top 10 Reasons Cybersecurity Professionals J
1.Build professional rel ati on2s.hliepasr n practical/ best practices

3.Keep up on devel opment s i 4. Ganrfecerrmaitnifoonr maeé ¢ omi ayn/dr iesnipd oy m
privacy

5.Content of chapter meetings6é. Advance the profession

7. Professional devel opment 08. Géedec diaicanalo tphe gpraonfme sigi on
of ferings
9. Earn CPEs/ CPUs 10Devel op the next generation of
al s
Our membership 1is hanging in at ~346 members as of t h

communi cations and eVites to&emouimg You i Nt ayheawaeragpt efr . wh:
member ship qtedteisonsateon o contact me Membradsdhi Westerfield

Thanks,
Steven Mulig
New Member s
May 2021 VRMember ship
Bl ai se Conti|Daniel J. Gall aska membershli-@a@.serag

Robert DroneJames Wacastl|er
Edward O. N e

Update Your Profile!

Dondt forget to p

www./ssa.orgnd update your personal
information.



mailto:membership@issa-cos.org
http://www.issa.org
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(Continued from pagp

I ndustry Groups

Cyber Retail S
Cyber Healthcar
Cyber Finance S
Cyber DoD SI G

Optionspefresroni mnd virtual participation are availabl e. Pl ea
the public.

| mmedi ately following th€O0O&yweltl ShGstSuommrt filtSE8AevE&Marcko mn
Servi(c8e4sl5 Expl orer Drive, CcCos, cCoceooIwriohll. OelAmmdtveeswmo g3 @k,

G
e SIG
I

G

ter. To celebrate this -@08umehtalpromvidetdmee FIBA, drink, m
unwi ndhakk ckand enjoy -G0S memmdmg .andSAommunity professional s
vari ousr elyabteerd organi zations wil/l be on hand to share infor mi
work with regional professionals and | earn what is trending i

I'n concl u€iO8nj sl s@WAbitthiam&oyoall your support and encourage
organization. The bestwdrok edro, tfhriisends, toor ifnavmitley amecnober t o att
willing to welcome a new face and showcase the benefits of be
raise a glass in honor of all you do in your jobs and throug

our chthgpppyrAB0i versar y!

Sincerely,

Ernest

2021 ISSA-COS
Cyber SIG Summit

Special Interest Group Presentations

Affinity Groups
Cyber Women SIG

Cyber Educator SIG
Cyber Student SIG
Cyber CISO SIG

Industry Grou /\\
Cyber Retail SIG

Cyber Healthcare SIG "’ﬁ ISSA
Cyber Finance SIG
Cyber DoD SIG

Colorado Springs Chapter

Friday, June 18, 2021
(1-5PM MT)

Limited In-person Seating*
Unlimited Virtual Seating
2021 ISSA-COS Community Cyber Social Outdoor Food, Fun, Drinks, and Live Music !

Smieatety folloing i MRt (=8 I T e T e T 3 Register @ www.issa-cos.org

i info@issa-cos.or
:x: ;kEif)?(;lrceers[;?ifl‘e Network with Regional Industry Peer Professionals ! @ =

Colorado Springs, CO 80920 (LI CTATS GUEIF UL ST Y S e e Il *Recommended COVID-19 protocols will be encouraged.

INFORMATION SYSTEMS SECURITY ASSOCIATION, COLORADO SPRINGS CHAPTER

ISSA-COS NEWS
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haaiiU ¢a géu Jthe{Us

Friends -606S$S 1 SSA

harm could be performed.

cos.org.
Sincerely

Ernest M. Campos
Presi dermtOS | SSA

Recently, the Colorado Springs Chapter
| ous activities associated with the email
guickly recognized the odd activitie@uranldT i Gomemri tatt @eé¢ ys migft i ¢ d
sponse mode and conducted a swift and thorough

i OUAg Ca L{{!

ftomntbrogre not characteristics of our

of

May 18, 2021

account bel o

Later, the incident i-CO08shiagatsiucn ai eeealaemd elx$8A Nnal br
count . It was also determined a subset of internal and
number of hi storical emai |l s. The actor(s) of this attac
the individuals for whom the stolen email addresses bel
The characteristics of these phishing emails include th

T A spoofed email name f{i Croprhnyu migc a thceo ss&enblgefre fiksbred s pac e

tChCeS ) | ni fdoernnbai tfjii oend

nging

investigatio

each
exte

ar
b ng.
g fol

bet w

chapter domain] nam

T A sender address notCGHi€ommahiedawicoohs& oSS der addr es

S

T Poorly written English and a salut até& oonamehat may or |may
T A hyperliwxthapotea men-ahedcdhPeht seof which may incl udle ma
| SS®OS iis encouraging anyone who receff @@m®mmumi camaiols & oF sy@hu I
<sender @3#dda eismmedi ately purge t hNeOTeEmaHOWHEV®Rnaitlhed o mmemwiod at i C
frd@ommmunicati ecross@besrsa | egi ti mate .and can be trusted
Ot her than a subset of personal, publ i c, or professiophal
(Pl'l') has been found to -BOScbobmpropudédd BDomaamilza$Aon, wle do
transmit proprietary information and most of our operatijonal
the information wéd osm droe |ofw moad eurea toeultysi de our organi zatjon.
On our end, we have taken the following steps:
T We have reported the incident to our email service pfrovi
T We have isolated and remediated the affected email ajccou
T We have instituted a required password reset on all chap
T We have made efforts to contact known recipients of |the
T We have reported the incident to the Chief of Operatjions
We are reviewing the security applications, processes,| and
On behal fCOxsf, IIS@AH ol ogi ze for the incident and vow to ilnsti
our community at | arge. We encourage you to use this incide
practices in place within your own businesses and organilzati
rity attacks but, with a |Iittle effort we can be safesal] For
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Book Review No. @dLandoll on Policies

By Jay CarGO%S, MNMc&abher ge, May 31, 2021

You Do Not Have To Read This Boo

However, we only getCOSepoolfi coyurwrown ntgb Gé pleaFS ssme(mboeu sl &kmgp w |
vidual!) to present occasionally. He speaks on writing cty-ber s
i ngs. You omigguhyt' smitsass ks, both i nformative and humorous, so re

Landol |l , DonfugdmaastiJon Security Policies, Pr ocedurBeosc,a aRad odt, a

CRC Press, 2016.
This was only published in paperback in 2020. You can get

has a bit of passive voice, and the subjecté.matotrer, it nt weerl
ti me. Yes, it is a slower read, but that does not mean the
cheapskate |i ke me to pay over $50 to get another of his book
Landol I, DbheglSesudity Risk Assessment Handbook: A Compl et
ments, 2nBo&di Raomen, FL: . CRC Press, 2020
I have it on order and will tell you about it next mont h.
Dougl as J. Landol | is an | SSA member, and a Distinguished |
ence degree and MBA, plus CI SSP and CISA credential s, and 25
know what he is talking about, and | think he does! You can
Because | always try to tell you what is in the book, here
T I'nformation Security Policy Basics
(Policies, Standards, Guidelines, Baselines, Procedur
T I'nformation Security Policy Framewor Kk
(Feder al I nformation Secur-b8y, MaeB@gewmeail, ACOBI( N) S&t 80
T I'nformation Security Policy Details
(Exceptions, Levels, etc.)
T I'nformation Security Procedures and Standards
T I'nformation Security Policy Projects
(Scoping, Rol es, Phases, Revisions, Applications)
T Appendices on Example Policies

(FI SMA Ni#587 &F0@&Gmework and Example Department al Policy

So, while as 1 said you do not have
you read this book!
As an added benefit, your ability to say you have thoroughl
bility in any cybersecurity policy discussion.
Happy professional readi ng!
H 4

ISSA-COS NEWS
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Book Review No. ®Kevin Mitnhick's Latest Book

By Jay CarGoOs, Ne&afbAar ge, May 31, 2021

I hope | do not |l ose friends and professional me nt
strong negative feelings abowtri Mi naMi pastkactegatdis
him as heroic, I do regard his writings as well wort

Mitnick, Kevin witTheRAber tofVamasisi bility: The Worl
How to be Safe in the AgeNew BogkBrobthetl andBBogn Dat
edition).

I n Il ate May 2021 | attended an online presentation
i ng-vaatliildl i nf ormation. You can get it by ordering onl

I pay close attention whenever __ R __'_N_,_Nw_n__”rl_‘ltio
| SS®AOS presenter, both to the pr [ — GrenaL (D] Excuawee an
audi ence member s. Based on what |— ‘\i on
the acts and the defenses agairtr MO T ) pop
me mber shi p. Some of you want to | | s
SO since Mr. Mitnick is now a pe¢; mmel
book. Much of what he writes is WANlED pas
this subject. Privacy and Open ¢
also find this book quite useful|j a
ta to support soci al engineering: ns.
the title states the focus is o ? ? ? ? ? ns!
great commentary on passwords, < lave
heard el sewhere Candidly, this { to
talk wgbeosecurity professional ? ? ? ? ? N r
Probably the most relevant t 0 me | gebiledhangcors/ corporatccriminals 05 roe
you think you are secur e, but y IR ST e ., a
has to add in a few more steps!

I n order to see iif |1 really wanted to risk writing

Mi tnick, Kevin wit GhWisltl iiaaom tlh.e SNimoecers : My Advent u
HackMaeaw Yor k: Back Bay Books, 2011.

I am wel|l into the book now. This is Mitnick's aut
ing me understand some of the hacker mindsets. I am
sion, |l i ke gambling. The thrill of '"breaking in' bec

He has two other books out there:

Mi t nick, Kevin D. .anbhewiArdti aomf LL ntSr umoino n: The Real

n
Hacker s, Il ntrudeVresw ayrod kDe cWs il veeyr, s .2 005 .

Mi tnick, Kevin D. .addheWAlrlti am Dec®ipmoéomn: Controllli
New York: Wiley, 2003.

I will get back to you on these books.
Happy professional readi ng!
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Cyber SpOt“th PARTY”

188

Friday, June 2021,

atl mar Kk SerV|ces, |
8415 Explorer Drive,
Col orado Springs
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- Stepping Up!

— with

=~  ISSA-COS OPEN LEADERSHIP POSITIONS
e ezt Deputy VP of Training

Deputy Recorder/Historian
Deputy Director of Communications

—_———— Mentoring Committee Chairperson

An excellent way to help
advance your career!

For more information or to

W : , - volunteer, contact:
Information Systems Security Associatior,

COlorado Springs Chapter info@issa-cos.org

This is how long hackers will hide in your network
before deploying ransomware or being spotted

By Liam Tung, ZDNet , May 19, 2021

Cyberattackers on average have 11 days after breaching a t
security fiiamm ®dploms when they are spotted it's because they'"
As Sophos rrecsteelricmea,s‘h»'ébvat'e;;-omore than enough time for an
what a target network | ooks |ike, where its weaknesses |ie, ¢
Sophos' dat a, basedron its responses to customer incidents
from FireEye's incidentMarmeas marns g etceaarh,] yMarethet edt it be ywmawsh 2dh

was an i mprovement on previous year s.

Sophos explains the relatively short dwell time in its inc
hel ped customers withalinvobyedttankomwatei mmedi ately trigger
shorter dwell ti mes might -cian dieada tsee caurr iit mp rpoovse me ret, ii-dn e ygphtti n
ransomware is a disruptive attack compared to data theft.

"To put this in context, 11 days potentially provide attac
l ater al movement, reconnai ssance, credenti al dumpi ng, data e
can take just minutes or a-few hours to implement, 11 days p
in its Active Adversary Playbook 2021 report.

The vast majority of incidents Sophessggespomded heoswat e 10&
attacks include stealing dat a, cryptominers, banking troéojtans
Strike.

Read the rest her e:

https://www. zdneith cilo miharc kiwec-dsp é-h & iosnret wbe kalreew | orya mgo mwar e
bei-ssmotted/ ?&web_view=true



https://www.zdnet.com/article/this-is-how-long-hackers-will-spend-in-your-network-before-deploying-ransomware-or-being-spotted/?&web_view=true
https://www.zdnet.com/article/this-is-how-long-hackers-will-spend-in-your-network-before-deploying-ransomware-or-being-spotted/?&web_view=true
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Apple's Security Compromises in China Outlined in
New Report

By Jul i Clover, Mac Rumor s, May 17, 2021

Appl e has been making concessions on privacy and security |
accordingetpd hameifpibet NEwotar k Ti mes

The focal point of the report is Apple's decision to compl
collected in China to be keptbuiin dChai nGh i nwahhidlmht alkt acdeenlt@di i App ke
i Cl oud odathd na, managed by a Chinese company.

Apple fought against China's efforts to gain more control C
had no choice but to comply. There were initialClendirypdgi @ame
wanted to keep them in the United States, while Chinese offic

Ultimately, the encryption keys ended wup in China, a deci si
on the negotiations and who said that the decision could pot
Chinese government has access to the dat a, but security expe
without asking Apple, especially given compr omiagds icro mgpmamryy pr
customer data on Apple's behalf.

"The ChinesiePladbreeces&eiral, " said Ross J. Anderson, a Universit
revi ewed the documents. "I '"m convinced that they wil!/l have tF

I n a statemehhte Mewl ¥ottHaltdiintes" never compromi sed" the secur
anywhere we operate." Apple says that it stild]l control s ttahe |

i

center S using the most advanced encryption technology avai
countries.

Appl e has raensoovibnefernampppe St mr €Ehi na at the request of the C
began requiring an official | Thcee ndew t Yotrrikeal tEiaimte s haans adpopn. e  Aspop | tec
nese | aws.

Read the rest here:
https://www. macrumor s-seomé¢®@mMBPrid@ibd-ch&l/ apgp/l e

Apple's Find My network can be abused to leak secre
to the outside world via passing devices

By Thomas Cl aburn, The Register, May 12, 2021

Apple's Find My networ k, used itaon dl ontoartee rie@Samadi doktddec G gdeuwrir
out to be a potenti al espionage tool

In short, it's possible to use passing Apple devices to sne
a computer on the other side of the world, over the air withc

Fabian Br 2fumdreder, ofo Positive Security, devised a way to s
i Cloud servers from devices without an internet connection u

|l er programmed to function as a modem. That data caml o¢h emo dbte
Wednesday, he doltlbwend elpit sSSegpmdy dMy e

Apple's Find My networ k, when enabled in Apprackemgceygst ém
pating devices broadcast over BLE to other nearby attentive
connection to Cupertino's servers Aut horized device owners
company' 9ais@ldodrd nd My i Phone or i OS/ macOS Find My app

Read the rest here:
https://www.theregister.com/ 2021/ 05/ 12/ apples_find_network/ ?&

ISSA-COS NEWS Hoan


https://www.nytimes.com/2021/05/17/technology/apple-china-censorship-data.html
https://www.macrumors.com/2021/05/17/apple-security-compromises-china-icloud/
https://www.theregister.com/2021/05/12/apples_find_network/?&web_view=true

VOLUME 10 NUMBER 6 PAGE 11

NIST Seeks Input on HIPAA Security Rule Guidance
Update

By Marianne Kol basuk McGee, GovinfoSecurity, May 4, 2021

The National I nstitute of Standards and Technology is se [

k
i mpl emenHiI RAAt Becurity Rule, which went into effect about 0
[
NI SiTs accepting comments through June 15 on updates desi

used in the HIPAA Security Rul e, amplify awareness of rel
how to i mplement the rule in the current environment.

e
2
Meanwhil e, regulatory experts are debating whether the rule
gne
evae

"Recognizing that covered entities and business associates
NI ST is soliciting feedback about how organizations areenimpl e
practice,"” NIST says.

"NITcybersecurity resourcesbéhaRevesdloned sincaeansPs8@&kehol
that includes references to these updated resources," the age

Once comments have been reviewed, NI ST wi || rel ease a draft
solicit comments before finalizing the document.

Information Sought
NI ST is asking cbusirpdssntda®osadesamadsde how their organizati or

T Manage compliance and sftocwurexkxgmplienul tampbyshy with the
al so i mproving cybersecurity posture;

T Assesstorieskectronic proteamned hlmevaltthh si mfsesrematmean | eads
propriate security controls and practices;

T Determine that security measures i mplemented in accord
ePHI and how often they initiate a process to determine

f Manage concerns, including ePHI di 9cdmpluiresc¢e rwigtalm di me
f Facilitate internal and external communi cati on about s e
NI ST is also asking organizations iif they i mplement "recogrt

demonstrating adequate i mplementation. Pl us, it's asking the
with and diverge from compliance with the HIPAA Security Rul e

NI ST notleesgitsbamtgmeo®a i nto | aw in January all ows the Depart me
fines and penalties for violations of certain federal smai-vac
ards has adopted particul amTheylFrémsaéc il PAVW RArcddtoince¥)ndef Sde um

Time for a Rule Update?

Some security experts are debating whether-aintd' ;snotti el stto t e
ance.

"The HIPAA Security -Ruient sdar wlee p rpwaatictyssreme y " Kisraky sNahr a of
mer Hal e.

"l't addresses ways to think about and approach security, r
from my perspective, it is in many ways a perfetchte r[ucloemptlhiaatn c
cess must be updated regularly by any covered entity ort basi
rul e. "

NI'ST is trying to give organizations -tT@ wawyetdromr probes 85l
with updated guidance, he contends.

I f HHS were to consider changes to the HIPAA Security Rule
cess of evaluating potenti al changes to keep the idea ofatthe
is flexible and scalable to adjust to the wide vol ume opfe-dif
cific and | ess flexible,” Nahra says

Read the rest her e:
https:// www. govVi nsfeoeskescpounhii tpym@ac ormii-ij 5 0 aunpcdecatleé6 51 9?2 &web vi ew=true



https://www.healthcareinfosecurity.com/final-hipaa-actions-under-trump-administration-a-15815
https://www.govinfosecurity.com/nist-seeks-input-on-hipaa-security-rule-guidance-update-a-16519?&web_view=true
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INFORMATION & CYBER SECURITY
TRAINING & CONSULTING

Comments/Questions: INFO@ISSA-COS.ORG 3
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