
 
 

 

Travelers Insurance Company tells us: "Empowering your employees to recognize common cyber 
threats can be beneficial to your organization’s computer security. Security awareness training teaches 
employees to understand vulnerabilities and threats to business operations. Your employees need to 
be aware of their responsibilities and accountabilities when using a computer on a business network. 
New hire training and regularly scheduled refresher training courses should be established to instill the 
data security culture of your organization." 
 
From my CISSP training class I took from the ISSA Colorado Springs Chapter there was another side to 
this. If you did not have a written Cyber Security Policy you could suffer more than just a breach of 
your computer systems. You could be left without a legal precedence to fire an employee who caused 
or allowed the breach, or worse, no risk management process on how to handle a cyber crime 
committed against you, your employees, your company and your customers. 
 
I have been working the last 12 years for companies that required I take Cyber Security Awareness 
training every year. I have to pass the quiz to show I paid attention to the training. The trainings I have 
endured do cause me concern about how good my Cyber Hygiene is. So much so I have dropped my 
Facebook account. The only social network I belong to is LinkedIN. And now they have been hacked 
multiple times. 
 
The ISSA-COS Chapter puts on excellent Chapter Meetings, Mini-seminars, and Symposiums. One of 
the most memorable was a presentation by PhishMe.com. The company has been sold since that time 
(now cofense.com), but I found a 2016 overview document on Human Phishing Defense, around the 
time ISSA-COS had the speaker in a Symposium they put on (wish I had kept my notes from that). And 
it says the same things that all the companies who offer "training" say, you need to educate your 
employees. But, PhishMe.com gave us the statistics of working with companies and came to the 
conclusion that not all people are trainable. 
 
Eastern Michigan University had employed PhishMe.com and like many academic institutions 
embraced the process to test their employees and students. They sent out monthly phishing emails to 
test the awareness of those who had taking the Cyber Security Awareness training. They too did the 
statistics and found on a regular basis 4% would click on the phishing bait. But, when they emailed 952 
people that they needed to update their direct deposit info, they got a whopping 20% response. 
Threaten someone's pocket book and you get their attention. Still, 80% remembered their training. 
 
Is employee training effective? Maybe not as holistically as we would hope. But, it is a legally necessary 
need to be sure you have provided it. My personal opinion is that my attendance at the Chapter 
meetings, mini-seminars and Symposiums offer me insight into how I should be thinking about my own 
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security both online and off. Exposure to reports of how an entity was breached widen my awareness 
of the importance of Cyber Hygiene. 
 
There are many companies out there offering the services of testing a company's employees. Here is a 
list of 29 providers https://cybersecurityventures.com/cybersecurity-education/. But, this would mean 
I have to give them my employee names and emails. What if they got hacked? Would that list be sold 
on the Dark Web and open up my employees to more Phishing emails? 
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